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OONI: Open Observatory of Network Interference
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Free software project aimed at empowering 
decentralized efforts in increasing 
transparency of internet censorship around 
the world.

Since 2012, the OONI community has collected 
more than a billion of network measurements 
from more than 200 countries, shedding light 
on many cases of internet censorship around 

the world.

https://ooni.org/ 



OONI Probe (https://ooni.org/install)
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https://ooni.org/install


Value Chain of a OONI Measurement
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OONI’s backend



https://explorer.ooni.org/chart/mat
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https://ooni.org/reports 

https://ooni.org/post/2022-iran-blocks-social-media-mahsa-amini-protests/ 

https://ooni.org/reports
https://ooni.org/post/2022-iran-blocks-social-media-mahsa-amini-protests/
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DNS over HTTPS
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WhatsApp
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Instagram
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Apple’s App Store
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Google’s Play Store
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LinkedIn



Thank you!
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contact@openobservatory.org

@OpenObservatory

https://slack.ooni.org/ 

https://github.com/ooni 

https://slack.ooni.org/
https://github.com/ooni


[DoH] Explaining color shift w/ doh.dns.apple.com
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AS #dns #tcp #tls #success count

Zi-Tel (206065) yes yes 18

TCI (58224) yes yes yes 21

TCI (58224) yes yes yes yes (❗❗❗) 5

Subset of the data collected on 24 September 2022 for doh.dns.apple.com.

We reduce multiple failures. Confirmed is stronger than anomaly. So we see the plot turning red.

anomaly (= yellow) because 
we have timeouts 
connecting or during the TLS 
handshake

confirmed (= red) because 
the DNS lookup returns the 
10.10.34.3{4,5,6} bogon


