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Many newer groups in the IETF are
working on improving user privacy by
separating data between entities
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Privacy Pass
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Ditferent use cases all benetit from partitioning
Separating Client I[P address from user data

Separating user authorization from what content
they access

Separating client identity from metrics they
upload
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Partitioning for privacy is an
emerging architecture pattern
INn Internet protocols

We need to work on ways to discuss,
analyze, and evaluate these protocols

Privacy Partitioning - IABOPEN - [ETF 115 5



Privacy Contexts

A context is a group of entities that share a view of
data and metadata

Within a context, data and identifiers can be
trivially correlated

We identity two technigues for partitioning contexts:

1. Encryption, which allows partitioning along a
network path or in a connection

2. Separate connections across time or space
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Example: Oblivious HTTP

Context 1: End-to-end messages
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Observations

Partitioning is a tool, not a privacy panacea
Relies on non-collusion across contexts

Relies on careful selection of what data to include
IN a context

Manageability needs to start relying on intentionally
shared data

Pay attention to performance in protocol design

Partitioning doesn't solve traffic analysis without
additional techniques being applied
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Please read and provide input!
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