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Implementation Elements

e Parcel framing in ION-DTN LTP convergence layer (ion-open-source-4.1.0)
* Parcel extensions for (UDP_SEGMENT; UDP_GRO) socket API (linux-5.10.67)
* Linux kernel UDP/IPv4 parcel support, with “IPv4 Jumbo Payload” option
* |Pv6 fragmentation in ip6_tunnel.c &> RFC2473 surrogate OMNI interface
* SO _NO_CHECK for LTP/kernel parcel segment checksum selection (Rx/Tx)

* New skb_checksum_parcel() for kernel parcel segment checksums



Modules Updated

Linux kernel:
./net/core/dev.c
./net/core/skbuff.c
./net/core/sock.c
./net/ipv4/ip_input.c
./net/ipv4/ip_options.c
./net/ipv4/ip_output.c
./net/ipv4/udp.c
./net/ipv6/ip6_tunnel.c
./net/ipv6/udp.c
Jinclude/linux/udp.h
Jinclude/linux/skbuff.h
Jinclude/net/udp.h
.Jinclude/net/ipv6.h
Jinclude/net/inet_sock.h
Jinclude/net/ip.h
Jinclude/uapi/linux/ip.h

ION-DTN:

JItp/udp/libudplsa.c
JItp/udp/udplsa.h
JItp/udp/udplsi.c
JItp/udp/udplso.c
JItp/library/ItpP.h



OMNI Interface

* RFC2473 IPv6 encapsulation/fragmentation (Adaptation Layer)
e Configured over 10Gbps P2P Ethernet (1500 MTU)

IPv4 in IPv6 Large data received for small Large Maximum Transmission Unit
Encapsulation # of packets (58KB/pkt average) (MTU = ((64KB-1) - 128))

Hltemplin arrier:~/DTN-OMN 1gs/25-ipn-1tp$ ifconfis omnie

omni@: flagdz209<UP,POINTOROINT,RUNNING,NOARP> |mtu 65407
inet]192.168.0.2 .255.255.0 destination 192.168.0.2
ineté-?esez:28§?ﬁ6eff:fe27:7 3 prefixlen 64 scopeid ©x20<link>
unspec FE-80-06-00-00-00-00-00%00-00-00-00-00-00-00-00 txqueuelen 1000 (UNSPEC)
RX packets |[14562| bytes|853236422 (853.2 MB)
RX errors 0—-3F5pped @ overruns @ frame ©
TX packets 83 bytes 21335 (21.3 KB)
TX errors 6 dropped 6 overruns @ carrier © collisions ©




UDP/IPv4 Parcel

* Produced by LTP/UDP source; captured at destination OMNI interface
* Transparent IPv6 fragmentation over underlying 10Gbps Ethernet
* 64052-octet UDP/IPv4 parcel with 16 (3999-octet) segments:

IPv4 Jumbo Payload option:
Type = 0x0b (RFC1063); Len = 0x06; NSegs = 0x10;

IP version 4 with IPv4 Length = first
28 octet header segment length only

Jumbo Payload Len = 0x00fa34; padding = 0x0000
}15:16:29.0 3 IP 19\2‘168.0.1.45080 /harr‘ier.25113: truncated-udplength ©

UDP checksum 0x0000:" (47po(efof Jacbc 0000 /4011 2603 coa8 0001 G....... @.&. ....

(header only) 0Xx0010: C0a8 ©AY2 bO18 6219 wuuvesies Aovwaby
0X0020: 8C50 A 2 R 0.P.. _

UDP Length = 0 /M a250 833b wlntegrlty block w/16
0x0040: [a926 81cCd| 0014 0200 0100 911/ 0681 1011 .&..vvvvvere..ss 2-octet checksums
0x0050: 1901 1401 1401 0000 82d7 8ce7 4001 822C .......eve.. @.., (one persegment)
0X0060: 0005 1009 6970 6€00 3230 2030 0014 0101 ....ipn.20.0....

OxX0070: ©001 09bd 8440 7465 7374 2e2e 2¢00 0000 ..... BEESE sieiame



Parce

(continued)

rVOXOOOO: 4700 of9f acbc 0000 4011 2603 cPa8 0001 G....... @.& ..... )
0X0010: c0a8 0002 0bo6 1000 fa34 0000 bO18 6219 ......... VR
0Xx0020: 0000 c33f 1957 cead b88e a26f 8c50 cle5 ...?.W..... 0.P
OX0030 . 833b c510 aS5fb c83b .P.:d&.
OX0040 . 0014 0200 0100 917 0681 1011 .&.....eveveenns o
OX0050: 1901 1401 1401 0000 82d7 8ce7 4001 822C .vvveesnssns @..,
OX0060: 0005 1009 6970 600 3230 230 0014 0101 1pn.20.0
OX0070: 0001 09bd 8440 7465 7374 2e2e 2¢00 0000 ..... @test ......
OX0080: 00O VPO PR VRO VOO VPOV VPO POPO .....icvveevnas
OX0090: 00RO VPO PR VRO VO VPO PO PBBO ......iveeevsas
OX00a0: 00O VOO VKOO VRO OO PPVO PO PPOO ......vveevvess
OX00bO: 0000 0000 0O VOO VOO 0O OO PO ......evseesnsns
OX00CO: 0000 000 VOO DOVOD VOO 0O VPO PBBO ......cevveveean
0X00d0: 0000 0000 0RO OO POV VOO OO OO .....vevseesnsns
OX00e0: 0000 VOO0 VOO 0V VPO 0VVO VOO PBVO .....ivveveeesas
OX00T0: 000 0000 0RO VOO 0VOO 0O OO OO ......'evsevenens
OX0100: 0000 00O PO DO VPO 0RO VPO PBBO ......ceoveveean
OX0110: 00O 00VO RO VOO VRO VPO VPO BBOO .....icvesvas
0X0120: 0000 00O VOO VOO VOO PPV 0O BB ......vveesvaas
OX0130: 0000 00O 00RO VRO PV VOO VOB BBBO ......ciitesvvas
OX0140: 0000 0000 PO VRO VO CPOO PPOY POBO .....icvveeenas
OX0150: 00O 0VOO PR VRO VRO VPO PP PPOO ......cvietseeas
OX0160: 0000 0000 0KV VOO VDO PVVO PPV BPOB ......vveevveas
OX0170: 00O Q00O VRO VRO VO VOO BB PBBO .....icitevvves
OX0180: 00O VPO VL VRO PO PO PO PO .....icvveeeneas
OX0190: 00RO 0RO PR VRO VRO VPO PPV PRBO ......coeeeeseas

<— Parcel Headers

Start first segment



Parcel (continued)

0x0fe0: 0000 00O 0000 VRO 0000 VOO 0000 BOPO .......cooousees
0x0f10: 0000 0000 0000 0VOO 0000 00RO 0000 POOO .......covvvseas
0x0f20: 0000 0000 00O 0000 0000 00O 00O OO0 ..............

0x0f30: 0000 0000 0000 0000 0000 0000 00O OO0 ........ovvvssns
0x0f40: 0000 0000 0000 0000 0000 0000 0000 0000 ........ovesesass
0x0f50: 0000 0000 0000 0000 0000 0000 0000 VOO0 .......coveeseeas
OX0T60: 0000 0000 0000 0000 0000 0000 0000 OO0 .....:vevsvessses
0x0f70: 0000 00O 0000 VRO 0000 VPO VOO BOOO ......:coovusses
Ox0f80: 0000 00RO 0000 VRO 00O VOO 0000 BOPO .......veeseseas
0x0fo0: 0000 0000 00O 0000 0000 0000 0000 VOO ........ocoeseeas
0x0fa0: 0000 0000 00O 0000 0000 0000 0000 OO0 ........ovessenes
0x0tbo: 0000 0000 0000 0000 0000 0000 0000 0000 ........oovvwesns
Ox0fcO: 0000 0000 0000 0000 0000 0000 0000 0000 ......:ovsesesass
0x0fdo: 0000 0000 0000 00RO 0000 00RO 0000 0000 . .......seeossaas
0x0fed: 0000 0000 1402 0001 917 9116 0000 B0 .......covvuuees
OXOTTO: 00VY0 VYYY VVVY VYVY VUVY VYVY VOVYY VDV ........cc0000s0s
0X1000: 0000 0000 VPO VYO VOO VOO PORY BBV ........cov0e0s
0X1010: 0000 0000 VPO VYO VOO VY POV BB .......coo0seees
0X1020: 0000 0000 VO VYL VOO VYO VOO BB ........ovvvsees
0X1030: 0000 0000 00O VY 0V VYO VOB BB ........ccovveens
0X1040: 0000 0000 00O VYO VYOO VYO VOO BB .......'coovvseas
0X1050: 0000 0000 VO VYO VOO VY PO BPBO ........o0s00s0e
0X1060: 0000 0000 VO VYO VOO VYO VOO B ........o0vveses
0X1070: 0000 0000 00O VYO 0V VPO VOB BBV ........ccovveses
0X1080: 0000 0000 VOO VYO VOO VYO VOO BB ........convsees
0X1090: 0000 0000 0VO VYV VYOO VYO VOO PP ........ovevsees

S—

—

End first segment

Start second segment



Parcel (continued)

0x5d00: 0000 0000 0000 00O VRO 0VOO 0000 BB ........eoosesns
0x5d10: 0000 0000 0000 00O VRO 00O 0000 PO ........ovveeeas
0x5d20: 0000 0000 0000 00O POOO 00RO 0000 PPOO .......oooveueas
0x5d30: 0000 0000 0000 0PV VOO 00O 0000 0RO . coses .

0x5d40: 0000 0000 0000 00O VOO 0VOO 0000 BB .......coovesss
0x5d50: 0000 0000 0000 00O VRO 00V 0000 PO ........ovseeeas
0x5d60: 0000 0000 0000 0O VOO0 00RO 0000 PPOO .......oveveesas
Ox5d70: 0000 00RO 0000 00O VOO VRO 00O PO ........convvuses
0x5d80: 0000 0000 0000 00O VOO VOO 0000 BB .......coovesss
0x5d90: 0000 0000 0000 00V VRO 00O 0000 BB .......:coovessss
0x5dad: 0000 0000 0000 0O POOO 00RO 0000 PPOO .......ocoveeeas
ox5dbo: 0000 0000 0000 00O VOO 0RO 00O POV ........cooveuses
Ox5dcO: 0000 0000 0000 00V VVVO 0VOO 0000 BB .......coovseses
0x5ddo: 0000 0000 0000 00O 0RO 0VVO 0000 OBBO ........oooesues
0x5ded: 0000 00O 0000 PO POVO 0RO 0000 PO .+ ..uuuweeswonsas
ox5dfo: 0000 0000 0000 00O POOO 0RO 00O BO14 ........coveueas

0x5€e00:
gX>e H
0x5e20:
0x5e30:
0x5e40:
0x5e50:
0x5e60:
0x5e70:
0x5e80:
0x5e90:

bbea

<— Later segment break



Parcel (continued)

0xf900:
oxf910:
oxf920:
oxf930:
oxf940:
0xf950:
oxf960:
oxf970:
0xf980:
0xf990:
Oxf9a0:
oxf9obo:
oxf9co:
oxfodo:
Oxf9e0:
oxfofo:
Oxfta0o:
oxfalo:
oxfa20:
oxfa30:

00O V00O
0000 0000
0000 0000
0000 0000
00O 0000
0000 00O
0000 0000
0000 00O
00O 0000
0000 V00O
0000 0000
0000 0000
0000 0000
0000 00O
0000 0000
0000 00O
0000 0000
0000 0000
00O 000
0000 0000

0000
00O
0000
0000
0000
0000
0000
0000
(5]5%]%)
0000o
0000
0000
0000
0000
0000
0000
(5]5%]%
0000
0000

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

\

(<]51%]%
0000
0000
0000
0000
0000
0000
0000
(<]51%]%
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

end of parcel (~4000 lines of text)



Single-segment Performance

* 1280:
* 1460:
e 2000:
* 4000:
* 8000:
* 9000:
* 10000:
* 12000:
* 14000:
* 18000:
e 24000:
* 28000:
* 30000:
* 32000:

609Mbps

684Mbps

775Mbps
1450Mbps
2335Mbps
2537Mbps
2664Mbps
3042Mbps
3288Mbps
3668Mbps
4130Mbps
4268Mbps
4359Mbps
4616Mbps

Simple UDP/IPv4 Packets Over Native
Ethernet Interface (1500 MTU)

UDP/IPv4 Parcels Over OMNI
Interface ((64KB-1)-128 MTU)

758% increase from 1280 octets to 32000 octets
596% increase from 2000 octets to 32000 octets

» Proof that increasing segment size multiplies
» performance even with IPv6 fragmentation



Multi-segment Performance

* 1 Segment:
* 4 Segment:
* 6 Segment:
* 8 Segment:
* 10 Segment:
* 12 Segment:
* 16 Segment:
* 20 Segment:
* 24 Segment:
* 28 Segment:
* 30 Segment:
* 32 Segment:

2000:
2000:

2000
2000

2000:
2000:
2000:
2000:
2000:
2000:
2000:
2000:

775Mbps / 4000: 1450Mbps
965Mbps / 4000: 1636Mbps
: 1029Mbps / 4000: 1730Mbps
: 1037Mbps / 4000: 1810Mbps

1078 Mbps / 4000: 1754Mbps

1095Mbps / 4000: 1812Mbps

1072Mbps / 4000: 1862Mbps

1076Mbps

1078Mbps

1108Mbps 28% increase for 16 segments @ 4000 octets
1144Mbps 38% increase for 16 segments @ 2000 octets

1137Mbps 47% increase for 32 segments @ 2000 octets



Next Steps

* Improve ION-DTN parcel integration robustness

e Support full (64KB-1) OMNI interface MTU

 System call; kernel segmentation support for large parcels (64KB+)
* Kernel UDP/IPv6 parcel support with “IPv6 Jumbo Payload” option
* Path qualification for parcels/jumbos over 64KB+ MTU links

* TCP/IP parcels and performance analysis



Backups



Github

https://github.com/fltemplin/ip-parcels



https://github.com/fltemplin/ip-parcels

Drafts

IP Parcels
OMNI
AERO
ATN/BGP



https://datatracker.ietf.org/doc/draft-templin-intarea-parcels/
https://datatracker.ietf.org/doc/draft-templin-intarea-omni/
https://datatracker.ietf.org/doc/draft-templin-intarea-aero/
https://datatracker.ietf.org/doc/draft-ietf-rtgwg-atn-bgp/

