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Initial Attestation

* Bootloader creates a hash over the software (bootloaders, firmware,
etc).

* Passes this software measurement up to the attestation service.

* This measurement will, if requested, be exposed in a PAT - Platform
Attestation Token.

* PAT can be used to determine whether the software on the device has
been modified.
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Attestation in 10T Device Onboarding

* |oT device wants to onboard to a device management infrastructure.

* Setup:
 |oT device (TLS Client) is the attester
e Onboarding server (TLS Server) is the relying party.

e Assume: Background Check Model (i.e. relying party conveys evidence
from the attester to the verifier to obtain attestation results).
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Status

* Confidential computing use case also described in the draft
(but not presented today).
* TLS server is attested rather than the client.

, , 0 " CONFIDENTIAL COMPUTING
* Prototyping effort ongoing and supported by .CONSORTIUM

* Passport model not (yet) described in the draft.



More Info

* Drafts:
* https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/
* https://datatracker.ietf.org/doc/draft-ftbs-rats-msg-wrap/
* https://datatracker.ietf.org/doc/draft-bft-rats-kat/

* Prototyping code:
* Veraison: https://github.com/veraison/services/tree/ietf-115-hackathon
e Parsec: https://github.com/ionut-arm/parsec-se-driver/tree/attested-tls/
* TLS extension: https://github.com/hannestschofenig/mbedtls/tree/tls-attestation
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