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RISAV

Control plane

Enabling RISAV

- Announcing that this AS supports RISAV.
- RISAVAnnouncement: testing for indicating the reliability of contact 

IP.

- Publishing contact IPs.
- Performing IPsec session initialization (i.e. IKEv2).

Disabling RISAV

- Stop requiring RISAV authentication of incoming packets.
- Remove the RISAVAnnouncement from the RPKI 

Repository.
- Wait at least 24 hours.
- Stop sending RISAV and shut down the contact IP.

RISAVAnnouncement ::= SEQUENCE {
         version [0] INTEGER DEFAULT 0,
         asID ASID,
         contactIP ipAddress,
         testing BOOLEAN }

OPEN QUESTION:
Does IKEv2 have an authenticated 
permanent rejection option that would 
help here?

RFC 6023: CHILDLESS_IKEV2_SUPPORTED

IKEv2: TS_UNACCEPTABLE or 
           NO_PROPOSAL_CHOSEN
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https://www.rfc-editor.org/info/rfc6278


RISAV

Others

Security Consideration

1. Threat model
a. Reply attack
b. Downgrade attack

2. Incremental benefit
3. Comparability

a. IPsec
b. Other SAVs

Operational Consideration

1. Reliability
2. Multiple ASBRs
3. Performance
4. MTU
5. NAT
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RISAV

Open Questions

1. Does IKEv2 have an authenticated permanent rejection option that would help 
to disable RISAV normally and orderly?

2. How do peers express a preference or requirement for transport or tunnel 
mode?

3. PROBLEM: Can we negotiate an extension to ESP that covers the IP header? 
Or could we always send from the contact IP and encode the ASBR ID in the low 
bits of the SPI?

8



Thanks
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