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Background:

• In RFC 7296 Section 2.8, it says:
• ... Note that, when rekeying, the new

• Child SA SHOULD NOT have different Traffic Selectors and algorithms

• than the old one.

• So, omitting the SA&TS payloads during rekey:
• doesn’t violate RFC 7296,

• can save the bandwidth in wire,

• and can reduce the CPU operations.
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Solution Recap (same as IETF 113):
• Negotiation of Support for OPTIMIZED REKEY 

Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {IDi, [CERT,] [CERTREQ,]

[IDr,] AUTH, SAi2, TSi, TSr,

N(OPTIMIZED_REKEY_SUPPORTED)} -->

<-- HDR, SK {IDr, [CERT,] AUTH,

SAr2, TSi, TSr,

N(OPTIMIZED_REKEY_SUPPORTED)}

• Optimized Rekey of the IKE SA
Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {N(OPTIMIZED_REKEY,newSPIi),

Ni, KEi} -->

<-- HDR, SK {N(OPTIMIZED_REKEY,newSPIr),

Nr, KEr}

Note: The current SPI is from the IKE header.

• Optimized Rekey of Child SAs
Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {N(REKEY_SA,currentSPI), N(OPTIMIZED_REKEY,newSPIi),

Ni, [KEi,]} -->

<-- HDR, SK {N(OPTIMIZED_REKEY,newSPIr),

Nr, [KEr,]}
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Updates from -08 to -10

• Typos fixed:
• TS payloads are misspelled as TA payloads.
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IETF 113 IPsecME report
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IETF 114 IPsecME report
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IETF 115 IPsecME report

• “must be ready for WG adoption calls”?
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Next Steps

• Ask for WG adoption
• The authors believe current version is clear and mature.

• Interop test

8


