
11100 Johns Hopkins Road 

Laurel, MD 20723-6099

IETF 115
DTN Management Architecture

DTNMA Updates

Sarah Heiner

Johns Hopkins University, Applied Physics Laboratory (JHU/APL)

Sarah.Heiner@jhuapl.edu



Overview

• DTNMA problem 

space

• Considerations from 

existing protocols

• DTNMA Reference 

Model

• DTNMA Autonomy 

Model



DTNMA Introduction

• AMA -> DTN Network Management Architecture (DTNMA)
• Formerly called Asynchronous Management Architecture (AMA).

• Renamed to capture the proper problem space.

• DTNMA includes:
• A deterministic autonomy model for DTN nodes and self-management.

• An autonomy engine on local DTN devices.

• Naming structures that provide very compact encodings. 



DTNMA Addresses Challenged Networks

• Differentiate between 

constrained and 

challenged networks

• A DTN is a challenged 

network

• Must address both 

constraints and 

challenges like 

disruptions and delays

Defining the problem space
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DTNMA Informed by Existing Protocols
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• Discuss existing 

approaches and why we 

need something new

• SNMP and NETCONF

- Require low latency 

sessions

• RESTConf

- Stateless

- Requires HTTPS and 

large data transfers

• CORECONF over CoAP

- More concise encodings 

- YANG schema



DTN-Based Network Management
Approach to address the intersection of three needs

• Existing work in the areas DTN-based Network 

Management has to support:

• Autonomy
• Work being done by the IETF Anima WG: autonomy for 

distributed calculation of network data for data centers.

• Not the autonomy needed for DTN NM.

• Asynchronous Behavior
• RESTConf does not require NETCONF sessions. 

• Requires running over HTTPS.

• Efficient Encodings/Processing
• CoAP-based protocols have relatively small encodings.

• Uses HTTP GET/PUT.

• No autonomy model.

Autonomous

Asynchronous Efficient

ANIMA

RESTConf COREConf

?



Updated DTNMA Reference Model

Earlier reviews indicated the AMA was too 

generic in describing NM autonomy. 

Updated DTNMA clarifies how this NM 

approach benefits from an autonomy engine 

and uses policy.

AMA Model (from older document versions) Current DTNMA Model



DTNMA Reference Model

• Pre-Shared Definitions
- Pre-shared data and models.

- Standardize static data definitions wherever 
possible.

- Negotiated during brief periods of connectivity.

• DTNMA Agent Self-Management
- Managed device often disconnected.

- Local autonomy engine enables self-management.

- Application of pre-shared policies.

• Command-Based Management
- Cannot perform bulk updates with large data stores.

- Managing devices instead use a command and 
control interface. 

- Enables updates to the managed device from 

 Remote managers 

 Local autonomy engine

Enabling device self-management
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DTNMA Reference Model

• Challenged 

environment

• Real-time data 

negotiation not a 

guarantee

• Pre-shared data 

includes

- Autonomy Model

- ADMs

- Runtime Data 

Stores

Pre-Shared Definitions
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DTNMA Reference Model

• Source for policy 

statements

• Target for DTNMA 

Agent reporting

• Operate with or 

without an operator 

in the loop

• Open-loop control

Managing Applications and Services
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DTNMA Reference Model

• Interface between 

managing apps 

and DAs

• Translate policy 

directives to 

standard 

expressions

• Receive reports

• Admin 

configuration

DTNMA Manager
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DTNMA Reference Model

• Periodic monitoring 

performed by the 

DA

• DA uses a control 

interface to:

- Sample state 

information

- Alter 

configuration

- Impact behavior

Managed Applications and Services
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DTNMA Reference Model

• Monitoring and 

control without 

regular connection

• Maintenance of 

rules and 

autonomy engine

• Data fusion for 

reporting

• Admin 

configuration

DTNMA Agent
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DTNMA Autonomy Model
Predicate Autonomy
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• DTNMA Manager 

provides policy 

expressions

• IF stimulus THEN 

response

• Populates the rules 

known to the 

DTNMA Agent



DTNMA Autonomy Model
Acting on Local Rules
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• Agent monitors the 

state of local 

applications

• Responses:

- Update rule 

database

- Update runtime 

data store

- Send control to 

application 

- Generate reports




