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Popup Authentication \



This is what login looks like on the web today...

Verify your identity with login.microsoft.com

Pick an option

Login

USB security key

Add a new Android phone

‘ ‘ Pixel 4 XL
Pixel 6 Pro

Pixel XL

Manage devices Cancel




..and this is how it looks for the rest of HTTP

== Add a CalDAV account Sign in

equires a username and password.

Account Type: Manual E

User Name: [ name@examplecom |

Password:

Server Address:

Cancel m Cancel




Non-web HTTP login is \
stuck in 1996



What about OAuth?

OAuth (currently) enables
clients to speak proprietary
protocols (over HTTP) to
specific origins that are
known in advance.

This protocol is for clients
that want to speak
standardized protocols (over
HTTP) to any compatible
origin.



Your Example service has
requested interactive
authentication.

OPEN BROWSER

CHANGE EXAMPLE
PROVIDER

aye

Example app wants access to
your Google Account

? elisa.g.beckett@gmail.com

When you allow this access, Example app
will be able to

See, create, and delete its configuration
data in your Google Drive. Learn more

Make sure you trust Example app

You may be sharing sensitive info with this app
or site. You can always see or remove access in
your Google Account.

Learn how Google helps you share data safely.

See Example app’s Privacy Policy and Terms of
Service

Cancel Continue

Interactive
authentication complete

OK




HTTP Exchange 1. The trigger

OPTIONS /home/bemasc/calendars HTTP/1.1
Host: cal.example.com

Hey, do you support CalDAV?

HTTP/1.1 401 Unauthorized
WWW-Authenticate: interactive location=/login Who are you? Open a browser.
WWW-Authenticate:




HTTP Exchange 2: The login screen

GET /login HTTP/1.1

Host: cal.example.com Hi cal.example.com, this is the
Accept: text/html,... web browser.
Accept-Language: en-US,...

Sec-Fetch-Dest: document The user has opened

https://cal.example.com/login in a

Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1

new tab.

HTTP/1.1 401 Unauthorized

Here are the login instructions.
Content-Type: text/html




HTTP Exchange 3: The success signal

GET /login HTTP/1.1
Host: cal.example.com

Accept: text/html,... The user followed a link to
Accept-Language: en-US, ... https://cal.example.com/login, and
G Bevelh Bacte doalicis | already have a cookie for this

Sec-Fetch-Mode: navigate request.

Sec-Fetch-Site: same-origin
Sec-Fetch-User: ?1
Cookie: login=6bb0e2c8-874e-44c8-b8eB-25e12f339b46

HTTP/1.1 200 OK oK |
Content-Type: text/html , YOU can close now.




HTTP Exchange 4: The access

OPTIONS /home/bemasc/calendars HTTP/1.1
Host: cal.example.com
Cookie: login=6bb0e2c8-874e-44c8-b8eB-25e12f339b46

Hey, do you support CalDAV?

| have a cookie.

HTTP/1.1 200 OK
Allow: OPTIONS, GET, HEAD, POST, PUT, DELETE, TRACE, COPY, MOVE
Allow: PROPFIND, PROPPATCH, LOCK, UNLOCK, REPORT, ACL

DAV: 1, 2, access-control, calendar-access Oh hi again.

Yes, | do support CalDAV!



Specified procedure

1. New auth-scheme “interactive” with a “location=" parameter that
provides the authentication path.

2. Theclient reacts by opening this path in a browser “popup”.

3. Theclient interacts, navigates, types passwords, accesses second factors,

etc.
4. If the authentication path ever loads successfully, the client stores the

request headers and closes the popup.
5. Theclient copies any stored Cookie or Authorization headersintoits

future requests for this origin.



Interesting corners of this spec

e Both Cookie and Authorization headers are supported.

o  “Authorization” is more natural, but only “Cookie” can be used without Javascript.
e Proxy clients convert Authorization into Proxy-Authorization.

o ...but Cookie headers are just dropped

o  Should we define a way to send cookies to a proxy?

e The spec mandates a URL bar (to avoid phishing) and interstitial dialogs
before the browser opens and after it closes (to avoid clickjacking).
o Isthere abetter way?
e ‘“interactive” can be used alongside “basic” or “digest” for compatibility
o Browsers are required to ignore “WWW-Authenticate: interactive”
e No way todeclare success without closing the browser...



Closing thoughts

e Brand new draft!
Brings all the goodness of modern web login to the rest of HTTP
e Needs more HTTP and OAuth expert input
o How should Set-Cookie parameters work?
o  Should we define a way to send cookies to HTTP proxies?
o Isthere away to share more concepts with OAuth?

e Seekingadoptionin HTTPAPI/HTTPBIS/OAUTH/???
e Mentioned in draft-schwartz-masque-access-descriptions as a good way
to authenticate to proxies.



