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What is it?

A uniform encapsulation format for RATS “conceptual”
messages based on media types



https://datatracker.ietf.org/doc/html/draft-ietf-rats-architecture-22#section-8
https://datatracker.ietf.org/doc/html/draft-ietf-rats-architecture-22#section-8

Example Use Cases

2+ Stashing evidence, endorsements/ref-vals and attestation
results in certificates and CRLs extensions [DICE]

2+ Embedding attestation results or evidence as first class
authentication credentials in TLS handshake messages [TLS-A]

* Transporting attestation-related in RESTful APls payloads
[Veraison]

2 Archival of attestation results as file system objects


https://trustedcomputinggroup.org/wp-content/uploads/DICE-Attestation-Architecture-r23-final.pdf
https://datatracker.ietf.org/doc/draft-fossati-tls-attestation
TODO

Advantages

Converging on a common format:

2+ Allows multiple different protocols to tunnel attestation data in a
homogeneous way

2 Easier consumption by RPs and Verifiers, as well as composition
across different protocols (ho need to encap-decap-encap).

* (by-product) interfaces / APl to Attesting Environments can
become more uniform



Design phases (A)




Design phases (B)

[ type, value ]



Using Media Types as Type
Discriminators

This allows us to build a variety of generic “RATS conceptual
message” wrapping formats, including using CBOR tagging
based on the RFC9277’s TN() transform.

For example, a type-value wrapper build using a CODL array:

rats-conceptual-message-wrapper = [ type, value ]


https://www.rfc-editor.org/rfc/rfc9277.html#appendix-B
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type = coap-content-format / media-type

coap-content-format = uint .size 2
media-type = text .abnf ("media-type" .det RFC6838)
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V! Iu"

'VvI"#H$ " & '( O) *+t, s-./01 2034h$'( O) e56789:9g (0;
aBl&<= U>?-s!@, s-./01 wlop 'AB%5C203 DEOF
SG./HIB'K/L5&):

value = cbor-bytes / ; CBOR
base64-string ; JSON

cbor-bytes = bytes
base64-string = text .regexp "[A-Za-z0-9 -]+"
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