
SIGCOMM 2022

IETF 115 London

Huangxun Chen1, Yukai Miao2,1, Li Chen3, Haifeng Sun4, Hong Xu5, Libin Liu6, Gong Zhang1, Wei Wang7

Software-defined Network Assimilation: 
Bridging the Last Mile Towards Centralized Network 
Configuration Management with NAssim

ACM SIGCOMM 2022 Best Paper Award

1Huawei Theory Lab, 2University of New South Wales, 3Zhongguancun Laboratory
4Beijing University of Posts and Telecommunications, 5The Chinese University of Hong Kong
6Shandong Computer Science Center (National Supercomputer Center in Jinan)
7Hong Kong University of Science and Technology (Guangzhou & Hong Kong)



2

Applications



The ideal network for NetOps consists of homogeneous devices

2

The ideal network (Homogeneous Device Model)

Applications



The ideal network for NetOps consists of homogeneous devices

2

The ideal network (Homogeneous Device Model)

Applications



3

Applications



The real network consists of multi-vendor heterogeneous devices  

3

Applications

The real network (Heterogeneous Device Model)



The real network consists of multi-vendor heterogeneous devices  

3

Applications

The real network (Heterogeneous Device Model)

Competition 
between multiple 

vendors  



The real network consists of multi-vendor heterogeneous devices  

3

Applications

The real network (Heterogeneous Device Model)

Competition 
between multiple 

vendors  

Coexistence of 
legacy & latest 

devices



The real network consists of multi-vendor heterogeneous devices  

3

Applications

The real network (Heterogeneous Device Model)

Competition 
between multiple 

vendors  

Coexistence of 
legacy & latest 

devices



Managing a multi-vendor network is a pain…

10



Managing a multi-vendor network is a pain…

SDN
Controller

11



Managing a multi-vendor network is a pain…

SDN
Controller

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

12



Managing a multi-vendor network is a pain…

SDN
Controller

manual

match

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

13



Managing a multi-vendor network is a pain…

SDN
Controller

manual

match

Expert

read manuals
create mappings

system-view
bgp <as-number>

system-view
bfd <session-name> bind peer-ip <peer-ip>

detect-multiplier <multiplier>

CLI command

CLI command

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

14



Managing a multi-vendor network is a pain…

SDN
Controller

manual

match

Expert

read manuals
create mappings

system-view
bgp <as-number>

system-view
bfd <session-name> bind peer-ip <peer-ip>

detect-multiplier <multiplier>

CLI command

CLI command

manual

match

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

15



Managing a multi-vendor network is a pain…

SDN
Controller

manual

match

Expert

read manuals
create mappings

system-view
bgp <as-number>

system-view
bfd <session-name> bind peer-ip <peer-ip>

detect-multiplier <multiplier>

CLI command

CLI command

Expert

read manuals
create mappings

service
vprn <vprn-id> customer <cid> create

automomous-system <as-number>

system-view
lag <lag-id>

bfd
family { ipv4 | ipv6 }

multipilier [ <multiplier> ]

CLI command

CLI command

manual

match

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

16



Managing a multi-vendor network is a pain…

SDN
Controller

manual

match

Expert

read manuals
create mappings

system-view
bgp <as-number>

system-view
bfd <session-name> bind peer-ip <peer-ip>

detect-multiplier <multiplier>

CLI command

CLI command

Expert

read manuals
create mappings

service
vprn <vprn-id> customer <cid> create

automomous-system <as-number>

system-view
lag <lag-id>

bfd
family { ipv4 | ipv6 }

multipilier [ <multiplier> ]

CLI command

CLI command

manual

match

create

Expert

BFD Session
-Link Bundle

BFD MultiplierBFD Rx

BGP

AS Number

Unified Device Model (UDM)

……

17



Current SNA approaches require significant human efforts

SDN
Controller

5



Current SNA approaches require significant human efforts

Software-defined Network 
Assimilation (SNA)

The process of introducing heterogeneous network devices (e.g., legacy devices & 
devices from a new vendor) into a centrally controlled, existing SDN network. 

SDN
Controller

5



Current SNA approaches require significant human efforts

Unified Device Model (UDM)

Vendor-specific Device Models (VDM)

……

Software-defined Network 
Assimilation (SNA)

The process of introducing heterogeneous network devices (e.g., legacy devices & 
devices from a new vendor) into a centrally controlled, existing SDN network. 

SDN
Controller

5



Current SNA approaches require significant human efforts

Unified Device Model (UDM)

Vendor-specific Device Models (VDM)

……

Tedious
Error-prone

Software-defined Network 
Assimilation (SNA)

The process of introducing heterogeneous network devices (e.g., legacy devices & 
devices from a new vendor) into a centrally controlled, existing SDN network. 

SDN
Controller

5



Current SNA approaches require significant human efforts

Unified Device Model (UDM)

Vendor-specific Device Models (VDM)

……

Tedious
Error-prone

Automated
Efficient

Software-defined Network 
Assimilation (SNA)

The process of introducing heterogeneous network devices (e.g., legacy devices & 
devices from a new vendor) into a centrally controlled, existing SDN network. 

SDN
Controller

5



6

Basic Insight: Imitating the Practices of NetOps

Vendor-specific 
Device Models (VDM)

……

Unified Device Model
(UDM)



6

Basic Insight: Imitating the Practices of NetOps

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)



6

Basic Insight: Imitating the Practices of NetOps

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)



7

Challenges for SDN Network Assimilation (SNA)

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)



7

Challenges for SDN Network Assimilation (SNA)

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)

Chl 1: Manual Format 
Heterogeneity



7

Challenges for SDN Network Assimilation (SNA)

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)

Chl 1: Manual Format 
Heterogeneity

Chl 2: Errors & Ambiguity 
in Manuals



7

Challenges for SDN Network Assimilation (SNA)

Vendor-specific 
Device Models (VDM)

……

Preliminary
Device Model

CLI
Refined and Validated

Device Model

semantics
bgp <as-number>

peer <ipv4-address> group <group-name>

Unified Device Model
(UDM)

Chl 1: Manual Format 
Heterogeneity

Chl 3: Heterogeneity between 
Configuration ModelsChl 2: Errors & Ambiguity 

in Manuals



Our Key Contributions: NAssim

8



Our Key Contributions: NAssim

8

•NAssim Parser Framework (for Manual Format Heterogeneity)
• Vendor-independent device model corpus format
• Test-driven development procedure for reliable parsing  



Our Key Contributions: NAssim

8

•NAssim Parser Framework (for Manual Format Heterogeneity)
• Vendor-independent device model corpus format
• Test-driven development procedure for reliable parsing  

•NAssim Validator (for Errors & Ambiguity in Manuals)
• Validation on command-level, inter-command-level, and snippet-level
• Identify 184 syntactic errors and 59 ambiguities in four mainstream vendors’ manuals



Our Key Contributions: NAssim

8

•NAssim Parser Framework (for Manual Format Heterogeneity)
• Vendor-independent device model corpus format
• Test-driven development procedure for reliable parsing  

•NAssim Validator (for Errors & Ambiguity in Manuals)
• Validation on command-level, inter-command-level, and snippet-level
• Identify 184 syntactic errors and 59 ambiguities in four mainstream vendors’ manuals

•NAssim Mapper (for Heterogeneity between Configuration Models)
• NetBERT:  semantic similarity inference model for network configuration domain
• NetBERT achieves 89% and 70%  top 10 recall for mapping device models of Huawei and Nokia to 

a given UDM respectively



Our Key Contributions: NAssim

8

•NAssim Parser Framework (for Manual Format Heterogeneity)
• Vendor-independent device model corpus format
• Test-driven development procedure for reliable parsing  

•NAssim Validator (for Errors & Ambiguity in Manuals)
• Validation on command-level, inter-command-level, and snippet-level
• Identify 184 syntactic errors and 59 ambiguities in four mainstream vendors’ manuals

•NAssim Mapper (for Heterogeneity between Configuration Models)
• NetBERT:  semantic similarity inference model for network configuration domain
• NetBERT achieves 89% and 70%  top 10 recall for mapping device models of Huawei and Nokia to 

a given UDM respectively

•Dataset: a validated and expert-curated dataset of parsed manual corpus for future research.       
(https://github.com/AmyWorkspace/nassim)

https://github.com/AmyWorkspace/nassim
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catch inevitable errors and ambiguities in human-written manuals. 

neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-num> 
[ <.as-num> ] | route-map <name> }

Correction Option 1: removing the left bracket
neighbor { <ip-addr> | <ip-prefix/length> } remote-as { <as-
num> [ <.as-num> ] | route-map <name> }

Correction Option 2: adding a right bracket after remote-as symbol
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as ] { <as-
num> [ <.as-num> ] | route-map <name> } 

Correction Option 3: adding a right bracket at the end of the CLI
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-
num> [ <.as-num> ] | route-map <name> } ]

unpaired left bracket

An example of ambiguous CLI command template*
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An example of ambiguous view

Manuals are not fully reliable. A rigorous validation scheme needs to 
catch inevitable errors and ambiguities in human-written manuals. 

neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-num> 
[ <.as-num> ] | route-map <name> }

Correction Option 1: removing the left bracket
neighbor { <ip-addr> | <ip-prefix/length> } remote-as { <as-
num> [ <.as-num> ] | route-map <name> }

Correction Option 2: adding a right bracket after remote-as symbol
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as ] { <as-
num> [ <.as-num> ] | route-map <name> } 

Correction Option 3: adding a right bracket at the end of the CLI
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-
num> [ <.as-num> ] | route-map <name> } ]

unpaired left bracket

An example of ambiguous CLI command template*
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{
"CLIs": [

"import-source acl { acl-number | acl-name }",
"undo import-source"

],
"…": "... ",

"ParentView": ["VPN instance MSDP view", "MSDP view of a public network instance"],
"…": "... ",

"Examples": [
["<HUAWEI> system-view",

"[~HUAWEI] acl number 3101",
"…",
"[*HUAWEI-acl4-advance-3101] quit",
"[*HUAWEI] multicast routing-enable",
"[*HUAWEI] msdp",
"[*HUAWEI-msdp] import-source acl 3101"]

]
}

An example of ambiguous view

Manuals are not fully reliable. A rigorous validation scheme needs to 
catch inevitable errors and ambiguities in human-written manuals. 

neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-num> 
[ <.as-num> ] | route-map <name> }

Correction Option 1: removing the left bracket
neighbor { <ip-addr> | <ip-prefix/length> } remote-as { <as-
num> [ <.as-num> ] | route-map <name> }

Correction Option 2: adding a right bracket after remote-as symbol
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as ] { <as-
num> [ <.as-num> ] | route-map <name> } 

Correction Option 3: adding a right bracket at the end of the CLI
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-
num> [ <.as-num> ] | route-map <name> } ]

unpaired left bracket

An example of ambiguous CLI command template*
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{
"CLIs": [

"import-source acl { acl-number | acl-name }",
"undo import-source"

],
"…": "... ",

"ParentView": ["VPN instance MSDP view", "MSDP view of a public network instance"],
"…": "... ",

"Examples": [
["<HUAWEI> system-view",

"[~HUAWEI] acl number 3101",
"…",
"[*HUAWEI-acl4-advance-3101] quit",
"[*HUAWEI] multicast routing-enable",
"[*HUAWEI] msdp",
"[*HUAWEI-msdp] import-source acl 3101"]

]
}

An example of ambiguous view

Manuals are not fully reliable. A rigorous validation scheme needs to 
catch inevitable errors and ambiguities in human-written manuals. 

neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-num> 
[ <.as-num> ] | route-map <name> }

Correction Option 1: removing the left bracket
neighbor { <ip-addr> | <ip-prefix/length> } remote-as { <as-
num> [ <.as-num> ] | route-map <name> }

Correction Option 2: adding a right bracket after remote-as symbol
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as ] { <as-
num> [ <.as-num> ] | route-map <name> } 

Correction Option 3: adding a right bracket at the end of the CLI
neighbor { <ip-addr> | <ip-prefix/length> } [ remote-as { <as-
num> [ <.as-num> ] | route-map <name> } ]

unpaired left bracket

An example of ambiguous CLI command template*
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Command convention of Cisco manuals
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Express command conventions into their equivalent 
Backus Normal Form (BNF) for formal validation. 

NAssim Validator: Design  

16

Validator

Preliminary VDM
(CLI syntax validated)

Preliminary VDM

Formal
Syntax

Validation

1



NAssim Validator: Design  

16

Validator

Preliminary VDM
(CLI syntax validated)

Preliminary VDM

Formal
Syntax

Validation

1



NAssim Validator: Design  

16

Validator

Preliminary VDM
(CLI syntax validated) Refined VDM

CLI

semantics

Preliminary VDM

Formal
Syntax

Validation

Hierarchy
Derivation&
Validation

1 2



NAssim Validator: Design  

16

Validator

Preliminary VDM
(CLI syntax validated) Refined VDM

CLI

semantics

Preliminary VDM

Formal
Syntax

Validation

Hierarchy
Derivation&
Validation

1 2

Leverage example snippets to derive 
the relationship between CLI 

commands, i.e., CLI model hierarchy.



{
"CLIs": [

"peer <ipv4-address> group <group-name>",
"undo peer <ipv4-address> group <group-name>"

],
…
"ParentView": ["BGP view"],
…
"Examples": [

["<HUAWEI> system-view",
"[~HUAWEI] bgp 100",
"[*HUAWEI-bgp] group test internal",
"[*HUAWEI-bgp] peer 10.1.1.1 group test"] ]

}

{
"CLIs": [

”bgp <as-number>",
"undo bgp [ <as-number> ]"

],
…
"ParentView": [”System view"],

}
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bgp <as-number>

peer <ipv4-address> group <group-name>

{
"CLIs": [

"peer <ipv4-address> group <group-name>",
"undo peer <ipv4-address> group <group-name>"

],
…
"ParentView": ["BGP view"],
…
"Examples": [

["<HUAWEI> system-view",
"[~HUAWEI] bgp 100",
"[*HUAWEI-bgp] group test internal",
"[*HUAWEI-bgp] peer 10.1.1.1 group test"] ]

}

render view

{
"CLIs": [

”bgp <as-number>",
"undo bgp [ <as-number> ]"

],
…
"ParentView": [”System view"],

}
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{
"CLIs": [

"import-source acl { acl-number | acl-name }",
"undo import-source"

],
"…": "... ",

"ParentView": ["VPN instance MSDP view", "MSDP view of a public network instance"],
"…": "... ",

"Examples": [
["<HUAWEI> system-view",

"[~HUAWEI] acl number 3101",
"…",
"[*HUAWEI-acl4-advance-3101] quit",
"[*HUAWEI] multicast routing-enable",
"[*HUAWEI] msdp",
"[*HUAWEI-msdp] import-source acl 3101"]

]
}

An example ambiguous view not be fully resolved 
by our hierarchy derivation scheme
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Refer to our repo for more details: https://github.com/AmyWorkspace/nassim

https://github.com/AmyWorkspace/nassim
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inevitable errors and ambiguities. 

• NAssim features a unified parser framework, a rigorous validator and a mapper using the 
domain-adapted BERT model to produce human-comprehensible recommended mapping
between the validated configuration model and the one in the SDN controller.

• We release a validated and expert-curated dataset of parsed manual corpus for future 
research. (https://github.com/AmyWorkspace/nassim)

23

https://github.com/AmyWorkspace/nassim


IETF 115 London

Huangxun Chen, Yukai Miao, Li Chen, Haifeng Sun, Hong Xu, Libin Liu, Gong Zhang, Wei Wang

Software-defined Network Assimilation: 
Bridging the Last Mile Towards Centralized Network 
Configuration Management with NAssim

ACM SIGCOMM 2022 Best Paper Award

Thank you!
Q&A

https://amyworkspace.github.io/hxchen/
https://github.com/AmyWorkspace/nassim

https://github.com/AmyWorkspace/nassim
https://github.com/AmyWorkspace/nassim

