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Using BGP P2MP Signaling for
Setting up Initial IPsec SAs

BGP RR | | B |

|Generate |
|DH pair al|

3 —+
|Create SAs: |
| Tx(al-b1l) |
| Rx(bl-al) |

—

Figure 1:

al-pub

—
| Generate |
|DH pair b1l|

—

i —_t
|Create SA: |
| Tx(bl-al) |
| Rx(al-b1l) |

—t

 —_——— 4

Generation of Initial IPsec SAs between two peers



Using BGP P2MP Signaling for Single
IPsec Device Rekey
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Granularity of IPsec Tunnel for EVPN

+—t+—+—+—+—t—F—F+—t—F—F—F—t—F—F—+-
| Functionality | EVPN |
+ —— ———t e ——— +-
| per PE |IPv4/v6 route|:
- —— ———t +-
| per tenant |IMET (or new) |’
+ —— ——— e ————— +-
| per subnet | IMET |
+ —— ———t e ——— +-
| per IP |EVPN RT2/RT5 |
- —— ———t +-
| per MAC | EVPN RT2 |
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Changes relative to rev03 — Cont.
(Corrected figure 5 by reverting the older version)

VXLAN Encapsulation within VXLAN Encapsulation within ESP
ESP Within UDP
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Next Step

This draft has been around for a few years, and
It has been stable

It is ready for WG adoption call



THANK YOU!



	draft-sajassi-bess-secure-evpn-06.txt
	History
	Using BGP P2MP Signaling for Setting up Initial IPsec SAs
	Using BGP P2MP Signaling for Single IPsec Device Rekey
	Granularity of IPsec Tunnel for EVPN
	Changes relative to rev03 – Cont. (Corrected figure 5 by revert
	Next Step
	Thank You!

