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Objectives

• Provide a secure bi-directional mechanism for exchange of 
sensitive values (e.g., auth tokens) in the context of Capability 
Advertisements and Configuration Metadata

• Allow this mechanism to function without any required out-of-band 
communication via embedded cryptographic messages

• But also support reference to external services like HashiCorp Vault in 
place of the in-band mechanism
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MI.SecretStore
• Define the configuration for 

associated MI.SecretValue

• An embedded message in CMS 
(RFC5652) format OR

• A cleartext value 
for development and 
test environments OR

• Either a reference to an 
external service
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MI.SecretValue

• The object container for embedded 
CMS values or for references to 
secrets stored on an external 
service

• Consists of a reference to the 
MI.SecretStore configuration and 
either a "secret-value" or "secret-
path" property

• Used as a property value inside 
other MI or FCI objects which 
contain secret data
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MI.SecretCertificate

• Communicates a PEM format 
X.509 cert to the other party for 
use in a MI.SecretStoreof type 
MI.SecretStoreTypeEmbedded
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FCI Wrappers
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Allow use of MI.SecretStore andMI.SecretStoreCertificate from the Advertisement side for bi-
directional exchange of secrets
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