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Objectives

* Provide a secure bi-directional mechanism for exchange of
sensitive values (e.g., auth tokens) in the context of Capability
Advertisements and Configuration Metadata

* Allow this mechanism to function without any required out-of-band
communication via embedded cryptographic messages

* But also support reference to external services like HashiCorp Vault in
place of the in-band mechanism



MI.SecretStore

{
"secret-store-id": "store-1",
* Define the configuration for St st ML St torsTpetabedded”,
associated MI.SecretValue Secre store conflgh: |
}
}
* An embedded message in CMS { g
"secret-store-id": "store-1",
(RFC5652) format OR "secret-store-type": "MI.SecretStoreTypeEmbedded",
"secret-store-config": {
"format": "cleartext"
e A cleartext value } }
for development and ‘
test environments OR "secret-store-id": "store-2-vaultv2",

"secret-store-type": "MI.SecretStoreTypeVault",
"secret-store-config": {

"endpqint": "https://vault.example.com/vl/secret",
* Either a reference toan e cer: v customer-1"
external service \ }



MI.SecretValue

* The object container for embedded
CMS values or for references to
secrets stored on an external
service

e Consists of a reference to the
MI.SecretStore configuration and
either a "secret-value" or "secret-
path" property

* Used as a property value inside
other Ml or FCl objects which
contain secret data

{
"secret-store-id": "store-2-vaultvl",
"secret-path": "bar/baz/importantsecret”
}
{ .
"secret-store-i1d": "store-1l-cms",

"secret-value": "MIIBiQYJKoZIhvcNAQcDoIIBejCCAXYCAQAXggEhRMIIBHQI
BADAFMAACAQEWDQYJKoZIhvcNAQEBBQAEggEApJeXzsUS1jbAyNtQiJ9um9IMI
HW5B2g+gHNXdNSTyd330EfTR6YLSZihBLFbHpY3qSzK1CX7RF5023SqLDW+r3i
1D/aHbVXwQbviWHEVHterql819VDm2FCNaDx5vihdbtvng3+/vdINNMMhmovwZ
L5uhPsK81DkKwZCvznMMWt8YdNSFGT62f73ash7Eg/mS54IUyYOJHYrXEKRLSj
v10j+IgcIR8hCOCA78+5bS4MgfdsSIxxSwQTrPru6EdTivMDKE/j1lKg71i81wd
irWqtvoza5gLmH5T+zs1XIok lwWERAES0J)8FxZD98EikKH8DAa+JeFsBm6Z1+y
VFsWucTBMBgkghkiG9wOBBWEWHQYJYIZIAWUDBAEqBBBws1riXA6m336zRbsiK
trVgCA267133v2zD/wjFQHXrKSJIfd/2YJaxPskgdmQaVligWCw=="



MI.SecretCertificate

Certificate:
Data:
° Version: 3 (@x2)
* Communicates a PEM tormat
14:9a:24:27:30:31:0e:05:06:b0:17:7c:ba:14:9b:96:93:30:48:b0
Signature Algorithm: sha256WithRSAEncryption

X.509 Ce rt to the Other pa rty fo r. \I/:ﬁ:;tyc = US, ST = Georgia, O = Internet Widgits Pty Ltd

Not Before: Jan 23 20:36:03 2023 GMT
Not After : Feb 22 20:36:03 2023 GMT

use in a MI.SecretStore of type it ey o oTBi®, 0  Intemet idgits Py Ltd

Public Key Algorithm: rsaEncryption

MI.SecretStoreTypeEmbedded (e e o0

00:93:d7:5a:3d:c9:e6:c9:9a:38:3a:ee:65:db: 2e:
d9:eb:e5:31:e9:4e:7c:9a:84:da:4a:10:22:3e:37:
€6:19:4a:5e:7e:71:2f:61:19:ad:3a:cc:a4:15:dc:
€3:71:6e:32:75:€6:c9:26:79:66:€0:ca:76:06:c2:
aB:6c:e5:95:¢6:52:3c:dd:f1:2d:7f:33:50:34:f3:
3d:55:16:11:09:88:€0:d0:d3:47:f7:04:ea:1c:a4:
89:16:e5:14:33:17:3F:¢c1:38:b4:44:5b:bb:0b:92:
{ b8:6e:cf:f5:95:05:1d:db:ce:%e:93:d6:0b:b7:9¢c:
a7:11:48:db:8d:c4:ed:69:f7:8f:74:81:2d:4b:86:

"certificate-id": "cert-1", R AD e At b e o R AB A e
"certificate-value": "MIIDZTCCAk2gAwIBAGIUFJokJzAxDgUGsBASUhSb1pMwSLAWDQY JKoZIhvcNAQELBQAWQIELM AT e T e 1D BT D A ca o
AkGA1UEBhMCVVMx EDAOBgNVBAgMBAd1b3 InaWEx ITAfBgNVBAOMGELudGVybmVeIFdpZGdpdHMgUHRSIEx@ZDAeFwdyMz 6cice:31:d3:00:32:51:04:15:be:23:52:3c:58:6d"|
AxM3MyMDM2MDNaFw@yMzAyMjIyMDM2MDNaMETxCzA JBgNVBAYTATVTMRAWDEYDVQQIDAdHZWOy Z2 T hMS EwHwYDVQQKDBh b2-68-ca-0c:13-30 75 46+ db- 2180436217 a4+
JbnRlcm51dCBXaWRnaXRzIFBOeSBMdGQuggE iMABGCSqGSIb3DQEBAQUAALIBDWAWGESEKAOIBAQCT1109yebImjiq7mXb 1d-bF-c2:ba dasc2:2b-F1:0c:79:4c-1c:6a:dc: 2F+
LtanTHanyahNpKECI“'NSYZSl5+CSghGa@6ZKQVBMNXbJJ155mmEnganGthSSZXGUJZdSSl/MlAGBZlVFhEJlODQG e2:le:f2:8e:98:85:1e:07:0e:23:89:9a:50:a0:f6:
0f3B0ocpIn25RQzFz/BOLREW7sLkrhuz/WVBR3bzp6T1gu3nKcRSNUNXx01p9490gS1LhsZYQKFNvncuxBCPOGTNbUOXd6 e2:2¢:8a:b7:fa:e5:1d:73:85:f7:02:¢6:63:58:ef
xkQ+EX5cEKoODUYWZzOMdAMAMLEEFb4 jUjxYbbJoygwTMHpG2yGAQ2IXpB2/wrrawivxDHLIMHGpML + Ie806YBR4PD10IMLC 3f:c8:82:00:b4:58:d4:23:67:0c:a6:79:94:Fd:70:
g9ulsirf65R1zhfeCxmNQ7z/IggCOWNQjZwymeZT9cFDAASMBAAG jUzZBRMBOGA1UdDgQWBBQbSeJeYLEpErJethleid5B 50:dd
gsS3uTAfBgNVHSMEGDAWgBQbSeJeYLEpErJetbleid5BgsS3uTAPBgNVHRMBAT8EBTADAQH/ MAOGCSqGSIb3DQEBCWUAA Exponent: 65537 (©x10001)

4IBAQBURNr jVhHVWTV/u/x 1zK8p4dTke®xbOoKt@I5YeH95sRa66m3tQIY O jhbMNQ8InfXKOI zGM/uU0JIX3daeOMQxMb ] X509v3 extensions:

vauDZV64kuU6Igk EQULWKkOPSkORC9+SURMLYWOB2exiyQkd2iHItURUEtVB39LIr4pPDsicBAYxsm5ybIWCmgNMPkV18Q X569v3 Subject Key Identifier:
ks31AXeF+xvH11tmciTISYPOUd2psbV31duD76UT2bzDGkr690KqroNS57WbQrHxEhtMbdg@cPfzgFlxyhckgNYrcw2vl 1B:E5:E2:5E:60:B1:29:12:82:5E:B5:BD:5E:89:DE:41:82:C4:B7:B9
igODhplQ2eUckyeOMvimiiMe2mWiPvilhvS3vDGhrmex9mlishlI/RFy6yDI1gtkF7es" X5@9v3 Authority Key Identifier:

} keyid:1B:E5:E2:5F:60:B1:29:12:B2:5E:B5:BD:5E:89:DE:41:82:C4:B7:B9



FCI Wrappers

Allow use of MI.SecretStore andMI.SecretStoreCertificate from the Advertisement side for bi-

directional exchange of secrets

{
"c?pabilities": [
"capability-type": "FCI.SecretStore",
"capability-value": {
"secret-store-id": "store-1",
"secret-store-type": "MI.SecretStoreTypeEmbedded"
"secret-store-config": {
"format": "cms"
}
t
}
]
}

~-

"capabilities": [

"capability-type": "FCI.SecretCertificate",
"capability-value": {

"certificate-id": "cert-1",

"certificate-value": "MIIDZTCCAk2gAwIBAgIUFJokJzAxDgUGsBd8uhSblpMwSLAWDQY JKoZIhvcNAQELB
QAWQJELMAKGAIUEBhMCVVMx EDAOBgNVBAgMBOd1b3InaWExITAfBgNVBAOMGELudGVybmVOIFdpZGdpdHMgUH
R5IExOGZDAeFwOyMzAxMjMyMDM2MDNaFwOyMzAyMjTyMDM2MDNaMEIxCzAJBgNVBAYTATVTMRAWDEYDVQQIDAd
HZW9yZ21hMSEwHwWYDVQQKDBhJIbnR1cm51dCBXaWRnaXRzIFBOeSBMdGQwggEIMARGCSqGSIb3DQEBAQUAALTB
DwAwggEKA0IBAQCT1109yebImjiq7mXbLtnr5THpTnyahNpKECI +N8YZS15+cS9hGad6zKQV3MNxbjl15smme
WhgynYGwghs5ZXGUjzd8S1/M1A08z1VFhEJi0DQEOT3B0ocpIn25RQzFz/BOLREW7 sLkrhuz/WVBR3bzp6T1lg
u3nKcRSNUNx01p9490gS1LhsZYQKfNvncuxBCPOGTNbUOXd6xkQ+EX5cEKoODUYWZzOMdAMAMLEEFb4 jUjxYbbJ
oygwTMHpPG2yGAQ2IXpB2/wrrawivxDHIMHGpML+Ie806YBR4PDi0IM1Cg9ulsirf65R1zhfcCxmNQ7z/IggCo
WNQJjZwymeZT9cFDdAgMBAAG jUzBRMBOGA1UdDgQWBBQbS5eJeYLEpErJetbleid5BgsS3uTAfBgNVHSMEGDAWSG
BQb5eJeYLEpErJethbleid5BgsS3uTAPBgNVHRMBAT8EBTADAQH/MAOGCSGGSIb3DQEBCWUAA4IBAQBURNY Vb
HVwWfV/u/xjzK8psdTke@xbOoKt0I5YeH95s5Ra66m3tQIYTO jbMNQ8INnfXKOTIzGM/uU0IX3daeOMQxMbIvalDZ
Ve4kuUeIgk EQULWKkOPS5KORc9+SURMLVWOB2exiyQkd2iHItURUELVB39LIr4pPDsicBAYXxsm5ybIWCmgNMPKY
18Qks31AXeF+xvH11tmciTISYPOUd2psbV31duD76UT2bzDGkr690KqroNS57WhbQrHxEhtMbdqOcPfzqFlxyh
ckgNYrcw2v1igQDhplQ2eUc4yeOMyvimjiMe2mWjPvilhvS3vDGhrmex9mlish1I/RFy6yDI1gtkF7eS"
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