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What M2DMRT does?

M2DMRT

Mechanism of Mutual Declaration
of Multi-provider Relationship for Trusted Web services
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TLS based security and redirection

- Security of Web is based on integrity assurance of hosts by TLS server
certificate.

- Backend structure is being more complex, resulting in composing single Web
service over multiple service providers (SPs) [5][6]

- This research focuses on the threat model regarding trust on multiple SPs
relationship when redirecting service traffic.
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Integrity of single Web service
Problem statement contaming multiole
E hosts/domain names
7

1. The host integrity is not always same as the service inteqrity.
2. TLS only assures the host integrity.[8][9][10][11][12][13]
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Requirements
B

1. Mutual and verifiable declaration of service relationship

2. Self-manageable declaration of service relationship

Against the
\3. Minimum disclosure of each party’s components [ threat model

f4. Localization of transaction of declaration modification
5. Localization/minimization of failure points reqiiyirir;‘ms
(independent from central authority)

N\




Requirements against feasibility

6. Adoption to the Vertically-chained Environment
/. Adoption Potential in Horizontally-chained Environments
8. Minimal Processing Time of Modification
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Example environment of vertically-chained hosts.
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Fig. 2.1: Example environment of horizontally-chained hosts.




Proposal: M2DMRT

ay-1l.net. m2dmrt.ec-1l.com. IN TXT (

A pay-1l.net. ec-l.com. {KP™ .}Kprivpay_l.net. ) root zone

Domain name _ _ ub iv .
\ ec-l.com. pay-l.net. {KP p.},_l.mt_}K"‘{tcm\< Q«@

XSokBrlkdet~~~.ec—1.com. IN NSEC3 ~~~ _,Datapar COHT. Z6AE
ps <@+ &
A ///VD\\/
ec-1.com. zone ec-2.com. zone
pay-1.net. N Pig g \
e <—@<—Q/ \a-«>a-«> i M
N~ /V
® 4_% Ow °'!' / >
. \// \\\/
© : Key Signing Key > : Sign
@ : Zone Signing Key .+ -Hash
¢~ : Declaration Record —+ : Communication
- MRDA | DNS Records |

o= : TLS Private Key
¢ : Web server

| Service Provider |




Registration sequence (1)
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Registration sequence (2)
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Declaration record

{dest web}| m2dmrt.{origin web}/. IN TXT |{signer fqdn}||{target fgdn}| {signature}

pay.exp.jjlUlfc.dev,_m2dmry.ec.exp.jjllfc.dev.| 300 IN TXT|"ec.exp.jjlljfc.dev| pay.exp.jjllfc.dev. b'Z0+32YTSQuI2kdtxa9/0
kYLKk1H7h1

uVJJ19xbtwmmsGH2c34eefdW14CooBZANOLO=""
pay.exp.jjllfc.dev._mderﬂ.ec.exp.jjllfc.dev] 300 IN TXT rpay.exp.jjllfc.dev| ec.exp.jjllfc.dev.| b'iBVAK/KhGphWM3x0deUg
mxnTmE8HVA16y2weU+c+gB1x78Xz18fqBIgsMv4f+HPWSGrofFo+IVwd75kHR79ePSt1uvGwMYnKO0eTXSCXQWd8e0+35gZJ36pEhhrVtsRI193MZFoMDYI3
vOnQHjyOMD+n4aMcdncssjLKNPzNL+G2ZmuYXWT+66aT//Zs5e6b3tro3F3KNw77uZn83hgSZm" "jRaM3ebcp9180sIiI2TK5CINQO7ddX1lyj4es@PsXuU3
4FJAgsn6vtLIKiYk@QECBbIgllUb6ev+ZFmkjC2+B7afvsfnKA3ZBB1iX185e2B+zVkq@bAdIo8HsmoY3CODLxOxMHfyIMjwgrro941TkxtnEGjgdblfDv+QE
nOWelglGWENTzLL8V+P1lbejpLoIFWoyrMw5ghOLfROcSqrs/8KyI+xiXSD4G5H11dFTxsIpowQcibWgsY9Q1luD3HVgmb" "IoBa+W2dNmCbuOK44sXcOKur
85eSI1J12sn@ttlgzCTmTLVV258HPXLCSRN+L+RGYwdf9aZsQymRb3Yq8knlnphBzyuYsRIyA7FQmm80@v8Xq74gefMaveZqydwM4FQLApuuZnNr1QftkDiK5
IFU8n2bfpqVAI7QZIWRgBpcN4UomgmO+ozpn@4xr8XcOP/WTi2ruqg3003gQy/naagwwBuxeCtM=""
pay.exp.jjllfc.dev._m2dmrt.ec.exp.jjllfc.dev. 300 IN RRSIG TXT 13 9 300 (
20220210123947 20220127110947 10814 exp.jjllfc.dev.
g2/7PIgTs3mgoskS1dNWWP1C4K1vfmBpU/ROL1ip+3Ib7
U1VjBcgleeSg9gsEI7h@ne3Vo61d3PzgngYQ3IqdsQ==
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