draft-ietf-emu-bootstrapped-tls-02
(aka TLS-POK)

Dan Harkins & Owen Friel
EMU WG
IETF 116, Yokohama, Japan



What?

* How to solve the on-boarding Catch-22 for wired devices w/o a rich Ul

* Reuse Wi-Fi alliance Easy Connect / Device Provisioning Profile (DPP) EC bootstrap
key format and all supported bootstrapping methods for wired on-boarding

* Provides mutual authentication between client and server in the resurrecting
duckling security model
* Client proves knowledge of public bootstrapping key as well possession of its private analog
e Server proves knowledge of public bootstrapping key— demonstrates ownership, authorization to
provision thing
* Use existing RFCs:
 RFC 5869 HKDF to derive PSK identity from bootstrap key
 RFC 8773 Cert Based Auth with External PSK
e RFC 7250 TLS with raw public key using bootstrapping key
 RFC 9258 to import derived external PSK
« RFC 7170 (incl. —bis) to do certificate enrollment

* No new TLS extensions or changes required!



TLS authentication w/DPP bootstrapping keys
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TEAP w/DPP bootstrapping keys

Authenticating Peer Authenticator

<--- EAP-Request/
Identity
EAP-Response/
Identity (TLS-POK)  --->
<---  EAP-Request/
EAP-Type=TEAP
(TLS Start)

Certificate gets
provisioned inside
TEAP exchange using
existing TLVs

authenticate TEAP with TLS-POK using DPP bootstrapping key

<---  CSRAttrs TLV
PKCS#10 TLV -—->
<---  PKCS#7 TLV

Supplicant’s subsequent connection uses provisioned certificate



ACt I V I ty S I n C e | E F 1 1 5 epsk = HKDF-Expand(HKDF-Extract(<>, bskey), "tls13-imported-bsk", L)

epskid = HKDF-Expand(HKDF-Extract(<>, bskey), "tls13-bspsk-identity", L)

* New version -02 A bere.
’ "
* Cleanup stale reference and some nits ~ ,*  [eredsiseer
1 4 -<>is a NULL salt
* Tlghte nu p Ia ngu age on TLS h an dS ha ke /l - ;:k:yais the I;ER—encoded ASN.1 subjectPublicKeyInfo representation of
. . . ,l the BSK public key
¢ QU eSt | O N O N I |St CO N Ce FNi ng / - Lis the length of the digest of the underlying hash algorithm

RFC 9258 interface /
* Why the additional key derivation since

The [REC9258] Importedldentity structure is defined as:

. . truct {
RFC 9258 WI” haSh espk (to IpSkX)? ; ro;aque external_identity<1...2216-1>;
* Knowledge of bskey authorizes server to e et orotonory
provision the client (duckling model*) uint16 target_kdf;
} Importedldentity;
[ J

The Importedldentity is passed in the
ClientHello and cannot contain bskey

and is created using the following values:

 Similar to DPP chirp— H(“chirp” | bskey) fcx)t:tg;j';‘,?‘t‘f:lt;f}/b:k‘ips"id
* bskey cannot be both EPSK and identity target_protocol = TL51.3(0x0304)
. E— target_kdf = HKDF_SHA256(0x0001)
* Will leave the epskid and remove the | |
. . The EPSK and Importedldentity are used in the TLS handshake as
extraneous epsk derivation: epsk = bskey specified in [REC9258].

* Stajano, F. and R. Anderson, "The Ressurecting Duckling: Security Issues for Ad-Hoc Wireless Networks", 1999


https://datatracker.ietf.org/doc/html/rfc9258
https://datatracker.ietf.org/doc/html/rfc9258

Where we are and where to?

e Stable document

* No substantive protocol changes since adoption
e Reviewed by TLS WG

 Need to fix some references
* Eric Rescorla didn’t co-author the Resurrecting Duckling paper
* There’s a new version of DPP out from WFA

* Address Hannes’s comment, removing extraneous derivation but
leaving critical one

* Ready for WGLC?
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