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The Internet is Overflowing in 
Hacked and Leaked Datasets

Just in the first two and a half months of 2023…

















Source Protection, Digital Security, 
and Acquiring Datasets



Protecting Your Sources and Yourself

• Protecting sources by minimizing the data trail
• Securely storing datasets
• Verifying that data is authentic using OSINT
• Deciding what to redact
• Using a password manager, using disk encryption, and opening 

sketchy documents using Dangerzone
• Talking to sources using Signal



Acquiring Datasets

• Public datasets from DDoSecrets
• Downloading public datasets using BitTorrent
• Various ways to securely get datasets directly from sources



The Command Line Interface







Making Datasets Searchable 
with Aleph



https://docs.alephdata.org/   |  https://data.occrp.org/







Reading Other People’s Email





Data Analysis with Python









BlueLeaks and the CSV File Format





Column Header Content

SARSid 14277

FormTimeStamp 06/05/20 14:20:09

IncidentDate 6/5/2020

ThreatActivity Radicalization/Extremism,Suspicious Incident

BriefSummary The attached letter was received via US Postal Service this morning. The letter was passed on from an 
anonymous party claiming to be a lawyer who was contacted by [redacted name] who is a University of 
Oregon student. [Redacted name] appears to be a member of the Antifa group and is assisting in planning 
protesting efforts in the Bay Area despite living in Oregon.

Subjects [redacted name]

AgencyOrganizatio
nNameOther

Marin County District Attorney's Office

File1 SARF100014\277.pdf

File1Name Letter.pdf

EmailAddress [redacted]@marincounty.org







https://github.com/micahflee/blueleaks-explorer



JSON, January 6, and Mapping 
GPS Coordinates

















SQL, Epik Fail, and
Extremism Research









Pandemic Profiteers and 
COVID-19 Disinformation







Neo-Nazis 
and Their Chat Rooms





https://github.com/micahflee/discord-analysis



https://discordleaks.unicornriot.ninja/





ありがとうございます!
I’m Micah Lee, micah@micahflee.com

Hacks, Leaks, and Revelations
to be released ~September 2023
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