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— The document analyzes and compares the sizes of key exchange flights and the per-packet message size 
overheads when using different security protocols to secure CoAP. 

— The analyzed security protocols are DTLS 1.2, DTLS 1.3, TLS 1.2, TLS 1.3, cTLS, EDHOC, OSCORE, and 
Group OSCORE. The DTLS and TLS record layers are analyzed with and without 6LoWPAN-GHC 
compression.

— No discussions regarding security or privacy.

— Just message sizes for various configurations.

— Some explanation of results. 

— Discussed quite much in CORE and LWIG. Adopted in LWIG. LWIG rough agreement on content. Waited 
with updates until the protocols were more stable.
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— Update numbers based on draft-ietf-tls-ctls-08. The latest version updates a lot of the number in the examples.

— Unclear if cTLS will support more efficient encoding for P-256 and ECDSA. E.g., the encodings in draft-mattsson-
tls-compact-ecc. The latest version of cTLS changed the example from ECDSA to EdDSA.

— P-256 and ECDSA are still the MTI algorithms in draft-ietf-uta-tls13-iot-profile-06

— cTLS is still unstable.

— Verify overhead of draft-ietf-core-oscore-edhoc (might be 1-2 bytes wrong).

— Akran Sheriff wrote that EDHOC size is dependent on the key id. This is also true for cTLS.

— Both EDHOC and cTLS depend on key id size. Very small relative difference...  

— Bigger impact would be splitting up DTLS flight #2 in several records as well as fragmentation.

— Impact of tag length is simple and mentioned in text. CCM_8 is MTI in RFC 7925, EDHOC, and draft-ietf-uta-
tls13-iot-profile

— Erik Kline pointed out correctly that the document should reference SCHC. 

— Should SCHC numbers be included? Anyone wants to measure overhead with SCHC?

— IOTOPS should decide high level on content. When that is done, we should publish.


