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e Compare and contrast

Note: This presentation often simplifies and omits important details.
Please check Zoom'’s Cryptography Whitepaper and Keybase's
documentation/ client source code for more details.

The statements and information provided are intended for
informational purposes only and should not be relied upon in
making a purchasing decision and may not be incorporated into any
contract.
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Q Keybase

e Keybase maps social media identities to cryptographic keys in a publicly auditable manner.
o  Supports Github, Twitter, Reddit, Facebook, ...
o  Userscanreasoninterms of devices, not keys

e |everagesthe key directory to enable several secure applications:

o Chat

o  Cloud storage/File sharing
o  Gitrepos

o  Cryptocurrency wallets

o  TJeams

O

e  Only (tomy knowledge) Key Transparency directory deployed in production (since 2014!)
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Keybase User Identity

max
/Max Krohn
Keybase.io co-founder and
developer; PhD MIT CSAIL
2008; OkCupid CTO & co-
founder; SparkNotes CTO &
co-founder. Creator of
IcedCoffeeScript, OKWS, and
OneShallPass.com.
New York, NY

immutable
username

Following (397)

yaeger

Andrew Yaeger
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devices/keys

Teams
(O  hhjkkjiiz

8 devices
6384 7B4B 8393 OFOC
6052 B2AD 31A6 631C
maxtaco

maxtaco

mextaco social
maxtaco proofs

oneshallpass.com

keybase.io

nutflex.com

maxk.org

max*keybase.io
1BYzrCvfbn81dfiksmD1Bdgt8pglLi1SD7Z

2N OOOOBAOIC ™M™

Your conversation will be end-to-end encrypted

Followers (2883)

Antonio

mutable set of

https://keybase.io/max/

<« Tweet

Max Krohn
@maxtaco
Verifying myself: | am max on Keybase.io.

ZnBizHMA8SRKSB598TaDtjIPILKSEu1WuaT59 /
keybase.io/max/sigs/ZnBiz...

2:46 PM - Feb 12, 2014

1Retweet 2 Likes

Users can publicly sign each other’s

“' t / keys (web-of-trust)



https://keybase.io/max/

KeYbase SigCh a i nS https://keybase.io/max/sigchain

a

L Username: alice

FirstDevice: “Phonel”
pk: pk,

Link #1: alice’s first link
(self-signed by pk.)

ZOOI l . © 2023 Zoom Video Communications, Inc. 6



https://keybase.io/max/sigchain

KeYbase SigCh a i nS | https://keybase.io/max/sigchain

a . AddDevice: “Laptop1”

Username: alice k: bk

H H « ” p ‘p L

FirstDevice: “Phonel .
Previous: H(link_1)
pk: pk,

Link #1: alice’s first link - j

(self-signed by pk,) Link #2: Provision Laptop1 using
Phonel

(signed by both pk,and pk)
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https://keybase.io/max/sigchain

KeYbase SigChainS | https://keybase.io/max/sigchain
| a . ) ) , ~
AddDevice: “Laptop1

_ Username: alice ) pk: pk, Twitter user: “alice01”
pkipk, | | T
Link #1: alice’s first link
(self-signed by ka) Link #2: Provision Laptop1 using Link #3: Link twitter account
Phonel (signed by pk; alice01 also posts a
(signed by both pk,and pk) tweet including H(link_3))
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https://keybase.io/max/sigchain

Keybase Sigchains

a

Username: alice
FirstDevice: “Phonel”

pk: pk,

Link #1: alice’s first link
(self-signed by ka)
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\_

AddDevice: “Laptop1”
pk: pk,

htt

ps://keybase.io/max/sigchain

L

Previous: H(link_1)

oooooo

)

Link #2: Provision Laptop1 using

X

Phonel
(signed by both pk,and pk)

RevokeDevice: “Laptop1”
pk: pk,

\_

~

Twitter user: “alice01”
Previous: H(link_2)

)

(signed by pk; alice01 also posts a

Link #3: Link twitter account

tweet including H(link_3))

Previous: H(link_3)

- J

Link #4: Revoke Laptop1
(signed by ka)



https://keybase.io/max/sigchain

Account resets and Lockdown mode

vil T-Mobile Wi-Fi & 11:05 AM 7 79% mm)
4 mrresets ®

Let's get down brass tacks. What is the secret key
you have on file for this public key:
1GR39hqBF5FKgREebwhPpmsJAjQ28EDLSx

e Userscan “reset” their account to keep their username if they have lost
all of their devices.

mrresets lost all their devices
and this account has new

keys. If you want to let them
into this chat and folder's
history, you should either:

1. Be satisfied with their new
proofs, or

2. Know them outside
Keybase and have gotten a
thumbs up from them.

Don't let them in until one of
those is true.

View profile Let them in

=)
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Account resets and Lockdown mode

A
Wil T-Mobile Wi-Fi & 11:05 AM 7 79% =)
< mrresets ®

Let's get down brass tacks. What is the secret key
you have on file for this public key:
1GR39hqBF5FKgREebwhPpmsJAjQ28EDLSx

e Userscan “reset” their account to keep their username if they have lost
all of their devices.

e Their conversation partners need to give explicit consent before old
data (files, chats) is encrypted for the user’s new keys. mrresets lost all their devices

and this account has new
keys. If you want to let them

into this chat and folder's

history, you should either:

1. Be satisfied with their new
proofs, or

2. Know them outside
Keybase and have gotten a
thumbs up from them.

Don't let them in until one of
those is true.

View profile Let them in

=)
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Account resets and Lockdown mode

e Userscan “reset” their account to keep their username if they have lost
all of their devices.

e Their conversation partners need to give explicit consent before old
data (files, chats) is encrypted for the user’s new keys.

e Userscanoptinto “Lockdown Mode”. In this mode, the server disallows
all account changes made from the website (including resets!).
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you have on file for this public key:
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keys. If you want to let them
into this chat and folder's
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Account resets and Lockdown mode

A
Wil T-Mobile Wi-Fi & 11:05 AM 7 79% =)
< mrresets ®

Let's get down brass tacks. What is the secret key
you have on file for this public key:
1GR39hqBF5FKgREebwhPpmsJAjQ28EDLSx

e Userscan “reset” their account to keep their username if they have lost
all of their devices.

e Their conversation partners need to give explicit consent before old
data (files, chats) is encrypted for the user’s new keys. mrresets lost all their devices

and this account has new
keys. If you want to let them
into this chat and folder's

e Userscanoptinto “Lockdown Mode’. In this mode, the server disallows history, you should either:
all account changes made from the website (including resets!). 1. Be satisfied with their new
proofs, or
2. Know them outside
e Auser could alsowrite a Do-Not-Reset link to their chain, for maximum Beybese andihave gotiens
. . thumbs up from them.
security (not implemented yet). Don't let them in until one of

those is true.

View profile Let them in

=)
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Keybase’s KT Merkle Tree (simpl.)

e (Compressed) Prefix Tree, each node has
an associated label and value
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Keybase’s KT Merkle Tree (simpl.)

e (Compressed) Prefix Tree, each node has
an associated label and value

e FEachuser corresponds to aleaf: the label is
the hash of the username, the value is the
hash of the sigchain.
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alice’s
chain
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1 \ / l hance=H(aIice,)

[01 ] [10} [H(ance): 11011]
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Root




Keybase’s KT Merkle Tree (simpl.)

e (Compressed) Prefix Tree, each node has
an associated label and value

e FEachuser corresponds to aleaf: the label is
the hash of the username, the value is the
hash of the sigchain.

e Requires fast updates!
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Keybase’s KT Merkle Tree (simpl.)

alice’s
chain

0
an associated label and value
1 \ / l hance=H(aIice, )

e FEachuser corresponds to aleaf: the label is
the hash of the username, the value is the [001 } 01 } [10} [H(alice) = 11011]
NS NS

hash of the sigchain.
|
o

Merkle
Root

(Compressed) Prefix Tree, each node has [ 0101 } 011

e Requires fast updates!

e Publicly available/auditable:
https://keybase.io/ /api/1.0/merkle/root.js
on?segno=1 (block.json and path.json)
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https://keybase.io/_/api/1.0/merkle/root.json?seqno=1
https://keybase.io/_/api/1.0/merkle/root.json?seqno=1

Keybase’s KT Merkle Tree (simpl.)

(Compressed) Prefix Tree, each node has [ 0101 } 011 alice’s

chain

0
an associated label and value
1 \ / l hance=H(aIice, )

e FEachuser corresponds to aleaf: the label is
the hash of the username, the value is the [001 } 01 } [10} [H(alice) = 11011]
NS NS

hash of the sigchain.
|
o

Merkle
Root

e Requires fast updates!

e Publicly available/auditable:
https://keybase.io/ /api/1.0/merkle/root.js
on?segno=1 (block.json and path.json)

e Rootis periodically posted to the Stellar
(previously Bitcoin) blockchain
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https://keybase.io/_/api/1.0/merkle/root.json?seqno=1
https://keybase.io/_/api/1.0/merkle/root.json?seqno=1

e Keybase
o Useridentity

o The Keybase Merkle Tree

o  User ldentity
o ldentity Provider Attestations
o  The Zoom Transparency Tree

e Compare and contrast
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zoom

e Communications platform

e InMay 2020, we published a whitepaper describing a plan to
bring end to end encryption and a strong multi-device notion of
identity to our users.

o Includes a Key Transparency system!

e Currently offers end-to-end encryption for:
o  Zoom Meetings
o 1-on-1 Zoom Phone calls (intra-account only)
o  Zoom Mail Service (only for emails sent directly
between active Zoom Mail Service users)
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https://github.com/zoom/zoom-e2e-whitepaper

Zoom User Identity

a (Display Name: “Alice Foo”)
Account Domain (ADN): company.com\

Email: alice@company-email.com

\_ /
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mailto:alice@company.com

Zoom User Identity

(Display Name: “Alice Foo”)

\_

Account Domain (ADN): company.com\

Email: alice@company-email.com

--------- —

“Alice’s laptop”: pk,
: pk,, — |

“Alice’s phone”

pk;

/ Alice’s laptop

-

pkp -

Alice’s phone

“Alice’s tablet”: pk,

ZOOI l l © 2023 Zoom Video Commun

ications, Inc.
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Zoom User Identity

a (Display Name: “Alice Foo”) pk,
Account Domain (ADN): company.com\

Email: alice@company-email.com

Alice’s laptop

“Alice’s laptop”: pk,

“Atiee’sphene——pk, (REVOKED)
“Alice’s tablet”: pk,

\_ /

Alice’s tablet
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mailto:alice@company.com

Zoom Sigchains (simpl.)

User sigchain:
User id: Oxfa45gé6... NewDevice: “Laptop1”
ADN: company.com pk: pk,
@: ceo@company-email.com (2) Previous: H(u_link_1)
User Link #1: Alice’s identifiers User Link #2: Provision

laptop (self-signed)
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mailto:ceo@company-email.com

Zoom Sigchains (simpl.)

User sigchain:

User id: Oxfa45gé6... NewDevice: “Laptop1” NewDevice: “Phonel”
ADN: company.com pk: pk, pk: pk,
@: ceo@company-email.com (2) Previous: H(u_link_1) Previous: H(u_link_2)
User Link #1: Alice’s identifiers User Link #2: Provision User Link #3: Provision
laptop (self-signed) phone (self-signed)
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Zoom Sigchains (simpl.)

User sigchain:

User id: Oxfa45gé6... NewDevice: “Laptop1” NewDevice: “Phonel”
ADN: company.com pk: pk, pk: pk,
@: ceo@company-email.com (2) Previous: H(u_link_1) Previous: H(u_link_2)
User Link #1: Alice’s identifiers User Link #2: Provision User Link #3: Provision
laptop (self-signed) phone (self-signed)

Approver: “Laptop1”, pk,
Approved: “Phonel’, pk,

Link #4: Approve Phonel
ZOOM v o e (signed by pk,)


mailto:ceo@company-email.com

Zoom Sigchains (simpl.)

User sigchain:

User id: Oxfa45gé6... NewDevice: “Laptop1” NewDevice: “Phonel”
ADN: company.com pk: pk, pk: pk,
@: ceo@company-email.com (22 Previous: H(u_link_1) Previous: H(u_link_2)
User Link #1: Alice’s identifiers User Link #2: Provision User Link #3: Provision
\ laptop (self-signed) phone (self-signed)
Email sigchain: reference *\

\
\
\
\
N
N
N
~

WG _email W .|, @: ceo@company-email.com
@: ceo@company-email.com |, “User id: Oxfa45gé... (1)

User id: Ox001122... Previous: H(link_1)

N
Email Link #1 Email Link #2
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IdP attestations (“Okta authentication for E2EE”)

External Identity Providers can attest to their user’s @3 I
Zoom identities: company.com idp.com
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IdP attestations (“Okta authentication for E2EE”)

External Identity Providers can attest to their user’s
Zoom identities:

1. Alice authenticates to the IdP (OpenlD Connect)

ZOOI l . © 2023 Zoom Video Communications, Inc.

&

company.com

idp.com

OID

authenti

C
cation




IdP attestations (“Okta authentication for E2EE”)

.
External Identity Providers can attest to their user’s @3 I
Zoom identities: company.com idp.com
1. Alice authenticates to the IdP (OpenlD Connect)
2. Alicerequests a modified OIDC Identity token
(signed by the IdP) which contains a hash of her
Zoom identity ~ company.com oIDC
alice@company-email.com . .
_________ authentication
“Alice’s laptop”: pk,
2 !
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mailto:alice@company.com

IdP attestations (“Okta authentication for E2EE”)

External Identity Providers can attest to their user’s @3 I
Zoom identities: company com idp.com

1. Alice authenticates to the IdP (OpenlD Connect)

idp.com can attest

2. Alice requests a modified OIDC Identity token [ for my employees

(signed by the IdP) which contains a hash of her

Zoom identity £ company.com

3. Participants check that the IdP is authorized by o] o T ST

company.com by making a DNS request to the AIEEE IaptOp Pky

domain

4. Participants check the Identity and token

Bob
zoom © 2023 Zoor o Communications, Inc.
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Zoom Transparency Tree (simpl.)

.
e Eachsigchainlinkis stored as a separate entry in the set VRF(sk, uid . 111)-> -
(asin SEEMLess) e Link 1
o Leaves are never removed/updated )
g9 (10096, Commit( 34,

e Backed by aRotatable Zero Knowledge Set (Asiacrypt'22): @

o Uses a(Rotatable) Verifiable Random Function

(VRF) to compute the position of each link NS
o VRF key can be periodically rotated, while still

- 1
- Lo

e If Alice’s chain consists of 5 links, a proof their chainis in
H(001h.,,0Lh, ) N\
h.=

the tree consists of inclusion proofs for the first 5 links,
and an exclusion proof for the 6 label

proving that the append only property is respected. N N

H (O’ho717h1’hpr)
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https://eprint.iacr.org/2022/1264.pdf

e Keybase
o Useridentity

o The Keybase Merkle Tree

o  User ldentity
o ldentity Provider Attestations
o  The Zoom Transparency Tree

e Compare and contrast
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Comparison

B ZooMm

e |Immutable username e Mutableidentifiers (email, ADN)
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Comparison

B ZooMm

e |Immutable username e Mutableidentifiers (email, ADN)

e Social proofs e |dentity Provider Attestations
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Comparison

B

e |Immutable username
e Social proofs

e Adding adevice requires signature from existing
device
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Mutable identifiers (email, ADN)
|dentity Provider Attestations

Devices can be “approved” after they have been
added



Comparison

B

e |Immutable username
e Social proofs

e Adding adevice requires signature from existing
device

e Useridentities are public
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Z00Mm

Mutable identifiers (email, ADN)
|dentity Provider Attestations

Devices can be “approved” after they have been
added

|dentities are private by default



Comparison

A

Immutable username
Social proofs

Adding a device requires signature from existing
device

User identities are public

Simple Merkle Tree: leaves can be updated
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Z00Mm

Mutable identifiers (email, ADN)
|dentity Provider Attestations

Devices can be “approved” after they have been
added

|dentities are private by default

Rotatable Zero Knowledge set: Append only, with
privacy, VRF key can be rotated.



Comparison

A

Immutable username
Social proofs

Adding a device requires signature from existing
device

User identities are public

Simple Merkle Tree: leaves can be updated

Leaks when each sigchain is updated
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Z00Mm

Mutable identifiers (email, ADN)
|dentity Provider Attestations

Devices can be “approved” after they have been
added

|dentities are private by default

Rotatable Zero Knowledge set: Append only, with
privacy, VRF key can be rotated.

Limited leakage about sigchain updates



Comparison

A

Immutable username
Social proofs

Adding a device requires signature from existing
device

User identities are public

Simple Merkle Tree: leaves can be updated

Leaks when each sigchain is updated

Efficiency: single inclusion proof per sigchain
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Z00Mm

Mutable identifiers (email, ADN)
|dentity Provider Attestations

Devices can be “approved” after they have been
added

|dentities are private by default

Rotatable Zero Knowledge set: Append only, with
privacy, VRF key can be rotated.

Limited leakage about sigchain updates

Efficiency: one inclusion proof per sigchain link;
auditing requires VRF rotation proofs
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Connect With Us

Antonio Marcedone “ y @amarcedone

antonio.marcedone@zoom.us

@zoom_us | blog.zoom.us
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® Security

Bonus Content




Auditing
.
To audit an update between epoch t and t+1, auditors would check that:

& Zo0oMm

e Theroot at epoch t+1 includes the correct e Theroot at epoch t+1 includes the correct
hash for the one at epoch t hash for the one at epoch t

e Nolabel/value pairs are removed from the e Theappend only property is respected
tree e VRF rotation proof (where applicable)

e [fthevalue correspondingto auser’s
sigchain is updated, check that the new hash
extends the old one

e (Forteams, members perform probabilistic
audits by asking for the value at random
epochs)
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Verifiable Random Functions

- Gen() -> sk,pk
- VREF(sk, label) -> out, proof
Example (simplified): Let (G,g) be a DDH group

- Verify(pk,label,out,proof) -> 0/1

- Gen()->sk =x, pk=g*

Security: - VRF(x, label) = H(label)*, DH proof

- Uniqueness - Verify(): Check pr'OOf
- Pseudorandomness

- Collision Resistance
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