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OpenRoaming: Seamless, Secure & Private GRWIRELESS

Zero-touch Wi-Fi onboarding, ensuring a

A/ S EAM LESS —— | user is always best connected
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Secure 802.1x-based authentication,

S E C U R E —— 1 WPA2/3 wireless data encryption

Private by design. Anonomized roaming,

P R |VATE — | personal information is only shared with

user consent

OPENROAMING
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OpenRoaming: Realized through Innovation and Industry Collaboration

Changing the wireless onboarding experience

Identity Federation architecture & legal framework that can caters to
different business models under the same umbrella

Federation that dynamically discovers peers & services
and allows for secure direct peering

Dynamic policy at the edge enables real-time ad-hoc
roaming agreements

Proxy services connect cloud/web ID to network
services " Access
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Device eco-sytem collaboration enable
seamless end-user experience

Service discovery

Service

Service Advertisement

Policy ‘

Wireless standard to benefit the entire Wi-Fi
ecosystem
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Mac Randomization

privacy.
visitor onboarding, visitor
identity and analytics




OpenRoaming — Privacy Built-in

1—— &b

[
User and device are identified in context D Device ID  erj50349jf35g65@whballiance.com
[ )

Authentication is private
Secure and private authentication between user’s device and IDP

Identified with persistent Device ID and User ID with IDP context

IDP shares (anonymized) data in the secured path UserID  bob@wballiance.com

IDP shares identities on the user’s behalf Wi-Fi Access
IDP manages identity and privacy for the user e (( Network

BRKEWN-2004

Privacy with user consent i Share my email  bob@wballiance.com

User controls privacy, identifiers are always persistent Hide my email ekg40g9vee93@wballiance.com




OpenRoaming Demo at the IETF116 reception on Sunday. GRWIRELESS

Steps:

1. Provision device by installing
the users’ IDP credentials (e.g.,
app, profile, etc.).

2. Remove all current SSIDs used
so that the device does not
have any Wi-Fi access.

3. The device automatically
connects to an SSID with OR
enabled.

4. When the first SSID is turned
off and another OR-enabled
SSID is turned on, the device
connects to the new one
automatically.

The procedure is done securely

and seamlessly with Hotspot 2.0
mechanism.
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Credential

SSID:
Cafe-OR

Cisco VLAN2 i
/| Meraki MR53 SW i

Cisco
Meraki MR53 | v AN3 SW

SSID:
IETF-OR
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With the app,

i0S: Download the OpenRoaming Demo App into your phone from

Apple App Store. Run it and login with your ID such Apple or Google.
Android OS: Find the SSID: “OpenRoaming” and click it. Login with your ID
such as Google or Samsung. Or, download the App and do same as iOS.
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You can visit the OpenRoaming signup page to check the ways more.
https://wballiance.com/openroaming-signup/
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Thank You
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OpenRoaming Call Flow GRWIRELESS

OpenRoaming Authentication and Accounting

Device AP/Wireless controller Connector IDP DNS IDP AAA

Device roams into wireless coverag'eﬁ

‘ EAP ’

‘ EAP over RADIUS ’

‘ IDP Discovery !1!'

4 TLS tunnel setup (2)
‘ EAP Authentication (3) :l
Device AP/Wireless controller Connector IDP DNS IDP AAA
Access Provider Identity Provider
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IDP Discovery (1) GRWIRELESS

IDP Discovery

Device AP/Wireless controller Connector |IDP DNS

Device roams into wireless coverag'eﬁ

EAPOL Start

EAP Request Identity

EAP Response Identity (anonymous@icloud.com)y |

RADIUS Access Request (User-Name: anonymous@lcloud.com)’

NAPTR Query with Realm (icloud.com) ’

‘ NAPTR Response (protcol + SRV record)

SRV Query with SRV record N
‘ SRV Response (FQDN + port number)
A Query with FQDN record ’
‘ A Response (AAA IP-Address)
Device AP/Wireless controller Connector IDP DNS
Access Provider Identity Provider
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TLS handshake between Access provider and ID Provider (2) <‘i WIRELESS
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TLS Tunnel setup between AP and IDP

Connector IDP AAA

TCP SYN

TCP SYN ACK

TLS CLient Hello

TLS Server Hello, Server Certificate, Certificate Request, ServerHelloDone

Connector verifies Server certificate:
certificate chain, validity,
revocation, CN vs AAA FQDN,
SubjectAltName vs Realm

TLS Certificate ClientKeyExchange, Certficate Verify, Change Cipher Spec, Finished

certificate chain, validity, revocatio
UID vs Operator-ID (optional)

IDP AAA verifies Client certificate: T
n,

TLS Change Cipher Spec, Finished

Connector IDP AAA

Access Provider Identity Provider
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RADSEC EAP Authentication (3): EAP-TTLS <‘i WIRELESS

RADSEC EAP Authentication

Device | AP/Wireless Controller | Connector | IDP DNS || IDP AAA |

Device roams into wireless coverage’

| eortiuscaneqest )
' 802.11u Scan report

802.11u GAS request (ANQP Query) N
?

' 802.11u GAS response (ANQP Resp)

Device selects pmfl

Associate
EAP Request Identity

EAP-Response Idenity amnxmousglclom.com)'

RADIUS access request (User-Name = anonxmwsglclow,com)l
' 1DP Discovery (1 '

TLS Tunnel setup (2)
RADSEC acaess request (User-Neme = anonymous @icloud.com))

' RADSEC Challenge request (request TLS exchange)

RADIUS Chall uest (request TLS excl

EAP it TLS excl

EAP Response TLS exchange '

RADIUS challenge response (response TLS exchange) '

RADSEC challenge response (response TLS excl

RADSEC Challer request (re Lt TLS Inner identi
RADIUS Challe uest uest TLS inner idenit

l EAP Request TLS inner identity
EAP Res, e TLS inner ident
RADIUS challenge response (TLS Inner identity, '

RADSEC challenge response (résponse TLS ucm
Access Provider RADSEC Access Accept (unique identifier)

RADIUS Access Accept (unique identifier)
Device

EAP Access Accept (unique identifier)

AP/Wireless Controller ‘ Connector | IDP DNS || IDP AAA |

Identity Provider
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How To Provision Users
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Provisioning via NFC GRWIRELESS

Please see here two video demos | have
put together.
| started by configuring the NFC tag, once
you have done that you can be redirected
to whichever site you like. | have used the
WBA provisioning portal and the online
sign page as examples.
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OpenRoaming Provisioning - PC 4R
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@ OpenRoaming - Signup - Wirele: X + v = a X
€ C @ wballiance.com/openroaming-signup/ o 2 % *» 0O o :
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OPENROAMING
OpenRoaming Live @ WGC EMEA

g‘%gmosﬁsé%é)?sl 17-20 OCT 2022 RAI Convention Centre, Amsterdam, Netherlands
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IOS Provisioning

Done @ vision.connectionassist.com A C,

@OPENROAMING"

WIRELESS BROADBAND ALLIANCE

Please check the box to accept terms and conditions.
Terms & Conditions.

I accept the OpenRoaming terms & conditions of
use and privacy policy.

This provisioning portal is for the WBA OpenRoaming® Live

Program.

These credentials are to be used for Wireless Global
Congress only and are not valid for commercial use.

Use the button below to download and install the
OpenRoaming profile on compatible devices.

OpenRoaming profiles from this service are proven to work
on the majority of devices (including (05, Android, macOs

and Windows 10 & 11).

If you encounter any questions, please contact
PMO@wballiance.com

Download and install profile

Provided by Connection@ssist

Download a
profile of your
choice onto your
iPhone that will
allow you to
seamlessly
connect to
OpenRoaming

Done @ vision.connectionassist.com AA

This website is trying to download a
configuration profile. Do you want to allow
this?

Ignore  Allow

Allow the profile
to be installed

Done

@OPENROAMING‘

'WIRELESS BROADBAND ALLIANCE

Thank you for downloading the profile. Please follow any
instructions on your devices to complete the installation.

Choose a Device

On which device would you like to
install this profile?

iPhone
Apple Watch

Cancel

Provided by Cannection@ssist

Select iPhone

@ vision.connectionassist.com A C,

Settings

Jonah Ross
Apple ID, iCloud, Media & Purchases

Apple ID Suggestions Q

Profile Downloaded

Access your iPhone settings and you will
see ‘ Profile Downloaded’

Installing Profile

@ 'WBA OpenRoaming m

Signed by www.connectionassist.com
Verified v/

< Settings

More Details >

Wi-Fi

Remove Downloaded Profile

v Meraki WBA-OR

WBA OpenRoaming Demo

BROADBAND ALLIANCE
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Cancel Install Profile

@ WBA OpenRoaming

Signed by www.connectionassist.com
Verified v/

Contains  Wi-Fi Network
Certificate

More Details

Remove Downloaded Profile

Install the profile

Wi-Fi

MY NETWORKS

Meraki MR36 WiFi =@

| @)
8 =0

Install

Now once you go to your Wi-Fi settings

Install

Cancel

network

Copyright © 2023 | Wireless Broadband Alliance Ltd. All
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Android Provisioning

09:57 B @B«

Settings

Connections

Ni-Fi, Bluetooth, Flight mode, Dat

Sounds and vibration
ound mode, Ringtone, Volume

Notifications
App notifications, Status

Display
t Blue light filter, Ho

Wallpaper

Themes

I (@]

g

00557 W - & 0957 @B - & 09:58 @ @M - aals
< Connections Q < Connections Q < Wi-Fi
Wi-Fi Wi-Fi (
nect to Wi-Fi network on © < .
Bluetooth Bluetooth Current network
Connect to nearby Bluetooth devices. Connect to nearby Bluetooth devices.
% OpenRoaming o
NFC and payment NFC and payment = eonnecie:
o «© o «©
Available networks
Flight mode Flight mode “Z SKYCRMBI
Turn off calling, messaging, and Mobile data Turn off calling, messaging, and Mobile da
“» VYM8381876
Data usage Data usage

Mobile Hotspot and Tethering Mobile Hotspot and Tethering “»  WBAORJR7

+  Add network

More connection settings More connection settings

Looking for something else? Looking for something else?

Samsung Cloud Samsung Cloud

Location Location

Link to Windows Link to Windows

L] (@) < L} (@] < L]} (©) <

Android device connecting with a SamsungID

A profile from:
Can also be downloaded to provision your device
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Search

My
Vodafone

o

Play Store  YouTube

@ (C

Samsung

Wallet
Contacts

AR

Samsung AR Zone

Notes

Pass

Samsung
Pass

Messages

W e
G

Google  Microsoft

0@
® O

Google

Camera

G o

Settings

Tips Play Music

Calendar

Lifestyle

Gallery

Calculator

o000
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wballiance.com/openroaming-signup/

