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(Some) Anomalies in Active 
Network Measurements



CPE / Middlebox Behaviour
• A “real life” traceroute result ->


• Caused by a particular 
network device


• It is not a unique case


• How would your analysis 
react to this?



What IP addresses can be used? (1)
• Can you see packets from ::/128?


• Yes you can!


• Although, in theory, you shouldn’t:

https://labs.ripe.net/author/kistel/the-curious-case-of-packets-from/


What IP addresses can be used? (2)
• How about IPv4 240/4?


• That’s in use too.

https://labs.ripe.net/author/qasim-lone/2404-as-seen-by-ripe-atlas/


Correct Geolocation (i.e. Not An Anomaly)
• “Where is France?”



Incorrect Geolocation
• Example: probe in BR, with RTT to DE<13ms:



Faster-Than-Light (FTL) packets
• Similar in spirit to the previous issue


• The geolocation is correct, yet results are too-good-to-be-true



Conclusions

None yet 🙂


