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Agenda

• Why are we here?

• Where are we?

• Where do we go next?
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Mind the Gap – Where Attackers (often) Enter
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Where are we?



The Journey (thus far)



Cross-Device Flows: Security Best Current Practice

draft-ietf-oauth-cross-device-security-01 - Cross-Device Flows: Security Best 
Current Practice

https://datatracker.ietf.org/doc/draft-ietf-oauth-cross-device-security/01/
https://datatracker.ietf.org/doc/draft-ietf-oauth-cross-device-security/01/


What’s New: Distinguish protocol patterns



What’s New:  Additional Scenarios

Classified according to protocol pattern



What’s New: Exploits for each pattern



What’s New: Additional Exploits

Classified according to protocol pattern



What’s New: 
Mitigation Limitations



Where do we go Next?



Seen in other places….
Secure Ranging and Proximity

• IEEE 802.15.4 Ultra Wide Band (UWB)

• Designed to be resistant to relay type attacks

• Developing new use cases in FiRa Consortium 

OpenID for Verifiable Presentations over BLE

• Too early to reference or consider in the BCP?

https://eprint.iacr.org/2017/1240.pdf
https://www.firaconsortium.org/


Open Issues

PRs



Coin a Phrase to Describe the Attack

• Illicit Consent Grant Attack?
• Describes outcome, not the mechanism

•Attacker-in-the-Middle Attack?
• Describe attacker capability, but both too broad and too narrow

•Authorization Context Manipulation Attack?
• Describes the mechanism

•Authorization Context Manipulation Exploit?
• Describe mechanism, hints that protocol functions as expected.

•Other?



Formal Analysis by University of Stuttgart

Research Team: 

Pedram Hosseyni Tim Würtele Klaas Pruiksma Clara Waldmann

Focused on Device Authorization Grant

Expecting results towards the end of summer



Questions?
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