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The essence

• A new OAuth grant type for Power of Attorney (PoA) based 
authorization
• Introduces a new role "principal" who controls the client

• Possible separation between principal and the resource owner

• Enables the client to access resources owned by the resource owner, 
on behalf of the principal, for a limited time, even if the principal is 
not online

• Multi-level delegation, with which a client can send 
the PoA to another client



Motivation

• A new entity principal different from resource owner
• Useful when user requires resources owned by another third party.

• Semi-autonomous devices can work independently of principal

• Multiple levels of principals and devices (or clients)
• E.g., useful in sub-contractor scenarios



Protocol flow of oauth-poa-grant type
(sect 2.1 of the draft)



PoA format



PoA in IoT/CPS for device onboarding

• How we use PoA for device onboarding:
• Draft, wg: IoTops, link: https://datatracker.ietf.org/doc/draft-vattaparambil-

iotops-poa-based-onboarding/



Follow ups from IETF 115

• Draft: "oauth-poa-grant-type"

• https://datatracker.ietf.org/doc/draft-vattaparambil-oauth-poa-grant-
type/

• Draft: "positioning-of-poa"

• https://datatracker.ietf.org/doc/draft-vattaparambil-positioning-of-
poa/

• Review and comments from WG

• Thank you! More questions?
• Contact: srevat@ltu.se, olov.schelen@ltu.se
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