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‘Simple’ is a feature.



Design Principles

SD-JWT
Complexity Selective disclosure, as simple as possible
Algorithms Standard cryptography: JWS Signature + Hash function
Format JWT & JSON
Security Security-by-design
Easy to understand & verify
Hardware binding possible
Cryptographic agility
Availability Widely-available JWT libraries can be leveraged
Already five independent implementations
Use Cases Universal (beyond identity use cases)



SD-JWT in 5 Simple Steps

Step 1: Prepare User Data

{

iss": "https://example.com",
"type": "IdentityCredential",
"enf": {"jwk": {"kty": "RSA","n": "Ovx....Kgw","e": "AQAB" } },
"credentialSubject": {
"given_name": "Max",
"family_name": "Mustermann",
"email": "mustermann@example.com",
"address": {
"street_address": "Musterstr. 23",
"locality": "Berlin",
"country": "DE"



SD-JWT in 5 Simple Steps

Step 2: Create Disclosures

{

iss": "https://example.com",

"type": "IdentityCredential",

"enf': {"jwk": {"kty": "RSA","n": "Ovx....Kgw","e": "AQAB" } },
"credentialSubject": {
"given_name": "Max", ccccceceee i e ["GO0r26n0-iW50ZcAo0ilFw", "given_name", "Max"]
"family_name": "Mustermann', s ["cS1bR135i0NjhsouMxrjjg", "family_name", "Mustermann"]
"email": "mustermann@example.com™, s ["oHDt43Vwuhpo8mzaprgCcw", "email", "mustermann@example.com"]
"address": {
"street_address": "Musterstr. 23", s ["rGcOKtY6WmflywTTKEWIEQ", "street_address", "Musterstr. 23"]
"locality": "Berlin™, « -« vt ["pGQMQx-2tH2XwC_eQCFn4g", "locality", "Berlin"]
"COUntry": "DE" ............................................. ["TI1SMSGSUIXPIWNZ—VLYBA", "COUntry", "DE"]
) 1 bt

salt claim name claim value



SD-JWT in 5 Simple Steps

Step 3: Hash Disclosures & Replace Original Claims

{

iss": "https://example.com",
"type": "IdentityCredential",
"Cnf": {llekll: {llktyll: IlRSAII,IInII: "oVX. .. .ngll’llell: IIAQABII } }'

"credentialSubject": {

"_sd": [ "EWloO0eggqa5mGcbytT5S-kAubcEjYEUwRkX1u2vC5120", ~ ["GO0r26n0-iW50ZcAoOilFw", "given_name", "Max"]
"FEx-ITHt41I8_cn0SS-hvoLneX_RGlJo_802xRNhfdk", « ["cS1bR135i0NjhsouMxrjjg", "family name", "Mustermann"]
"igg7H5fn2eBEMIEKE5Ckbm23QuwDJ1TYoKRip08dYIc" 1, —~ ["oHDt43Vwuhpo8mzaprgCcw", "email", "mustermann@example.com"]

"address": {

"_sd": [ "ggB5kmAwyry88aHjaAe0-USX6JOMaojukKsheo3800c", < ["rGcOKtY6WmflywTTKEWIEQ", "street_address", "Musterstr. 23"]
"w8InvxsPXdKoowuVpyBMgl1b9_R2b6Xpa30YOIjgQro", ~ ["pGQMQx-2tH2XwC_eQCFn4g", "locality", "Berlin"]
"vOnlYtcjr872fP3Wa750z17c-6_MOVAIUNtwLKKxZwO" ] « ["TI15M8G5UIXPiWNZ-VLYBA", "country", "DE"]

¥

}



SD-JWT in 5 Simple Steps

eyJhbGci0iAiUIMyNTY1iLCAia21kIjogImNBRU1VcUowY21MekQxa3pHemhlaUJhZzBZ
UkF6VMRsSZnhOMjgwTmdIYUEifQ.eyJpc3MiOiAiaHROCHM6LY91eGFtcGx1LmNvbS9pc
3N1ZXIiLCA1Y25mIjogeyJqd2si0iB7Imt0eSI6ICIJSUOELILCALbiI6ICIWdNg3YWdvZ
WJHY1FTdS4uLi4tY3NGQ3VyLWtFZ1U4YXdhcEp6S25xREtndyIsICJ1IjogIkFRQUILf
X0sICJOeXBlIjogIklkZW50aXR5Q3J1ZGVudGlhbCIsICJjcmVkZW50aWFsU3ViamVjd
CI6IHsiX3NkIjogWyJFVZFVMGVNcWE1bUdjYn10VDVTLWtBdWJjRWpZRVV3UmtYbHUyd
kM1bDIwIiwgIkZFeC1JVEhONDFJOF9]jbjBTUyTodmIMbmVYX1JHbEpVXZzhvMnhSTmhmZ. 1UHEPtLLUXOT51jH3gg-3C-ZidWzsB9Un-VxmM
VdQtTbLLhwDTB6HJtt15p43yCXTzdpiZxtDI6fr07Tp0Dy_Umg3Q5_FxFj4WHnsVuVzu
ASU8cF1GP16xgHID3w1G2hqepBS8DyQ5bA_p5kN_tKJVoP1xWhcQujRJBKKEKQsRia4F
hrB1d18f41wgu_ipPgh1Ix4BVI7GJC1ZNx94nWPT7JUFkI6Y6JkahLf3S6gBOMxtmLAe
YOqkuz8VeOZNf1l_CDog55kVTkArorfoL6D6TEJI__ -w6YyUOPnIRJXJOwrYfoyhN18LK
AP38QYMpdR7z_rsvHpQHzFAPTmevnHDg

~ ["GOO0r26n0-iW50ZcAoOilFw",

["cS1bR135i0NjhsouMxrjjg",
["oHDt43Vwuhpo8mzaprgCcw" ,

["rGcOKtY6WmflywTTKEWIEQ",

~ ["pGQMQx-2tH2XwC_eQCFn4g",

["TI15M8G5UIXPiWNZ-VLYBA",

"given_name", "Max"]
"family_name", "Mustermann"]

"email", "mustermann@example.com"]

"street_address", "Musterstr.
"locality", "Berlin"]
"COuntry", “DE"]

23"]



SD-JWT in 5 Simple Steps

eyJhbGci0iAiUIMyNTYiLCAia21kIjogImNBRU1VcUowY21MekQxa3pHemhlaUJhZzBZ
UkF6VMRSZnhOMjgwTmdIYUEifQ.eyJpc3MiOiAiaHROCHM6LY91eGFtcGx1LmNvbS9pc. 1UHEPtLLUXOT51jH3gg-3C-ZidWzsB9Un-VxmM
VdQtTbLLhwDTB6HJtt15p43yCXTzdpiZxtDI6fr07Tp0Dy_Umg3Q5_FxFj4WHnsVuVzu
ASU8cF1GP16xgHID3w1G2hqepBS8DyQ5bA_p5kN_tKJVoP1xWhcQujRJBKKEKQsRia4F
hrB1d18f41wgu_ipPgh1Ix4BVI7GJC1ZNx94nWPT7JUFkI6Y6JkahLf3S6gBOMxtmLAe
YOqkuz8VeOZNf1l_CDog55kVTkArorfoL6D6TEJI__ -w6YyUOPnIRJXJOwrYfoyhN18LK
AP38QYMpdR7z_rsvHpQHzFAPTmevnHDg

~WyJHTZzByMjZuTy1pVzUwWmNBbO9pbEZ3IiwgImdpdmVuX25hbWUiLCAiTWF4I10
~WyJju2xiUjEzNWkwTmpoc291TXhyampnIiwgImZhbWlseVOuYW11IiwgIk11c3R
1cm1hbm4iXQ
~WyJVSERONDNWd3VocG84bXphcHJNQ2N3TiwgImVtYWlsIiwgIm11c3R1cm1hbm5
AZXhhbXBsZS5jb201iXQ
~WyJyR2MwS3RZN1dtZmx5d1RUSOVXSUVRIiwgInNOcmV1dF9hZGRyZXNzIiwgIk1
1c3R1cnNOci4gMjMixQ
~WyJWRTFNUXgtMNRIM1h3Q191UUNGbjRnIiwgImxvY2FsaXR5IiwgIkJlcmxpbiJ
d

~WyJUSTETTThHNVVJeFBpV05aLVZMWUJBIiwg ImNvdW50cnkilL CAIREUiXQ

— Done!



Issuer

SD-JWT Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures
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Verification

Verify SD-JWT signature
Hash over disclosed Disclosures

Find hash digests in SD-JWT

Replace disclosed claims in SD-JWT
Check holder binding, if required.

Done!



(Selected) Changes since -02

e Nested disclosures allow for arbitrary granularity for selectively disclosable
claims
e W3C VC-Data-Model credential with JSON-LD

e Improved various parts of the spec:
o Concepts section,

Security & Privacy Considerations,

Discussion on Holder Binding,

Context in Introduction,

Discussion on Canonicalization,

etc.

o O O O O



Discussion Points for -04

e Media Types
e Selective Disclosure of elements in the arrays
o SD-JWT with JWS using JSON serialization



Media Types

e As an identifier to signal it is an SD-JWT, since processing rules are different from JWS/JWT

e Tobeusedin
o HTTP requests and responses
o  typin the Header of an SD-JWT
m  Payload of an SD-JWT can be any JSON.
W3C VC WG expected to define a media type for a payload (cty)
o  ctyinthe Header of JWE
e Proposals/ideas:
o  For the HTTP requests and responses, define sd-jwt-issuance and sd-jwt-presentation?
o  Forthe typ JOSE Header, define sd-jwt media type?
o  For general purpose, define +sd-jwt media type structured suffix?

GH Issues #236, #74; PR #229


https://github.com/oauth-wg/oauth-selective-disclosure-jwt/issues/236
https://github.com/oauth-wg/oauth-selective-disclosure-jwt/issues/74
https://github.com/oauth-wg/oauth-selective-disclosure-jwt/pulls

Selective Disclosure for Individual Array Elements

Does the WG believe this feature is needed?
Some use cases for SD in arrays:

e Multi-value claims, like “nationalities”

e Selectively releasing a subset of the “evidence” documents supporting identity
claims

e Using one holder binding method without releasing data for the others (e.g.,
release biometrics, but not public key)

GH Issue #194



https://github.com/oauth-wg/oauth-selective-disclosure-jwt/issues/194

Selective Disclosure of elements in the arrays?

Two approaches how this could be done, if the WG agreed the feature is needed:

Approach 1:

New leading element indicates array of SD digests.

"nationalities": [
ll_sd n ,
"7pHe1uQ5uSClgAxXdGOE6dKNBgXcxEO1zvoQO9E5Lr4™,

"9-VdSnvRTZNDo-4Bxcp3X-VI9VtLOCRUKR60LWZQ1811"

]

Approach 2:

"nationalities": [
"_sd:7pHe1uQ5uSClgAxXdGOE6dKNBgXcxEO1zvoQO9ES5Lr4",
"_sd:9-VdSnvRTZNDo-4Bxcp3X-VIVtLOCRUkR60LWZQ1811"

String with defined prefix indicates SD hash.




SD-JWT with JWS using JSON Serialization?

Some use cases require JWS JSON serialization.
Example: ETSI JAdES signatures.

Proposal: Introduce JWS JSON serialization format for SD-JWT as optional
feature (won'’t be a breaking change)

GH Issue #198



https://github.com/oauth-wg/oauth-selective-disclosure-jwt/issues/198

SD-JWT with JWS using JSON serialization?

{ Payload as in SD-JWT

"payload": "eyJpc3MiOiAiaHROcHM6L. . .ZONGpUOUYySFpRIN19fQ",

"protected": "eyJhbGciOiAiRVMyNTYifQ",

"header": {

"kid": "e9bc097a-ce51-4036-9562-d2ade882db0d"

},

"signature": "mcndQ15m-4FbIzyfB...U2ZX7g",

"disclosures": [
"WyJkcVR2WE14UzBHYTNEb2FHbmU5eDBRIiwgInN1YiIsICJgb2huX2RvZV80MiJd",
"WyIzanFjYjY3ejl3a3MwOHp3aUs3RX1RIiwgImdpdmVuX25hbWUilLCAiSm9obiJd",
"WyJxUVdtakpsMXMxUjRscWhFTkxScnJ3IiwgImZhbWlseVOuYW11IiwgIkRvZSJd"




Unlinkability and Hash-based Selective Disclosure?

Inherent problem: Colluding verifiers can identify same user.
Solution: SD-JWTs are cheap!

e Issuerissues many SD-JWTs to Holder with same claims
e Holder uses a fresh SD-JWT per Verifier

0
so- |y Verifier 1
JWT \ )
L 7
0
SD- .
Issuer SD- Holder swr —P» Verifier 2
JWT 7
L 7
SD- )
JWT .
,* Verifier 3

~—_ @@



Cryptographic Agility

SD-JWT does not prescribe any algorithms.

Signature Algorithm: All JOSE algorithms
Post-Quantum: see [draft-ietf-cose-post-quantum-signatures]

Hash Algorithm: Default SHA-256, algorithm identifier in SD-JWT



Compatibility

e Can be used with any JSON-based data format
o W3C-VC Data Model
o  OpenlID Connect for Identity Assurance (OIDC4I1A)

e Flexibility regarding holder binding
o External signature
o Key distribution

e Makes no assumptions on the transport protocol
o E.g., OIDC4VC



Available, Testable, Auditable

All examples in specification generated via reference implementation: fjjwzr:d:;jwii"JWT

oauthstuff/draft-selective-disclosure-jwt (Python) user_claims,

issuer,

. . o ISSUER_KEY,
tooling might be separated into IR [

another GH repo in the future iat,

exp,

Independent open-source implementations:

Kotlin: IDunion/SD-JWT-Kotlin
Rust: kushaldas/sd_jwt
TypeScript: christianpaquin/sd-jwt
TypeScript: chike0905/sd-jwt-ts
Typescript: OR13/vc-sd-jwt NEW
Java: authlete/sd-jwt NEW



https://github.com/oauthstuff/draft-selective-disclosure-jwt
https://github.com/IDunion/SD-JWT-Kotlin
https://github.com/kushaldas/sd_jwt
https://github.com/christianpaquin/sd-jwt
https://github.com/chike0905/sd-jwt-ts
https://github.com/OR13/vc-sd-jwt
https://github.com/authlete/sd-jwt

