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Background

O Currently, Source address spoofing is one of the important security threats to the
Internet.

O The existing solutions are mainly some single-point methods, which have the following
problems [

* Lack of network-level view

* Brings challenges to recall, accuracy, and timeliness
* Makes source tracing difficult

* Others

O If network routers run the source address validation (SAV) mechanism to check the
validity of the packet.

] Enahles the network tao have the ahilitv of nroactive defense based on SAV
The first step : the network should have the ability of proactive awareness




Architecture

O The network proactive threat awareness architecture
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1. Device has SAV-based threat awareness capabilities

2. Threat data collected by the center can be merged with data obtained from other single-
point methods to provide a more accurate global view of cyber threats

3. The architecture has no strict requirements for SAV deployment and accuracy guarantees
of SAV rules



Use cases

Some SAV use cases for network proactive threat awareness:

O Use case 1: Security Situational Awareness

* Network devices proactively detect attack packets with spoofed source addresses
and report threat data to security analysis centers

* Get more accurate, complete, and real-time threat information

O Use case 2: Security Services for Customers
* Provide warnings
* Provide different service levels



Use cases

O Use case 3: Attack Source Tracing
* O&M and troubleshooting costs are reduced

* Near source filtering blocks attack traffic, and thus minimizes the effects of the attack
to the network

O Use case 4: Entire Network Security Planning

* Help to learn the main types of attacks, attack frequency, and vulnerability points in
the network

* Provide reference for entire network security planning



Deployment Considerations

O The phased deployment strategy reduces the risk of network incidents

Phase 2

Phase 3

Phase 1

* Only focus on threat °
awareness based on
SAV

Take threat elimination
actions explicitly instructed

by operators or the security
analysis center

* Automatic proactive
defense system



Thanks [



Requirements for Networks

O Network routers should be able to automatically generate accurate SAV rules to form
a complete SAV table

O SAV rules should be generated based on the interface's source prefix blacklist or
prefix-based interface permission list

O A tool should be provided to implement remote configuration of SAV rules.

O Routers can check packets with spoofed source addresses in real time based on the
SAV table and proactively report statistics and packet information.
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