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p Main idea
u Origin AS advertises its preferred AS paths to 

other ASes by RPDP messages

u Other ASes learn the incoming directions of 
the origin AS through received RPDP messages

p The illustration of RPDP process
u AS1 selects AS paths [AS1, AS3, AS4] and [AS1, 

AS5, AS6, AS4] to P4

u AS1 sends RPDP messages hop by hop to tell 
AS4 the paths

u AS4 learns that AS3 and AS6 are valid 
incoming directions for P1, and all other 
neighbors are invalid P1

Relationships of AS4 and its neighbors: 
any one of c2p, p2c, or p2p

Accept P1 from 
AS3 and AS6

Block P1 from 
all other neighbors

RPDP message

Real Path Discovery Protocol (RPDP)
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SAV Open Playground（SAVOP）
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p A development and simulation platform for new SAV technologies

p An experimentation environment for network operators to test their 

configuration

p A web application that helps networking professionals understand different 

SAV mechanism

p An education platform for students to learn about SAV



SAVOP Architecture
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SAV Agent with BIRD
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SAV Agent and SAV App
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SAV Agent

SAV Apps

EFP-uRPF

BAR-SAV

RPDP

……

SAV Information Base

IPtables Command 
Executer p SAV Agent and SAV App use APIs to communicate 

by passing JSON messages

p SAV App guides what information within the SIB 
will be used and how to use the information to 
generate SAV rules

p SAV Agent uses SAV Information Base (SIB) to 
consolidate SAV-related information from various 
sources, e.g., RPDP, RPKI ROA objects and ASPA 
objects. Based on the SIB and SAV App, it will use 
iptables to enable SAV rules and perform SAV in 
the dataplane
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Experiment with SAV Agent and BIRD
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Demo for RPDP Implemented on SAVOP

p Network Model 1：https://ki3.org.cn:45679/#/sav?id=62b075de-41e9-4d2e-
b458-db5d84f8ee2a

p Network Model 2：https://ki3.org.cn:45679/#/sav?id=4f69374c-df10-4a59-
af46-d9fc7a9ddf81

p The nodes, RIB, FIB, SIB in Network Model 1 are listed below 

Part of RIB on the node 1

Nodes of network model 1

Part of SIB on the node 1

FIB on the node 1

https://ki3.org.cn:45679/#/sav?id=62b075de-41e9-4d2e-b458-db5d84f8ee2a
https://ki3.org.cn:45679/#/sav?id=4f69374c-df10-4a59-af46-d9fc7a9ddf81
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SAVOP Development Plan

p Support various communication techniques between SAV Agents

u Routers: BIRD, Quagga, Huawei, H3C, Cisco, etc.

u Protocols: BGP, OSPF, ISIS, RIFT, gRPC, etc.

p Support various SAV mechanisms

u RPDP, strict uRPF, loose uRPF, FP-uRPF, VRF uRPF, EFP-uRPF, BAR-SAV, etc.



11

SAVOP

We have open-sourced our codes and welcome to try!
https://github.com/SAV-Open-Playground/savop
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Thanks!


