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IETF 116 TEEP Hackathon

● Date March 25 Saturday, 26 Sunday 
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Objective and Plan

● Objective
○ Refine the draft from issues found in the implementation 

● Action Item list

● Work on implementations
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Clarification of cnf recently added to Query Response

Only for Japan member
● After the consideration of compromised TEEP Agent discussion, the cnf was added to 

the Query Response.

● PR

https://github.com/ietf-teep/teep-protocol/pull/321

● The cnf will contains the hash value of public key of the TEEP Agent.

● Among only Japan member, was not sure whether cnf only contain the hash value of 

TEEP Agent or both TEEP Agent and Verifier.

● No, it was misunderstanding. The cnf only contains hash value of TEEP Agent
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Compromised Broker and keys in multiple TEEP-Agents on SGX

● Initial discussion was compromised Agent.

https://github.com/ietf-teep/teep-protocol/issues/310

● The TEEP Broker may be compromised but the TEEP Agent itself is 

protected by SGX.

● When TEEP Broker is compromised, it may have multiple TEEP 

Agent instances in the same SGX chip.

● Conclusion was we only consider compromised Broker and not Agent 

in the TEEP design.

● The key pairs are different in different SGX chip which do not 

contradict with the TEEP design. 6

https://github.com/ietf-teep/teep-protocol/issues/310


Clarification of token and challenge in TEEP Messages

● This topic was resolved once at IETF 110. Revisiting.
● Decision was made to use either of token or challenge at IETF110.

● Always having token may make TAM implementation easier.

● Keep it as it is, and do not change the draft.
● If using timestamp for the freshness, able to reuse AR in QueryResponse.
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Synchronizing cddl definitions between md file and cddl files

● Raised between IETF 113  March and IETF 114 July 2022 when 
attempting cddl syntax check before submitting the draft

https://github.com/ietf-teep/teep-protocol/issues/208
● The downloading dependent cddl files were fixed between IETF 114 

and  IETF 115 hackathon.
● The cddl syntax check command in Makefile was added at IETF 115 

hackathon.
● When updating md file, it is burden to manually making the same 

changes to cddl files without making mistakes.

● Updating Makefile to extract cddl file from md file.
● Do not require updating cddl file manually anymore.

https://github.com/ietf-teep/teep-protocol/pull/322
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9

Benefit of CBOR in TEEP (1/2)
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Smaller binary 

than JSON

Benefit of CBOR in TEEP (2/2)



Started downloading dependent CDDL files with wget/curl

11



Added CDDL Syntax check with Carsten’s CDDL tool
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● Added command ‘validate-teep-cddl’ in Makefile
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TEEP with Passport model Verifier
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Demo (2/3) ARM OP-TEE
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TEEP Broker
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TEEP with Passport model Verifier on SGX
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Demo (3/3)



TEEP SUIT EAT demo

Come to Hackdemo!

18:30 27th Monday, room G304  
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Appendix
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Items to tackle at Hackathon

● Clarification of cnf recently added to Query Response

https://github.com/ietf-teep/teep-protocol/pull/321

● Compromised Broker and keys in multiple TEEP-Agents on SGX

https://github.com/ietf-teep/teep-protocol/issues/310#issuecomment-

1467297393

● Token and Challenge coexistence in TEEP Messages, from IETF110

https://github.com/ietf-teep/teep-protocol/issues/127

● Easy synchronization of cddl definitions between md file and cddl files.

https://github.com/ietf-teep/teep-protocol/issues/208
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