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Objective and Plan

e Objective
o Refine the draft from issues found in the implementation

e Action Item list

e Clarification of cnf recently added to Query Response
https://qithub.com/ietf-teep/teep-protocol/pull/321

e Compromised Broker and keys in multiple TEEP-Agents on SGX
https://github.com/ietf-teep/teep-protocol/issues/310#issuecomment-
1467297393

¢ Token and Challenge coexistence in TEEP Messages, from IETF110
https://qithub.com/ietf-teep/teep-protocol/issues/127

e Easy synchronization of cddl definitions between md file and cddl files.
https://qgithub.com/ietf-teep/teep-protocol/issues/208

e Work on implementations




Clarification of cnf recently added to Query Response

Only for Japan member
e After the consideration of compromised TEEP Agent discussion, the cnf was added to

the Query Response.
e PR

https://github.com/ietf-teep/teep-protocol/pull/321

The cnf will contains the hash value of public key of the TEEP Agent.

e Among only Japan member, was not sure whether cnf only contain the hash value of

TEEP Agent or both TEEP Agent and Verifier.

+ The Attestation Result must first be validated as follows:

Verify that the Attestation Result was signed by a Verifier that the TAM trusts.

1.

2. Verify that the Attestation Result contains a "cnf" claim (as defined in {{
the key ID is the hash of the TEEP Agent public key used to verify the signg
and the hash is computed using the Digest Algorithm specified by one of the
supported by the TAM (SHA-256 for the ones mandated in this document).
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® No, it was misunderstanding. The cnf only contains hash value of TEEP Agent



https://github.com/ietf-teep/teep-protocol/pull/321

Compromised Broker and keys in multiple TEEP-Agents on SGX

¢ Initial discussion was compromised Agent.
https://qgithub.com/ietf-teep/teep-protocol/issues/310
e The TEEP Broker may be compromised but the TEEP Agent itself is
protected by SGX.
e When TEEP Broker is compromised, it may have multiple TEEP
Agent instances in the same SGX chip.

——

e Conclusion was we only consider compromised Broker and not Agent
In the TEEP design.

e The key pairs are different in different SGX chip which do not
contradict with the TEEP design.



https://github.com/ietf-teep/teep-protocol/issues/310

Clarification of token and challenge in TEEP Messages

This topic was resolved once at IETF 110. Revisiting.
Decision was made to use either of token or challenge at IETF110.

OPEN #127: Use of token vs challenge in
QueryRequest

query-request = [ ..
? token => bstr .size (8..64),
? challenge => bstr .size (8..64),

The token is not needed when the attestation bit is set in the data-item-requested value. The size of
the token is at least 8 bytes (64 bits) and maximum of 64 bytes, which is the same as in an EAT Nonce
Claim

* Intent was:
« token is present iff attestation bit is clear (used in response token)
» challenge is only allowed if attestation bit is set (used in evidence)

* Currently have separate CBOR label values
* QUESTION: Should we combine them into one label?

Always having token may make TAM implementation easier.

- =

Keep it as it is, and do not change the draft.
If using timestamp for the freshness, able to reuse AR in QueryResponse.
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Synchronizing cddl definitions between md file and cddl files

Raised between IETF 113 March and IETF 114 July 2022 when

attempting cddl syntax check before submitting the draft
https://qithub.com/ietf-teep/teep-protocol/issues/208

The downloading dependent cddl files were fixed between IETF 114

and IETF 115 hackathon.

The cddl syntax check command in Makefile was added at IETF 115

hackathon.

When updating md file, it is burden to manually making the same

changes to cddl files without making mistakes.

——

Updating Makefile to extract cddl file from md file.
Do not require updating cddl file manually anymore.
https://qithub.com/ietf-teep/teep-protocol/pull/322



https://github.com/ietf-teep/teep-protocol/issues/208
https://github.com/ietf-teep/teep-protocol/pull/322

Benefit of CBOR in TEEP (1/2)

CBOR H/){AF—(C123FT (1/2)

® TEEP query-response Ol ® Diagnostic Notation

/ query-response = /

® CDDL (Concise Data Definition Language) T, type : TEEP-TYPE-query-response — 2 (uint (0.23)) /
/ options : /
query-response = [ {
type: TEEP-TYPE-query-response,
options: {
? token => bstr .size (8..64),
? selected-cipher-suite => suite,
? selected-version => version,
? evidence-format => text, cted-versior
? evidence => bstr, 7+ evidance = 7 {maplar)
? tc-list => [ + tc-info ], Entity Attestation Token /
? requested- ‘- ]
2 unneeded- 2 / type : TEEP-TYPE-query-response = 2 (uint (0..23)) / ‘ _
? ext-list => / options : / 1 gucbouz]gc?geegft'-;d )
* $$query-r. |
* $$teep-op 20 : Oxa0ala2a3ad4ababa7a8a%9aaabacadaeaf,
b / token = 20 (mapkey) : 1/ component:id =
] h'a0alaZa3ad4ababa7aBa%aaabacadaeaf (bstr .size (8..64)), oonocodoeor]
given from TAM's QueryRequest message /

20 : Oxa0ala2a3adaSaba7aB8a%aaabacadaeaf,

/ token = 20 (mapkey) :
h'aDala2a3a4aSaba7aBa%9aaabacadaeaf (bstr .size (8..64)),
given from TAM's QueryRequest message /

5: 1, /selected-cipher-suite = 5 (mapkey) :
1 EEP-AES-CLM-16-64-128-HMACZ56--256-X25519-EdD5A =
1 (.within uint .size 4) /

6 : 0, /selected-version = 6 (mapkey) :




Benefit of CBOR in TEEP (2/2)

CBOR HNAFU—ICRBET (2/2)

® Binary Representation ® JSON TZEHA(161%) 259 Bytes
82 # array(2) 20580A202020322C0A2020207B0A20202020203230203420307861306131613261336134
02 # unsigned(2) uint (0..23) 613561366137613861396161616261636164616561662C0A202020202035203A20312C0A

202020202036203A20302C0A202020202038203A205B0A20202020202020780A20202020

Af 4 :ma'.)(s) 4(20) uint (0..23 20202020203136203A205820307830303031303230333034303530363037303830393061
unsigned(20) uint (0..23) 30623063306430653066205D0A202020202020207D2C0A20202020202020780A20202020
4F # bytes(16) (8..64) 20202020203136203A20582030783130303130323033303430353036303730383039306 1
AOA1A2A3A4A5A6A7ABA9AAABACADAEAF 30623063306430653066205D0A202020202020207D0A2020202020202020205D0A202020
05 # unsigned(5) uint (0..23) 20207D0A205D0A
01 # unsigned(1) .within uint .size 4
06 # unsigned(6) uint (0..23) ® CBOR TZEHi(161##) 63 Bytes
00 # unsigned(0) .within uint .size 4
07 # unsigned(7) uint (0..23
. E”:.i'g:ft ( t)tlf'” i ; ) 8202A5144F AOATA2A3A4ASAGATABAOAAABACADAEAF050106000882814F00010203040506
ntity Attestation Token 0708090A0BOCODOEOF814F 100102030405060708090A0BOCODOEOF
08 # unsigned(8) uint (0..23)
82 # array(2)
81 # array(1) 1 .
4F # bytes(16) j Smaller binary 1
000102030405060708090A0BOCODOEOF 1 than JSON [
81 #array(l) e e -
4F # bytes(16)

100102030405060708090A0BOCODOEOF
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Started downloading dependent CDDL files with wget/curl

My procedure of cddl tool usage (1/2)

(1) Install cddl tool

COSE_Sign _Tagged =98
COSE_Sign1 _Tagged =18
COSE_Mac Tagged =97
COSE_MacO_Tagged =17

PP R e

4) Run cddl tool 16

cdd| check-draft-ietf-teep-protocol.cddl generate




Added CDDL Syntax check with Carsten’s CDDL tool

e Added command ‘validate-teep-cddl’ in Makefile

To check syntax cddl syntax in TEEP file and not suit which is useful during debugging teep by using only
QueryRequest which do not contain SUIT part.

make validate-teep-cddl

.PHONY: validate-teep-cddl

validate-teep-cddl: $(CONCATENATED CDDL) ../cbor/query request.diag.bin
cddl $(CONCATENATED CDDL) validate ../cbor/query request.diag.bin
@echo "Success: QueryRequest message matches TEEP Protocol CDDL"
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TEEP with Passport model Verifier
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TEEP with Passport model Verifier
Demo (2/3) ARM OP-TEE
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TEEP with Passport model Verifier on SGX

ken@prc: ~fteep_i

Fil v 3 Terminal Help File Edit View Search Terminal Help
D e m O ntel SGX TEEP Agent', 8: {3: b'\xc3\xed4\xb2\xe3\xe8\x7f\xccj\x99\x83\x1b\x97\xcc

\x84\xba\xedl/\x8b\xc5\xfO\xecQ\xc7a\xd859\xad\xde\xcb\x0f'}, 108: b'L}|\xf7\xe8G / QueryResponse = / [
Fj', 256: b'\x81\x98\xF5\n0\xf6\xcOXa\xc8\x86\r\x13\xa68\xea', 258: b'\x89H#',6 2 / type : [ 2,
59: b'T\x9d\xce\xcc\x8b\x98|s{D\xe4\x0f |c\\\xe8', 260: [b'1.3.4', 1], -76000: b' / options : [ {
\x15\xF3f\x1fXx\x05\xc2\x19\xde#BR \x8c"\x82"'} / selected-teep-cipher-suite / 5 : [[ / mechanis / 18 [/ (COs gnl), / algori
INFO 2023-03-26 04:48:55,675 - 127.0.8.1 - - [26/Mar/2023 ©4:48:55] "POST /verif thm_id: / -7 / (Es256) / 1],
y HTTP/1.1" 260 - / attestation-payload / 7 : h'd28443a10126a1044333303158e8ac19010978416874747073
INFO 2023-03-26 04:50:38,664 - 127.0.8.1 - - [26/Mar/2023 ©4:50:38] "GET /[verify 3a2f2f64617461747261636b65722e696574662e67726727646f632f68746d6c2f64726166742d696574
HTTP/1.1" 200 - 662d746565702d70726F746763676c2d3132016e4e6169766520566572696669657208a1035820c3e4b2
DEBUG 2023-03-26 04:50:39,668 - cose unprotected:{4: b'102'} e3e87fcc6a99831b97cc84baed4a2f8bc5foec51c761d83539addech0fPa484559999185971a69190100
DEBUG 2023-03-26 04:58:39,672 - evidence:{265: 'https://datatracker.ietf.org/doc 500198f50a4Tf6c05861c8860d13a638ea1901024389482319010350549dcecc8b987¢c737ba4e40f7c63
/html/draft-ietf-teep-protocol-12", 1: 'Intel X TEEP Agent', 8: {3: b'\xc3\xe4 5ce81901048245312e332e3401330001116750276c5aaec4f75c58fd4803de3843a311041a641Fdd2fes
\xb2\xe3\xe8\x7f\xccj\x99\x83\x1b\x97\xcc\x84\xba\xedl /\x8b\xc5\xfa\xecQ\xc7a\xd 1a641fcf1f061a641fcf1f5840508e559561e23d747ac4ef35129079d4c38e0522a74d6acfc66619062e
859\xad\xde\xcb\x0f'}, 18: b'EY\x99\x91\x85\x97\x1al', 256: b'\x01\x98\xF5\n0\xf fcobB46df8f78bee768de72a2e2578361bfoff74aa618d7450f53absa3714dc78e620f",

, 258: b'\x89H#"', 259: b'T\x9d\xce\xcc\x8b\x98|s{ / requested-tc-list [/ 14 : [

260: [b'1.3.4", 1], -70080: b"'1Z\xae\xc4\xF7\\X\xFdH\x03\xd {
/ component-id / 16 [h'737569742d656e636c6176652d68656c6c6T2e73756974
'https://datatracker.ietf.org/doc/html/draft-ietf-teep-protocol-12", 1: 'I | tc-manifest-sequence-number / 17 : 1,

SGX TEEP Agent', 8: {3: b'\xc3\xe4\xb2\xe3\xe8\x7f\xccj\x99\x83\x1b\x97\xcc / have-binary / 18 : false
\x84\xba\xedJ/\x8b\xc5\xfo\xecQ\xc7a\xd859\xad\xde\xcb\x0f'}, 10: b'EY\x99\x91\x
85\x97\x1al', 256: b'\x81\x98\xf5\n0\xf6\xcOXa\xc8\x86\r\x13\xa68\xea', 258: b'\
x89H#', 259: b'T\x9d\xce\xcc\x8b\x98|s{D\xe4\x0f |c\\\xe8"', 260: [b'1.3.4", 1], -
70000: b"'1Z\xae\xc4\xf7\\X\xfdH\x83\xde8C\xa3\x11"}

INFO 2023-03-26 04:50:39,673 - 127.0.08.1 - - [26/Mar/2023 04:50:39] "POST /verif
HTTP/1.1" 200 -
ﬁ main : Send TEEP/HTTP POST request.
HTTP http://127.0.0.1:8888/api/tam_cose POST

Terminal Help RECEIVED:
[ 5, Map(1) { 20 <Buffer 1e aa aa / Updat Il
4b 68 44 7b 68> } ] at <anonymous> (/usr/src/app/routes/apis.js:195:17) / type : [ 3,
TAM ProcessTeepMessage instance at te / options : {
epImplHandler (/usr/src/app/routes/apis.js:49:14) / token / 20 : h'leaaa04b60447b68
TEEP-Protocol:parse at parse (/usr/ / manifest-list / 10 : [
src/app/teep-p.js:152:12) <<
{ / SUIT_Envelope = / {
) ! authrnticatian wrapper [ 2: << [
<Buffer le aa a® 4b 60 44 7b 6 / digest: / <
TOKEN: <Buffer le aa a@ 4b 60 44 7b 6 / algorlthﬂ id: / -16 / SHA-256 /,
at parse (/usr/src/app/teep-p.js:155:12) / digest-bytes: / h'c419da5dff4175651b95019e573790549d7F2ddcd16494b466
object at parse (/usr/src/app/teep Df712391ff11b4’
-p.js:156:12) 1 >>
*parseSuccessMessage at parseSucces
sMessage (/usr/src/app/teep-p.js:322:12)
<Buffer 1e aa a@ 4b 60 44 7b 68> a
t parseSuccessMessage (/usr/src/app/teep-p.js:324:12)
undefined at parseSuccessMessage ( / ‘-‘"P""t“tfdv /1
fusr/src/app/teep-p.js:329:12)
TAM ProcessTeepMessage response at te / Pﬂylﬂﬂd’ / null,
:pImleandlrr (/usr/src/app/routcs/apls.]s 52:14) /| signature: / h'b%a2d44d27e749a77ddb41d1c889f6f1266ecal9036f14f9102b6
6TH 1 - WARNING: Agent may sent invalid conte fae?azldeam59325h21320d4247b89b6df3<2aasafae}‘/?sfca}?bfeasdz161033&9(213%‘
nts. TAM rrsponses nuu. at trepINleandlrr (fusr/src/app/routes/apis.js:56:17) N>
Response from TAM / Content-length: 1 >>
undefined statusCode: 204 at <anonymous> (/usr/src/app/routes/apis.js:242:11) / Namfest(verified) /3t << {
/ manifest-version / 1: 1,




TEEP SUIT EAT demo

Come to Hackdemo!

18:30 27th Monday, room G304
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Appendix



ltems to tackle at Hackathon

e Clarification of cnf recently added to Query Response
https://github.com/ietf-teep/teep-protocol/pull/321

e Compromised Broker and keys in multiple TEEP-Agents on SGX
https://github.com/ietf-teep/teep-protocol/issues/310#issuecomment-
1467297393

e Token and Challenge coexistence in TEEP Messages, from IETF110
https://qithub.com/ietf-teep/teep-protocol/issues/127

e Easy synchronization of cddl definitions between md file and cddl files.
https://qithub.com/ietf-teep/teep-protocol/issues/208
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