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Existing ECDHE and ECDSA encodings in TLS 1.3
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— Two problems: The encodings used in the ECDHE groups secp256r1, secp384r1, and secp521r1 and the 
ECDSA signature algorithms ecdsa_secp256r1_sha256, ecdsa_secp384r1_sha384,  and 
ecdsa_secp521r1_sha512  have significant overhead and the ECDSA encoding produces variable-length 
signatures.

— The document defines new optimal fixed-length encodings and registers new ECDHE groups and ECDSA 
signature algorithms using these new encodings.

— The encoding are defined as a subset of the bytes in the current encodings. This makes interoperable 
implementations easy.

— The new encodings have the same security properties and requirements as the old encodings. 

— The new encodings reduce the size of the ECDHE groups with 33, 49, and 67 bytes and the ECDSA 
algorithms with an average of 7 bytes.

— When secp256r1_compact and ecdsa_secp256r1_sha256_compact  are used as a replacement for the the 
old encodings they reduce the size of a mutually authenticated TLS handshake with on average 80 bytes.

— These new encodings also work in DTLS 1.3 and are especially useful in cTLS.
— The alternative to do something cTLS specific seems worse.
— Many IoT devices want to continue using P-256 and ECDSA.



Compact ECDHE Encoding
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Given a UncompressedPointRepresentation structure

the legacy_form and Y field are omitted to create a CompactRepresentation structure.

For secp256r1 the UncompressedPointRepresentation is 65 bytes and the CompactRepresentation
is 32 bytes, saving of 33 bytes.



Section on Implementation Considerations

— The y-coordinate does not affect 
the shared secret but it is needed 
for point validation.

— The y-coordinate might also be 
needed for combability with APIs.

— Compact representation have no
disadvantages compared to point 
compression where the sign bit is 
included.

— To my knowledge, there has never
been any patents on compact 
representation.



Compact ECDSA Encoding
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Given a variable-length DER-encoded ECDSA-Sig-Value structure

the SEQUENCE type, INTEGER type, and length fields are omitted and if necessary, the two 
INTEGER value fields are truncated (at most a single zero byte) or left padded with zeroes to the 
fixed length L.

For secp256r1 the ecdsa_secp256r1_sha256 example is 71 bytes and the 
ecdsa_secp256r1_sha256_compact signature is 64 bytes, saving 7 bytes.



New IANA Registrations
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— Three new ECDHE groups for
P-256, P-384, and P-521

— Three new signature algorithms 
for P-256, P-384, and P-521


