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Tracing in IPv6 VPN Tunneling Networks

In the case of VPN, an example as shown in Figure 1, where CE1 and CE2 are IPv4 ( could also v6), an IPv6
tunnel exists between PE1 and PE2, and all the nodes belong to a single network operator.

For diagnostic purposes, CE1 sends out an IPv4 packet with its TTL set to a value. The IPv4 packet is
encapsulated within the IPv6 tunnel at PE1. The TTL of the IPv4 packet will be copied, based on which a new
value will be set as the Hop Limit in the outer IPv6 tunnel header.

The new Hop Limit value depends on the mode configured on PE1, i.e., Uniform mode or Pipe mode [RFC3443].

If it is the Uniform mode, the Hop Limit will be the TTL value in the received packet minus one. When an
intermediate router P decrements the Hop Limit in the outer tunnel header to zero, an ICMPv6 Time Exceeded
Message needs to be sent back to the source, which should be the CE1 via PE1.

If it is the Pipe mode configured on PE1, the Hop Limit will be set to be the maximum value (e.g., 255). In this
case, when an intermediate router P decrements the Hop Limit in the outer tunnel header to zero, it means
that the routing loop has happened, and this packet needs to be dropped.

* Therouter P only sees HL =0, so it needs a mechanism to determine whether HL = 0 is caused by a loop or a normal traceroute.

Uniform mode: outer HL = inner TTL- 1
Pipe mode: outer HL is set to Max (255)
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Figure 1. The tracing in IPvé VPN tunneling networks


https://www.rfc-editor.org/info/rfc3443

Necessary information and mechanism are needed

* In order to construct a correct ICMPv4/v6 Time Exceeded Message at PE1 and send it to
CE1, the following key information is required:

1) The IPv4/v6 address of the access interface at the P node, which will be taken as the source
address of the ICMPv4/v6 Time Exceeded Message.

* If the P node does not have an IPv4 address, the IPv4 address of the PE1 will be taken as the source address of the
ICMP(v4) message.

2) The VPN information, which is used to identify the VPN, either using the VPN ID or the Access
Interface ID at the PE1.

* However, currently this information is missing and an appropriate way is desired to
collect and carry it to the right nodes.

* A mechanism for the router P to determine whether HL=0 is caused by a loop or a
normal traceroute is also needed.
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Updates since last IETF

e 4443 is referenced, but that's a MPLS tunneling document.
For IPv6 tunneling you might want to look at RFC 2473.

-> RFC2473 is referenced, and the following text is added in the
Introduction.

“[RFC2473] defines the model and generic mechanisms for IPv6
encapsulation of Internet packets, such as IPv6 and IPv4.”


https://datatracker.ietf.org/doc/rfc2473/

* Your comments are welcomed.
We would like to ask for working group
adoption of this draft.



