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IPSec over SRvb

* Some customers in financial industry build their own backbone network and
use SRv6 to orchestrate service.

* Normally, SRv6 domain is considered secure(RFC 8754, RFC 8402, RFC 8986

* But financial data needs additional security. IPSec is used to encrypted the
data end to end in case of any intrusion in the backbone network

* SRH needs to be outside of encryption
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Existing BGP extension
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https://datatracker.ietf.org/doc/html/draft-ietf-idr-sdwan-edge-discovery
https://datatracker.ietf.org/doc/draft-ietf-bess-secure-evpn/

New Tunnel-type

* Tunnel Encapsulation Attribute:

* Tunnel-Type = ESP-Transport-Only-Payload
* [PSec SA Property Sub-TLV reuse draft-ietf-idr-

sdwan-edge-discovery-10:

* |Psec SA Nonce
* |PSec Public Key
* |Psec SA Proposal

* Add Tunnel Encap Attribute to VPN route
* Encrypt using ESP then encap into SRvo

[ETF 117 San Francisco

FototoFototoF-t-F-F-t-F-+
| Link MAC Header |
R T S i ST S

| Eth Type = IPv6 |

e s
| IPv6 Header |
| NextHeader=RH |

| IPv6 EH(SRH) |
| NextHeader = ESP |

e T i i +
| ESP Header |
F o e e e e e e e e - - +
| User IPv4/6 Payload |
F e s e e s s e e e st s e = +
| ESP Trailerx

e T i i +

ESP in SRv6 Packet


https://datatracker.ietf.org/doc/html/draft-ietf-idr-sdwan-edge-discovery

Next step

* Welcome more comments and discussion
 Not limited to SRv6?
* Merge with Secure EVPN?



