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Verifier:
• Verify proof on revealed messages
• Guarantees integrity and authenticity 

of the revealed messages + 
knowledge of a BBS signature created 
by the Signer 



BBS Updates: News from Accademia

New paper in EUROCRYPT2023 revisiting BBS [1].

 

[1] Tessaro, S., & Zhu, C. (2023, April). Revisiting BBS Signatures. In Annual International Conference on the Theory and Applications of Cryptographic Techniques (pp. 691-721). 
Cham: Springer Nature Switzerland.



Performance Improvements

Performance difference between draft-02 and draft-03

● Improved performance by 20% in Sign, 7% in Verify, 

50% in ProofGen and 25% in ProofVerify



BBS Updates: Ciphersuite Additions
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New additions

BBS Ciphersuite

Hash to Curve Suite

New Additions:
• A generators creation operation
• A message to scalar mapping operation
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Build with:
• A pairing friendly elliptic curve
• A Hash-to-Curve suite
• Some BBS Specific parameters
• Serialization functions



BBS Updates : Generators Flexibility

Elliptic Curve/ Curve 
Operations

Serialization

BBS Specific 
Parameters

Generators Creation

Message 2 Scalar

Create Generators Procedure

Hash to Curve Suite

La
ye

ri
n

g

Generators: 
• random, independent, distinct EC points
• Need one generator per message

Current Procedure: 
• Using hash_to_curve (in “feedback + counter mode)”
• Easily extent a set of already computed generators

Need for flexibility examples:
• Holder Binding -> use a distinguished point as a 

                             generator
• Blind Signatures -> use a set of pre-defined generators 

                               for the blinded messages
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Allowed Customization: 
• Allow ciphersuites to define new generators creation 

method.
• Optionally, return Issuer specific generators (the ones 

currently defined are global).

Generators Creation

Message 2 Scalar

Create Generators Procedure
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Message to Scalar Procedure 

Messages need to be mapped to scalars before 
signed

Current Procedure:
• Use hash-to-scalar (based on expand-message 

from h2c) to map octet strings into scalars
• Only accept octet strings as messages

Need for flexibility examples:
• Holder Binding -> one of the messages will be already a 

                             scalar (a sk belonging to the user).
• Predicate Proofs -> range proofs on signed scalars.
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Allowed Customization: 
• Allow ciphersuites to define new mapings, giving the 

ability to directly sign scalars.

Message to Scalar Procedure 



New Ciphersuite ID

<Hash-to-Curve-Suite>BBS_ <Create-Generators ID> <Message-to-Scalar ID>   <Extra Info> 

Newly added

❑ The generation-creation and message-to-scalar mapping define a unique ID
❑ Add those IDs to the Ciphersuite ID



Some More Updates

1. Kept test vectors on the core document for know. Will consider moving some of them.

2. Added new test vectors (using variable length messages, no-header/presentation header).

3. Updated Error handling (add the option to ABORT).

4. New KDF based on hash_to_scalar instead of HMAC (removed the need to directly use a hash).



Thank You!

Questions?


