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About COIN

 Computing in the Network (COIN) is a concept that aims at
deploying and using programs, based on computing
resources hosted in Programmable Network Devices
(PNDs).

— Such infrastructures could be integrated in edge computing or
5G slicing.

* A program works with several PNDs exchanging data over
secure communications.

* |n that context there is a need for security
— for intrinsic (infrastructure) COIN needs
— for programs running in COIN systems



Intrinsic COIN Security

* COIN should rely on fully encrypted
communications, what implies authentication
and keying mechanisms based on symmetric
or asymmetric secrets.

e Should COIN include billing mechanism ?



COIN Infrastructure Security
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COIN Program Security

* Programs could have security = 7 H tommms t
requirements. e
 For example the generation of | kM5 | | Server|
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* How to evaluate computing | COIN |
fees ? | [
| Client|
$-——— - +

5 /5



ldentity

|ldentity is used to identify and authenticate PNDs.

Identity knowledge should provide information about computing
resources and trust level.

An entirely distributed architecture could use asymmetric
cryptographic and certificates to identify participating PNDs and
associated computing resources.

Single tenant architectures will likely used symmetric cryptographic
algorithms and single authentication center. Secure data exchanges
could occur in a way similar to cellular network communications.

Multi tenant architectures should involve several authentication
centers. Secure data exchanges could occur in a way similar to
cellular network communications.



Single / Multiple Tenant Distributed
Asymmetric Architecture

Certificate




Single / Multiple Tenant Centralized
Symmetric Architecture

< Credential
Secure Channel
AC: Authentication Center S
Credential: ticket, token




