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DNS Out Of Protocol Signalling

On anycast nodes

Don’t announce prefix yet

Load zones
when all zones are loaded:
. Announce prefix

and similarly...

when a zone or signatures
are about to expire

. Withdraw prefix draft-grubto-dns-out-of-protocol-signalling
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Archief Bewerken Weergave Geschiedenis Extra Profielen Help

@ Knot DNS Documentation x

MOtivation < C' @& knot-dns.cz/docs/3.2/latex/KnotDNS.pdf < Y%
e Feature in Knot DNS -t e

7.5.33 dbus-event

. U S e S D - B u S Specification of server or zone states which emit a D-Bus signal on the system bus. The bus name is cz.nic.

knotd, the object pathis /cz/nic/knotd, and the interface name is cz.nic.knotd.events.
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Possible values:

P b | . h/ b . b * none — No signal is emitted.
O u I S S u S C rI e ¢ running — The signal started is emitted when the server is fully operational and the signal stopped

is emitted at the beginning of the server shutdown.

zone—updated — The signal zone_updated is emitted when a zone has been updated; the signal
parameters are zone name and zone SOA serial.

ksk-submission — The signal zone_ksk_submission is emitted if there is a ready KSK present
when the zone is signed; the signal parameters are zone name, KSK keytag, and KSK KASP id.

S ified d
1 dnssec-invalid - The signal zone_dnssec_invalid is emitted when DNSSEC validation fails;
re e e S to p O rg the signal parameter is zone name.
»

Note: This function requires systemd version at least 221.

’ . Change of this parameter requires restart of the Knot server to take effect.
S ' One-C|ICk deDlOV Default: none

7.5.34 dbus-init-delay

Time in seconds which the server waits upon D-Bus initialization to ensure the D-Bus client is ready to receive

signals.
. K n O t— D N S O n I y Change of this parameter requires restart of the Knot server to take effect.

Minimum: 0

Default: 1

1. freedesktop.org is a "collaboration zone" for standards ' i
and specifications, and not a formal standards organization.
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D B import dbus, dbus.mainloop.glib
- l‘s; from gi.repository import GLib

def sig started(*args, **kwargs):

Local to the system print("Server started")
def sig updated(*args, **kwargs):
Plenty Of tOOIS (zoﬁe,pser‘ial) =gar‘gs !

print("Updated zone=%s to serial=%d" % (zone, serial))

Startup Order matters knotd = dbus.SystemBus().get_object('cz.nic.knotd', '/cz/nic/knotd’,

follow_name_owner _changes=True, introspect=False)

events_if = dbus.Interface(knotd, dbus_interface='cz.nic.knotd.events")
events_if.connect_to_signal("started", sig started)
events_if.connect_to_signal("zone_updated", sig_updated)

dbus.mainloop.glib.DBusGMainLoop(set_as_default=True)

ReqUirements GLib.MainLoop().run()

What other conditions are interesting to signal?
How to identify? What associated action could they have?

What signalling mechanism suit those best?



Condition

Resolv. Param.

Arg. Detection

3.1 Server is running and can respond to queries
3.2 Shutting down

3.3 The nameserver has crashed

3.4 Azone is loaded and ready to serve

3.5 All zones are loaded and ready to serve

3.6 A zone is updated to a new version

3.7 Azone is (about to) expire

3.8 DNSSEC signatures are about to expire

3.9 Query rate is exceeding a threshold

3.10 Query rate increase is exceeding a threshold

3.11 Extended DNS Error conditions

v
v
v

<

period
period
qps

apsSps
EDEs

query

within only

outside only

zone query
within only

zone query / notify
zone within only
RRset  within only
within

within

EDE within
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e Start announcing prefix when zone is loaded / updated \

Implementation Signal mechanism Receiver BGP speaker
Knot-DNS D-Bus Python script BIRD
BIND NOTIFY nsnotifyd exabgp

Zone-verification hook

DNS OOPS - Doris Hauser, Henrik Kramselund, Lars-Johan lean, Stefan Ubbink,
Vilhelm Prytz, Willem Toorop
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Signalling mechanisms

Poll | NOTIFY | D-Bus A DOTS

Already there ++ ++ + .
# conditions - - + +
Local to machine ++ + ++ +
Inter machine + + - +
Inter operator + + . ++
Authentication - + - ++
Publish / subscribe -- - - ++

Client library availability = NA NA ++ ?

MQTT

++

++

Kafka

++
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e C(Clear operator interest
e Knot-DNS has something implemented already

e \We need to align implementations (standardize)

e Still in the inventorization of requirements and
evaluation of signalling mechanisms stage

e Workgroup interest? And if so, when?

draft-qrubto-dns-out-of-protocol-signalling
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