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› The DTLS profile of ACE is defined in RFC 9202

– It has an “RPK mode” based on asymmetric authentication credentials

– Authentication credentials are raw public keys (RPKs), only as COSE Keys

› Other types of asymmetric authentication credentials exist

– Other representations of RPKs  DTLS handshake: just like in the main case above

– Public key certificates                 DTLS handshake: ready to use those

› Good to support other credential formats for the Client (C) and Resource Server (RS)

› Early idea shared during the ACE session at IETF 116

Motivation
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› Proposed update to RFC 9202

– Enable the use of alternative formats for public authentication credentials

› Update breakdown

– Extend the “RPK mode”, to support also CWT Claims Sets (CCSs) *1+

– Define a new “Certificate mode”, to support  also X.509 *2+ and C509 *3+ public key certificates

› Seamlessly applicable if TLS is used between C and RS, as defined in RFC 9430

Contribution

[1] https://datatracker.ietf.org/doc/rfc8392/

[2] https://datatracker.ietf.org/doc/rfc5280/

[3] https://datatracker.ietf.org/doc/draft-ietf-cose-cbor-encoded-cert/
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› Use of new CWT Confirmation Methods

– "kccs", "x5bag", "x5chain", "c5b", and "c5c“ – Defined in draft-ietf-ace-edhoc-oscore-profile

› As usual, specify authentication credentials in

– “req_cnf” parameter of C-to-AS token request (C’s authentication credential)

– “cnf” claim of the access token (C’s authentication credential)

– “rs_cnf” parameter of AS-to-C token response (RS’ authentication credential)

› Possible to combine different credential formats

– Public keys in the “RPK mode”: both as CCS / both as COSE key / one as CCS and one as COSE Key

– Certificates in the “Certificate mode”: both X.509 / both C509 / one X.509 and one C509

– One public key as RPK, the other one in a certificate – Ok for (D)TLS, see Section 5.3 of RFC 7250

Mechanics
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Example in “RPK mode”
Client  Authorization Server

Access Token Request in “RPK mode”

Authorization Server  Client

Access Token Response in “RPK mode”

Client’s RPK as CCS

Resource Server’s RPK as CCS
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Example in “Certificate mode”
Client  Authorization Server

Access Token Request in “Certificate Mode”

Authorization Server  Client

Access Token Response in “Certificate Mode”

Client’s X.509 Certificate

Resource Server’s X.509 Certificate
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› Consider the transfer of certificates by reference

– Using CWT Confirmation Methods “x5t” and “c5t”

– Already defined in draft-ietf-ace-edhoc-oscore-profile

› More security considerations

– E.g., on validating a CCS, see also Section 9.8 of draft-ietf-lake-edhoc-20

› Comments and feedback are welcome!

Next steps



Thank you!

Comments/questions?
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