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Agenda

• The challenge of Identity Chaining
• A (proposed) approach
• What’s in the draft
• Next Steps
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Transaction Tokens
• Who was the Resource Owner?
• What authorization did they grant?
• What other entities were involved?
• What authorization did they have?
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Different domain, same questions
• Who was the Resource Owner?
• What authorization did they grant?
• What other entities were involved?
• What authorization did they have?
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Proposal Concepts



Getting an Authorization Grant for another Trust 
Domain

1 Client  in Domain 1 exchanges a token with the AS in Trust 
Domain 1 to get an authorization grant for the AS in Trust 
Domain 2

2 Client use the authorization grant with the AS in Trust 
Domain 2 to get an access token

3 Client presents the access token to the 
Resource server in Trust Domain 2

Token Exchange 
( RFC 8693)

Assertion 
Framework 
(RFC7521)
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What’s in the draft
https://datatracker.ietf.org/doc/draft-identity-chaining/



Section 2.2
Generic Cross-
Domain Identity 
Chaining



Appendix A.1
Resource Server 
acting as Client



Appendix A.2 
Authorization 
Server acting as 
Client



Token Exchange Profile

Token type agnostic



Assertion Flow Profile



Claims Transcription

Controlled by Authorization Servers
1. Subject identifier change
2. Selective disclosure
3. Controlling scope/down-scoping



Next steps



Open Issues
Scope
• Consider limiting token formats to JWT
• How to transcribe claims
• Additional profile of Token Exchange

Editorial
• Update docname to draft-schwenkschuster-oauth-identity-chaining-00
• Editorial: Remove repetitive text
• Replace cURL commands with "on-the-wire" examples
• Add correct reference for RFC 7523
• Clarify requirements for "aud" claim
• Update Acknowledgements
• Correct/Update Authorization Server Discovery https://github.com/arndt-s/ietf-identity-chaining/issues

https://github.com/arndt-s/ietf-identity-chaining/issues/45
https://github.com/arndt-s/ietf-identity-chaining/issues/10
https://github.com/arndt-s/ietf-identity-chaining/issues/31
https://github.com/arndt-s/ietf-identity-chaining/issues/42
https://github.com/arndt-s/ietf-identity-chaining/issues/42
https://github.com/arndt-s/ietf-identity-chaining/issues/42
https://github.com/arndt-s/ietf-identity-chaining/issues/44
https://github.com/arndt-s/ietf-identity-chaining/issues/46
https://github.com/arndt-s/ietf-identity-chaining/issues/46
https://github.com/arndt-s/ietf-identity-chaining/issues/46
https://github.com/arndt-s/ietf-identity-chaining/issues/48
https://github.com/arndt-s/ietf-identity-chaining/issues/49
https://github.com/arndt-s/ietf-identity-chaining/issues/49
https://github.com/arndt-s/ietf-identity-chaining/issues/49
https://github.com/arndt-s/ietf-identity-chaining/issues/50
https://github.com/arndt-s/ietf-identity-chaining/issues/47


Next Steps

• Feedback on approach?
• Interest in the WG to pursue this problem?
• Interest in the WG to pursue this work?



Questions?
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