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Recap SD-JWT

e Adopted by the OAuth WG
e Enables selective disclosure (SD) of individual claims included in a JWT
e No assumption about the included JWT claims

e Not a Verifiable Credential format



Recap SD-JWT 1. Issuer gives Holder:

SD-JWT + all
{ { Disclosures
"sub":"user 42", "osd": [
"given name":"John", "CrQe”...PgkjP", 2. Holder gives
"family name":"Doe" "JzYjH...4dsv1i" .
} Y | ] Verifier: SD-JWT +
"iss":"https://example.com", selected Disclosures
"iat":1l , .
rat 122888888 3. Verifier checks:
"exp" : , .
Wbt s Muser 42" signature of SD-JWT +
" sd alg":"sha-256", Disclosures are
} included in SD-JWT
Issue SD-JWT
and *Claim given_namex:
DiSClOSUf'eS SHA-256 Hash: jsu9yVulwQQlhFM_3J1zMaSFzg1hQG@DpfayQwLUK4
with given Disclosure:
. . WyIyROXDNDJzS1F2ZUNmR2ZyeU5ST] 13IiwgImdpdmVuX25hbWUiLCAiSm90
input claim set bild

Contents: ["2GLC42sKQveCfGfryNRN9w", "given_name", "John"]

Selectively disclose claims with
given SD-JWT and Disclosures



Verifiable Credential

e Anlssuer-signed assertion with claims about a
Subject.



SD-JWT Verifiable Credentials (SD-JWT VC)

e Defines a profile of SD-JWT for Verifiable Credentials,
similar to an ID Token is a specific profile of JWT

e Defines data formats and media types for Verifiable
Credentials based on SD-JWTs with JSON payloads

e Defines validation and processing rules for verifiers
and holders of Verifiable Credentials based on
SD-JWTs

e Includes support for plain JWTs (non-SD)




Issuer-Holder-Verifier Model

draft-looker-oauth-jwt-cwt
-status-list-01

Status
————— optionally ------->| Provider
————————————— retrieve status of |
————————————— Verifiable Credential +------------



Use Cases

e Issuing and presenting digital identity documents
e Supply chain integrity and transparency (SCITT) and content authenticity

e Client attestations

e Covers Issuer-Verifier-Holder Model cases with high security requirements ...

o Enables cloning/forgery/MITM protection
o Can use hardware cryptography
m (Cloud) HSMs
m Hardware-backed keystores on mobile devices

o Can be combined with FIPS-compliant or PQC algorithms



Why not other Technologies?

e “Simple”is a feature

o Uses a JSON-based data model and JWT Claim Sets
o Builds on well-understood technologies
o Other technologies are

m Mmore complex

m rely on less proven building blocks

m less composabe

m Have licensing issues

m Do not support hardware-backed cryptography

e SD-JWT and JWTs?

o Good basis, but do not define specific requirements for Verifiable Credentials



SD-JWT VC

e Work started in April 2023

e Referenced by OIDF OID4VC High Assurance
Profile

e Interested: elDAS 2.0 ARF
e Current Github activity
o 28 openissues

o 12 contributors



Why OAuth WG?

e SD-JWT VC is based on specifications from OAuth WG

o Data model uses JWT Claims and is JSON only

o Uses existing (SD-)JWT security

o Not based on W3C Verifiable Credential Data Model (VCDM)
e Community

o Existing contributors are members of OAuth WG

o OAuth members are the right experts for SD-JWT VC with
focus on ...

m Security & privacy

m  Online and remote flows



Next Steps

e Reviews from OAuth WG
e Work on open issues

e Call for adoption?



Deep Dive



Data Format

e Based on SD-JWT and contains
o Issuer-signed JWT
o Disclosures
o Optional key binding JWT for presentations
e Has new media type: application/vc+sd-jwt
o IANA consideration - media type registry
o Serialized SD-JWT with specific JWT Claim Sets
o Indicates JWT claim sets with plain JSON data
m Registered IANA JWT claims; existing and new ones

m Public and private claims



Data Format

e Required issuer-signed JWT Headers:

O \\typII: \\VC+Sd_jthI



Data Format

e JWT Claim Sets in issuer-signed JWT

(@)

iss (required)
VC issuer

iat (required)
Issuance date of the VC proof

nbf (optional)
Valid from date of the VC proof

exp (optional)
Valid until date of the VC proof

cnf (optional)
Cryptographic key binding method for cloning
protection



Data Format

e New JWT Claim Sets in issuer-signed JWT
(IANA considerations)

O type (required)
VC type (IANA considerations)

O status (optional)
Information how to read VC status

As defined in

https://datatracker.ietf.org/doc/draft-looker-oauth-jwt-cwt-status-list/



https://datatracker.ietf.org/doc/draft-looker-oauth-jwt-cwt-status-list/

Data Format

¢ type
o IANA consideration > JWT claim registry

o Defines required and optional claims in
Issuer-signed JWT and SD-JWT Disclosures

m SD and non-SD JWT claims



Data Format

e JWT Claim Set in key binding JWT
o Now, as defined in latest SD-JWT spec

o  Note, prior version of SD-JWT did not specify
claims



Verification and Processing

e Defines verification and processing rules for
SD-JWT VCs

o Requires SD-JWT verification and processing
o And additional rules ...

m Optional validation of the VC status
based on the status claim

m Optional mechanism to retrieve the
public key of the issuer based on JWT
Issuer Metadata



JWT Issuer Metadata

o JWT Issuer Metadata
o Based onissuer identifier - iss claim
e JWT Issuer Metadata Request
o Based on .well-known URL
o /.well-known/jwt-issuer
e JWT Issuer Metadata Response Parameters
O issuer
© Jwks uri

o jwks



JWT Issuer Metadata

"issuer":"https://example.con",
"Juks":
"keys": [
{
"kid":"doc-signer-05-25-2022",

"e" : "AQAB",
"n":"nj3YJwsLU .. OwMuzifQrMIOobQ",
"kty" : "RSA"

"issuer":"https://example.con",
"jwks_uri":"https://Jjwt-issuer.example.org/my public keys

Jwks"



Verification and Processing

e Defines verification and processing rules for
presentations of SD-JWT VCs

o Requires SD-JWT verification and processing
o And additional rules ...

m Optional key binding JWT has to be
verified by cnf claim



Example: Input JWT Claim Set for SD-JWT

"iss": "https://pid-provider.memberstate.example.eu",
"iat": 1541493724,
"type": "PersonldentificationData",
"first name": "Erika",
"family name": "Mustermann",
"nationalities": [
npE"
I
"birth family name": "Schmidt",
"birthdate™": "1973-01-01",
"address": {
"postal code": "12345",
"locality": "Irgendwo",
"street address": "Sonnenstrasse 23",
"country code": "DE"
b
"is over 18": true,
"is over 21": true,

"is over 65": false



Example: + cnf results in the following SD-JWT VC

eyJhbGciOiAiRVMYNTY1fQ.eyJfc2Qi0iBbIjASVGITAWSxMmkyQ3FaYmczMUFGZ2JHeVOVbk1JWEL1Ib
01gcOVMcHVrcWciLCAiIMG45eXpGU1ld2S19CVUhpYUlobTEYZ2hyQ3RWYWhyR002Xyl1rWlAteVNxXNCIsT
CIOVmMIBM2ExVm1QeGlkQzhXSW4zcEIxUWYzZ2ZPVk92RF1zTjVENVI1S2QwIiwgIjVBODhBOWEF1QWEVL
VEBTmMEvVOTVDWVVrVVBOVG1kX2dBSzhhWXRaOVJad2MiLCAIOTEWYnlyM1VWUnFSelFvUHpCc2MyMGOtZ
UlncFpBaExONno4TmI9HRjVtYyIsICJIJDaClEQmMNMM2tiNFZiSE13dGtublpkT1VIdAGhFcT1NWmpvRMRNN
mlkaWhvIiwgIkkwMGZjR1VVRFhDAWNwNX15MnVqcVBzcORWR2FXTm1VbG10el 9hd0QwZ2MiLCAIWDINY
VBhR1dtUV1wZkhFZH10UmMRhY2xuWWOFcnU4RXp0QkVVUXVXT2UONCIsICJIZMXVyVOpWXylIQkduU2Y5d
EZPd3ZINGNJQ1JCQ21LdOVIZmtYRINmanBvIiwgInJOaEtvemFhcS0teDdCV1dJIVmhiR1h1IMVhYWExXNO
Gl2W1hEM20yR1pNZ3MiLCAieHBzcTZjeFFIRHNPb1pXaHIxQmNrVGtPTVI1ZkVsVWSERIhPRm1vdOxTR
SIsICJ6VTQIMmxrR2JFS2g4WnVIXzhLeDNDVXZuUMUY0eTFnWkxxbERUZ1hfOFBrI10sICJpc3MiOiAia
HROcHM6Ly9waWQtcHIvdmlkZXIubWVtYmVyc3RhdGUuZXhhbXBsZS51dSIsICIpYXQi0iAXNTQxNDkzN
zI0LCAiZXhwIjogMTg4MzAWMDAWMCWgINR5cGUi01AIUGVyc29uSWR1bnRpZmljYXRpb25EYXRhIiwgI
19zZF9%hbGciOiAic2hhLTIINiIsICJIjbmYiOiB7Imp3ayI6IHsia3R5IjogIkVDIiwgImNydiI6ICJIQL
TIINiIsICJ4IjogIlRDQUVSMT1adnUzTOhGNGoOVZzR2Z1INWbOhJUDFJTGlsRGxzN3ZDZUd1bWMiLCAie
SI6ICJaeGppV1diWklRROhWVOtWUTROY1INJaXJzVmZ1ZWNDRTZONGpUOUYySFpRIN19£fQ.K50110gKQt
P3FGBoJ8pmPdralsSeOHxOAE-64L3Bc3g agq2ANQSRNh4hgPYjuK4CngyCKlreyHLO21iiMDwleOw~WyI
yROxXDNDJzS1F2ZUNmR2ZyeU5STj13TIiwgImZpcnNOX25hbWUiLCAIRXIpa2EiXQ~WyJ1bHVWNUONM2dT
Tk1JOEVZbnN4QVIBIiwgImZhbWlseVOuYWllIiwgIlkllc3Rlcmlhbm4iXQ~WyI2SWo3dEOtYTVPV1BHY
mITNXRtd1ZBIiwgIkRFI10~WyJ1SThaV205UW5LUHBOUGVOZWS5IZGhRIiwgImS5hdGlvbmFsaXRpZXMiL
CBbeyIuLi4iOiAiSnVMMzJRWER6aXpsLUw2Q0xyZnhmanBaclgzTzZ22c2Z2wQlZkMWprd0pZZyJ9XVO~W
yJRZ19PNJR6cUF4ZTQOxMmExMDhpcm9BIiwgImJpcnRoX2Z2hbWlseVOuYWl1IiwgI1NjaGlpZHQiXQ~Wy
JBSngtMDk1V1BycFROTJRRTUIxUkIBIiwgImIpcnRoZGFOZSIsICIXOTczLTAXLTAXI10~WyItNmhDZV
JFV3JjRWg0Q2JzQ2RJVIVRIiwgImFkZHI1c3MiLCB7I192Z2CI6IFsiOHo04e]j1YOWpVAGISOWdgZWpDdOo
ZBR300YXFsSGYtcONxXUTZ1TVIXbXBVUSIsICJIDeHEOODcyVVhYbmdHVUxUX2ts0GZkd1Z2Ga31LNKFKZ1
BaTHk3TDVEMGtJIIiwgImxjMk8weER4WXd1iZ2M4cjIJERXc3eWhfSURXZXhXOEN1Z3R6WVBRR1IJPpNGM1XS
wgInBvc3RhbFI9jb2R1IjogIjEYyMzQlIiwgImxvY2FsaXR5IjogIlklyZ2VuZHdvIiwgInNOcmV1dF9hZG
RyZXNzIjogIlNvbm51bnNOcmFzc2UgMjMiLCAiY291bnRyeVIjb2R1IjogIkRFInld~WyJzLXpVaXEla
zFyU0dSb1lhQUESrMzVRIiwgImlzX292ZXJfMTgiLCBOcnV1XQ~WyJyWmJUODJI1VVJuTilxYVREcylyN3
13TiwgImlzX292ZXJfMJEILCBOcnV1XQ~WyJXeFZUbkIxOGxxR1YYREEtQkxORkhRIiwgImlzX292ZXJ
fNJULILCBmYWxZzZV0~



Example: Decoded Issuer-signed JWT Payload

"osd": [
"09TbSu012i2CgZbg31AFgbGy UnMIXIHoMjsELpukgg",
"0n9yzFSWvK BUHiaMhml2ghrCtVahrGJ6 -kZP-ySq4",
"4VoA3alVmPxmdC8WIN3pOgQf3gfOVOvVDYsNSESRS5KAO",
"5A88AmauAac-QANac95CYUkKUPNTid gAK8aYtZIRZwc",
"910byr3UVRgRzQoPzBsc20m-eMgpZAhLN6z8NoGF5me",
"Ch-DBcL3kb4VbHIwtknnZdNUHthEgqIMZjoFdg6idiho",
"I00fcFUoDXCucpSyy2ujgPssDVGaWNiUliNz awDOgc",
"X9MaPaFWmQYpfHEdytRdaclnYoEru8EztBEUQuUWOe44",
"Y1urWJV_-HBGnSf9tFOwvH4cICRBCiKwEHfkXFSfjpo",
"rNhKoraag--x7BWWIVhbGXulXXXLM8ivZXD3m2FZMgs",
"xpsq6cxQHDsONZWhrgBckTkOM efE1UnDFXOFmowLSE",
"zU4521kGbEKh8ZuH 8Kx3CUvnlF4ylgZLglDTgX 8Pk"

Iy

"iss": "https://pid-provider.memberstate.example.eu",

"iat™: 1541493724,

"exp": 1883000000,

"type": "PersonldentificationData",

" sd alg": "sha-256",

"cnf": {

"Jwk": |
"kty": "EC",
"crv": "P-256",
"X
"TCAER19Zvu30HF4j4W4vESVoHIP1ILilDls7vCeGemc",

"y

"ZxJ1WWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jTOF2HZQ"
}
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Open Q&A



Thank you



