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Agenda

• Why are we here?
• Where are we?
• Where do we go next?



Why are we here?
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Cross-Device Flow Social Engineering Exploit
Authorization 
Server
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Attack Pattern Summary: Exploit the Unauthenticated Channel
1. Initiate the session, retrieve code (QR code, user code)
2. Use social engineering to change context and persuade user to authorize session (illicit consent grant)
3. Bypasses multi-factor authentication (don’t need to harvest credentials)



Mitigation Framework



Where are we?



IETF 115
BCP Draft

OSW 2021
1’st DescriptionIETF 113

Solicit interest
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IETF 114
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far)
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Cross-Device Flows: Security Best Current 
Practice

https://datatracker.ietf.org/doc/draft-ietf-oauth-cross-device-security/



What’s New: “Cross-Device Consent Phishing” 
Name



What’s New: Renamed cross-device flow 
patterns



Where do we go Next?



Normative Requirements?
• Several “should, may, recommended”, no “SHOULD, MAY or RECOMMENDED”

• Security BCPs typically have normative requirements.
• Raised on mailing list

• Why change
• Provide clear guidance to implementors
• Emphasise importance of mitigations
• Make conformance\adoption meaningful

• Proposal:
• Adopt normative “SHOULD, MAY and RECOMMEDED” for client and authorization servers.
• No MUSTs

• PR: https://github.com/oauth-wg/oauth-cross-device-security/pull/75



Open Issues



Formal Analysis by University of Stuttgart
Research Team: 

Pedram Hosseyni Tim Würtele Klaas Pruiksma Clara Waldmann

Focused on Device Authorization Grant
Update at OAuth Security Workshop 2023 (OSW 2023)



UX Research

Maryam Mehrnezhad, Royal Holloway University of London (RHUL)
• Initial literature study

• 9 papers published in the last 3 years
• Highlights training as an effective mitigation

• No published research on UX to prevent cross-device phishing
• Topic for discussion at OAuth Security Workshop 2023 (OSW 2023)



Next Steps

• Close on Normative Requirements
• Update Formal Analysis section after OSW 2023 (August)
• Address remaining open issues
• WG Last Call before IETF 118?



Questions?
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