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Direct Privacy Risks in Machine Learning
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Direct Access to Sensitive Data
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Indirect Leakage about X

Indirect Privacy Risks in Machine Learning
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Language Models
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There is a cat on the
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Real World Attacks against 

Large Language Models
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[Mireshghallah, Goyal, Uniyal, Berg-Kirkpatrick, Shokri] Quantifying Privacy Risks of Masked Language Models Using Membership Inference Attacks, EMNLP’22

ClinicalBERT

Members of the 
training set are 
identifiable: 
Presence of any 
document in a 
training dataset can 
be inferred very 
accurately.
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Real World Attacks against 

Large Language Models
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[Carlini, Tramer, et al.] Extracting Training Data from Large Language Models, Usenix security’21

Florian Tramer

Attacker can partially reconstruct the 
sensitive data used for training the model
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Models are personal data
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We need a standard method for auditing data 
privacy in machine learning systems
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data d

A world in which 
data d is not part 
of training set

Alternative world 
where data d is 
part of training set
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data d

A world in which 
data d is not part 
of training set

Alternative world 
where data d is 
part of training set

Can an adversary tell the difference between 
these two worlds?
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Membership Inference

• Given a model, can an adversary infer whether a particular 
data point is part of its training set?


• Success of attacker is a metric for privacy loss

18

[Shokri, Stronati, Song, Shmatikov] Membership Inference Attacks against Machine Learning Models, SP’17
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Success rate of adversary indicates information 
leakage of models about their training data
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[Ye, Maddi, Murakonda, Bindschaedler, Shokri] Enhanced Membership Inference Attacks against Machine Learning Models, CCS’22
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[Ye, Maddi, Murakonda, Bindschaedler, Shokri] Enhanced Membership Inference Attacks against Machine Learning Models, CCS’22
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[Ye, Maddi, Murakonda, Bindschaedler, Shokri] Enhanced Membership Inference Attacks against Machine Learning Models, CCS’22
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[Ye, Maddi, Murakonda, Bindschaedler, Shokri] Enhanced Membership Inference Attacks against Machine Learning Models, CCS’22
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Actionable Assessment of Privacy Risks
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Low risk

Medium risk

High risk

Safe to deploy

Do not deploy

Requires further investigations

Towards left: risk of being singled out Towards right: more anonymity

The fraction of 
private dataset 
that are at risk
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AI Regulations and Guidelines 
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• “… membership inferences show that AI models can 
inadvertently contain personal data”


• “Attacks that reveal confidential information about the 
data include membership inference …”


• ‘’… should consider the risks to data throughout the 
design, development, and operation of an AI system’’
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ML Privacy Meter
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Model

Population Data

Predictions

Learning

Training Data

Privacy Risk Report 
for the Training Data

ML Privacy Meter

Privacy Meter is an open source tool that enables quantifying the 
privacy risks of statistical and machine learning models.

privacy-meter.com

http://privacy-meter.com
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Example: Generative Model
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(Speaker Annotated TED talks) 
SATED dataset

Pr
iv

ac
y 

Lo
ss

Chance of correctly 
inferring if an author’s 
data was used in 
training the model

Number of Sentences Known from the Author
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Examples of Vulnerable Training Data
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We need to “Preserve” Privacy 

in Language Models? 

[Brown, Lee, Mireshghallah, Shokri, Tramèr] What Does it Mean for a Language Model to Preserve Privacy?, FAccT 2022



We need to “Preserve” Privacy 

in Language Models? 

[Brown, Lee, Mireshghallah, Shokri, Tramèr] What Does it Mean for a Language Model to Preserve Privacy?, FAccT 2022

What does it mean
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Privacy in the Realm of Language

• Language serves as a medium for communication


• Natural language reflects our private lives and identities


• Privacy concerns in natural language are as broad as those of 
real life

31
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Challenges of Preserving Privacy in Language

• Privacy is contextual

• We (as humans) choose whether to disclose or conceal 

information, based on the context.


• Detecting the context in which text is generated can be 
challenging (to algorithms) or may exist beyond the text 
itself. 

32
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Challenges of Preserving Privacy in Language

• Private information can take many different forms.


• Private information has no boundaries: information about Alice 
could be found in Bob’s text data.


• Repeated information can still be private information.

33
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Existing Privacy Preserving Methods 
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Paths Forward

• The problem is hard. Privacy concerns in natural language are as broad 
as those of real life, and the context in which some information is 
private is hard if not impossible to infer
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Paths Forward

• The problem is hard. Privacy concerns in natural language are as broad 
as those of real life, and the context in which some information is 
private is hard if not impossible to infer

• Nevertheless, we can reduce privacy risks


• Make use of publicly-intended data


• Use private personalization 


• (Only X has access to model trained on X’s data)


• Use privacy-preserving algorithms


• Audit privacy risks of algorithms
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