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In this talk
● My past work on browser privacy
● The high-level approach to PrivacyTests.org
● Overview of specific privacy tests and results
● Notable recent browser privacy progress
● What I have learned
● Future work
● Questions!
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My background
Developer for Tor Browser (2014-2018)

Product Manager for Firefox Privacy and Security (2018-2021)

PrivacyTests.org (2021-Present)

Research and Privacy Engineer at Brave (2022-Present)

3



Problem: the Web is a major target of mass surveillance

● The Web is a primary means of modern reading, writing, 
communication and commerce

● Most web browsers are heavily exposing their users to mass 
surveillance by governments and corporations

WSJ, 2023-06-12 4

https://www.wsj.com/articles/u-s-spy-agencies-buy-vast-quantities-of-americans-personal-data-report-says-f47ec3ad


How web browsers facilitate surveillance

● Browsers allow websites you visit and the trackers embedded 
in them to gather your browsing history

● Browsers leak a lot of unnecessary data
● Browsers fail to encrypt your network connections
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Why are browsers (still) leaky? Opacity, bad incentives

● Web browser privacy leaks are hidden, technical, and 
complex

● Privacy has not been a priority for most browsers
● Some major web browsers get their revenue from top 

trackers (Google, Bing), not from users
● WebCompat
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PrivacyTests.org: attempting to provide visibility

Try to make web browsers more accountable for 
protecting all web users from mass surveillance through:

● Detecting privacy leaks
● Monitoring those leaks over time
● Informing the public
● Informing browser makers
● Facilitating competition over privacy
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Building PrivacyTests.org
Proposed it at Tor 2018, slow 
progress

Started working on it 
independently full time in 
August 2021

First launched in 
mid-October 2021; Android 
and iOS in December

Iterative – it remains a work 
in progress!
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Challenges and design
Browser privacy leaks have been 
unquantified and unknown to most 
people

Run objective automated tests and 
make results public

Browsers update ~1 month Run and publish results every week

Results should be actionable Show side-by-side comparison

Privacy leaks are too technical for 
most readers

Simplify results to pass/fail

Hard for readers to know who to trust Make tests open source; stick to facts 
and make no recommendations

Many browser, and many privacy 
leaks

Launch early, continue to add tests 
and browsers 9



PrivacyTests.org browser testing framework
Almost all JavaScript (NodeJS and in-browser)

GET/POST

URLs

Results (WebSocket)

Server
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PrivacyTests.org data pipeline

Config file Results Site pages PrivacyTests.org Social Media

test render publish share
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PrivacyTests.org platform coverage

Platform Device Control Browser windows

Desktop (MacOS) Mac Mini Browser 
command-line 
arguments

Regular, Private, Nightly, 
Nightly Private

Android Samsung phone Appium Regular, Private

iOS iPhone Appium Regular, Private
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Kinds of browser privacy leaks currently tested
Stateful tracking

Navigational tracking

Miscellaneous

Insecure leaks

Fingerprinting

Tracking query parameters

Tracking content (scripts, pixels)

Tracking cookies

Cross-session tracking (first-party, third-party)
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State partitioning
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Credit: Megan Newell, Mozilla



State partitioning
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IP Address tracking

IP addressed tracking 
is  a big problem!

https://hal.inria.fr/hal-02435622/document 16

https://hal.inria.fr/hal-02435622/document


IP Address tracking
● Tor
● VPNs/proxies
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HTTPS usage
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Fingerprinting
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Tracker query parameters (1)
https://www.vrbo.com/travel/staycation?utm_campaign=vrbo:prog:usa-en:t:g:xxx:iroas&utm_me
dium=display&utm_source=dbm&utm_content=a:ban:dbm:xxx:pro:xxx:lake:xxx&utm_term=2019
3083|252013460|133520644|448385033&dclid=CNrN5PDpm_YCFRQTfQodiRAJuA

Google “DoubleClick” ID
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Tracker query parameters (2)
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Tracking cookies and tracking content
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Cross-session tracking
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Notable browser updates since October 2021
December 2021 Brave partitions network state

June 2022 DuckDuckGo mobile blocks Bing trackers

July 2022 Tor Browser introduces HTTPS-Only Mode by default

Fall of 2022 Firefox ships Total Cookie Protection (full partitioning) by default

Spring 2023 Chrome rolls out network state partitioning by default and other Chromium-based 
browsers follow

June 2023 Brave ships HTTPS by Default

June 2023 Safari 17 blocks tracking query parameter links in Private Browsing
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https://brave.com/privacy-updates/14-partitioning-network-state/
https://blog.torproject.org/new-release-tor-browser-115/
https://chromestatus.com/feature/6713488334389248
https://brave.com/privacy-updates/22-https-by-default/
https://developer.apple.com/documentation/safari-release-notes/safari-17-release-notes


What have I learned so far?
● All 3 browser engines (Chromium, 

WebKit, Gecko) have already been 
hardened for privacy in some 
browsers: no excuses!

● Nearly all browser engineering teams 
are interested in the results and want 
to fix privacy leaks

● Lots of users are very interested in 
browser privacy!
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Future work ideas
● More network leak tess (e.g. DoH, SNI, OCSP)
● More fingerprinting tests
● Telemetry tests
● Disk forensic tests
● “Privacy Sandbox” and other attribution APIs
● More browsers
● Browser Extensions
● Mobile apps (based on browsers)
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Thank you!
Reach me at:
contact@privacytests.org

@privacytests (Twitter)

https://github.com/arthuredelstein/privacytests.org 
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