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IPv6 

• Roughly 40% of clients on the internet 
can connect over IPv6

• France, India, Germany, Greece, Saudi 
Arabia, Malaysia have over 60% of clients 
connecting over IPv6

• In Jan 2023, US reached over 50% of 
clients connecting over IPv6

Source: Google IPv6

https://www.google.com/intl/en/ipv6/statistics.html
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Class Private Address Range

A 10 .0 .0 .0  –  10 .255 .255 .255

B 172 .16 .0 .0  –  172 .31 .255 .255

C 192 .168 .0 .0  –  192 .168 .255 .255
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on AWS

Inside the 
VPC

Internal 
network

Everything 
else

Driven by severe private IPv4 exhaustion

Dual stack VPC and IPv6-only subnets

Dual stack internal network routing
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on AWS

Inside the 
VPC

Services 
(edge) layer

Internal 
network

Solution for expansion of services to IPv6 
clients. Driven by the extensive IPv6 adoption 
in certain geographies.

Dual stack VPC and dual stack ELBs
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Amazon VPC IP Address Manager

S T A R T  W I T H  A N  I P V 6  A D D R E S S I N G  P L A N
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Top level pool

Regional pool
us-east-1

Dev pool

Regional pool
us-east-2

Regional pool
eu-west-1

Prod pool Dev pool Prod pool Dev pool Prod pool

VPC
/56

VPC
/56

VPC
/56

VPC
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VPC
/56

VPC
/56

VPC
/56

VPC
/56

VPC
/56

VPC
/56

VPC
/56

VPC
/56

Public scope

2605:9cc0:1ff0::/44

2605:9cc0:1ff0::/48 2605:9cc0:1ff4::/48 2605:9cc0:1ff8::/48
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A S S I G N  I P v 6  A D D R E S S E S  T O  Y O U R  V P C s

Amazon VPC and IPv6
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Amazon VPC

IPv6 CIDR blocks
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AWS assigned CIDR 
(random or from a contiguous block)
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BYOIPv6 contiguous pool
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AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56 (up to 5)

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Amazon VPC – CIDRs 
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Amazon VPC

IPv6 CIDR blocks

IPv6 VPC routing
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AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56 (up to 5)

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Amazon VPC - Routing 

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local
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Amazon VPC

IPv6 CIDR blocks

IPv6 VPC routing

VPC DNS



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

Public subnet
10.0.1.0/24

Private subnet
10.0.3.0/24

Private subnet
10.0.2.0/24

Public subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56 (up to 5)

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Amazon VPC - DNS 
1. Private DNS

2. VPC DNS

3. Public DNS

VPC CIDR +2
fd00:ec2::253
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Amazon VPC

IPv6 CIDR blocks

IPv6 VPC routing

VPC DNS

VPC Subnet types
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Amazon VPC – Subnet types 

AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

IPv4-only subnet
10.0.1.0/24

Dual stack subnet
10.0.3.0/24

Dual stack subnet
10.0.2.0/24

IPv4-only subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56 (up to 5)

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64
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Amazon VPC – Subnet types 

AWS Region

Amazon VPC
10.0.0.0/16

Availability Zone 2

IPv4-only subnet
10.0.1.0/24

Dual stack subnet
10.0.3.0/24

Dual stack subnet
10.0.2.0/24

IPv4-only subnet
10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56 (up to 5)

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

IPv6-only subnetIPv6-only subnet
2001:db8:1234:1a04::/64 2001:db8:1234:1a05::/64
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Amazon VPC connectivity

Internet connectivity
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Amazon VPC – 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public IPv4-only subnet

Public dual-stack subnet

10.0.0.4

10.0.1.4

Public subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

2001:db8:1234:1a01::ec2

0.0.0.0/0 IGW
::/0 IGW

EIP: 10.0.0.4 <> 53.1.23.4
EIP: 10.0.1.4 <> 18.4.2.1

Internet
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Amazon VPC – 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Public
IPv4-only 

subnet

Public 
Dual stack 

subnet

Internet

?
Public subnet(s) route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
::/0 IGW

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6
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Amazon VPC – 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv4-only subnet

Private dual-stack subnet

10.0.0.4

10.0.1.4

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

2001:db8:1234:1a01::ec2

Internet

Public subnet

Public NAT
 Gateway

Egress-only 
Internet 
Gateway

Private subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 NAT GW
::/0 EIGW

Public subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW
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The EIGW does not allow internet 
connections to be opened to IPv6 resources in 

private subnets
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Amazon VPC – 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv6-only subnet
2001:db8:1234:1a00::/64

Internet 
Gateway

IPv6

IPv4

IPv4
IPv6

Internet

Egress-only 
Internet 
Gateway

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Can only open connection to 
the IPv6 Internet endpoints

?

Private
IPv4-only 

subnet

Private 
Dual stack 

subnet

Private IPv6-only subnet route 
table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
::/0 EIGW
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Amazon VPC – How about 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64IPv4-only subnet

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

10.0.0.4

?
IPv4

EIGW/IGW

?
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Amazon VPC connectivity

Internet connectivity

DNS64 and NAT64



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What is ?

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Edit subnet settings

Amazon Route 53 
Resolver

VPC CIDR +2
fd00:ec2::253
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What is ?

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Q: Who is 
ipv4-only.example.com

DNS64

A: 64:ff9b::1.2.3.4

Route 53 Resolver synthesizes an 
IPv6 address by adding 

64:ff9b::/96 to the IPv4 address!

Route 53 Resolver
.2

fd00:ec2::253
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Traffic from the IPv6-only instances to 
the synthesized IPv6 address needs to go 

through NAT64
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How does work?

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

Source IP: 2001:db8:1234:1a00::ec2
Destination IP: 64:ff9b::1.2.3.4

Source IP: 10.0.1.20
Destination IP: 1.2.3.4

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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and

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv6-only subnet

2001:db8:1234:1a00::ec2

DNS64

NAT
Gateway
10.0.1.20

IPv4-only

IGW/EIGW

Internet

VPN

DXG
W

On premises

VPC-B

AWS Direct 
Connect

VPC

Transit GW

VPC

On  premises

Intra- or 
Inter- 
region

VPCVPC x5000

Transit V
IF On  premises

VP
N

VPC 
peering

VGW

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
64:ff9b::/96 NAT64
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Amazon VPC connectivity

Internet connectivity

DNS64 and NAT64

VPC connectivity on AWS
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Amazon

VPC A: 10.1.0.0/16
2001:db8:1234:1a00::/56

Availability Zone 2

Availability Zone 1

VPC B: 10.2.0.0/16
2001:db8:1234:2b00::/56

VPC 
peering

VPC A route table VPC B route table

Subnet Subnet

Subnet

Availability Zone 2

Availability Zone 1

Subnet

SubnetSubnet

Subnet

Subnet

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
10.2.0.0/16 PCX-ID
2001:db8:1234:2b00::/56 PCX-ID

Destination Target
10.2.0.0/16 Local
2001:db8:1234:2b00::/56 Local
10.1.0.0/16 PCX-ID
2001:db8:1234:1a00::/56 PCX-ID
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AWS

TGW subnet

TGW subnet

A
Z1

A
Z2

TGW subnet

TGW subnet

VPC A: 10.1.0.0/16
2001:db8:1234:1a00::/56

AWS Transit Gateway

A
Z1

VPC B: 10.2.0.0/16
2001:db8:1234:2b00::/56

TGW VPC 
attachments

ENI

ENI

ENI

ENI

Spoke VPC route table

Default TGW route table

IGW

EIGW

IGW

EIGW

AWS Transit Gateway

A
Z2

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:2b00::/56 TGW

Spoke VPC route table

Destination Target
10.2.0.0/16 Local
2001:db8:1234:2b00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:1a00::/56 TGW

Destination Target
10.1.0.0/16 TGW-ATT-ID-1
10.2.0.0/16 TGW-ATT-ID-2
2001:db8:1234:1a00::/56 TGW-ATT-ID-1
2001:db8:1234:2b00::/56 TGW-ATT-ID-2
Other regions CIDRs TGW-PEERING

Consider IPv6 summarization 
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AWS

CWAN subnet

CWAN subnet

A
Z1

A
Z2

CWAN subnet

CWAN subnet

VPC A: 10.1.0.0/16
2001:db8:1234:1a00::/56

AWS  Cloud WAN

A
Z1

VPC B: 10.2.0.0/16
2001:db8:1234:2b00::/56

ENI

ENI

ENI

ENI

Spoke VPC route table

IGW

EIGW

IGW

EIGW

A
Z2

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:2b00::/56 Core Network

Spoke VPC route table

Destination Target
10.2.0.0/16 Local
2001:db8:1234:2b00::/56 Local
0.0.0.0/0 IGW/NAT
::/0 IGW/EIGW
10.0.0.0/8 TGW
2001:db8:1234:1a00::/56 Core Network

Consider IPv6 summarization 

Development Segment

Stage Segment

Production Segment
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AWS TGW & Cloud WAN 
natively support IPv6 routing
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AWS

NLB
AWS 

PrivateLink

Consumer VPC
10.1.0.0/16
2001:db8:1234:1a00::/56

Service Provider VPC
10.1.0.0/16
2001:db8:1235:2b00::/56

A
va

ila
bi

lit
y 

Zo
ne

 1 Subnet

Subnet

A
va

ila
bi

lit
y 

Zo
ne

 2

Subnet

Subnet

VPC Endpoint
ENI

VPC Endpoint 
ENI

Client

Client

A
vailability Zone 1

Subnet:

Subnet

A
vailability Zone 2

Subnet

Subnet

NLB ENI

NLB ENI

v4-only/dual stack/v6-onlydual stack

v4-only/dual stack/v6-onlydual stack

v4-only/dual stack/v6-only

v4-only/dual stack/v6-only

For IPv6 – DenyAllIGWTraffic 
is enabled by default and 

cannot be disabled
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Amazon

Service-C (A and AAAA)

Service-B (A and AAAA)

Service-C (A and AAAA)

VPC 1 VPC 2
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Amazon VPC connectivity

Internet connectivity

DNS64 and NAT64

VPC connectivity on AWS

VPC hybrid connectivity
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AWS Cloud

VPC B
(10.1.0.0/16 + 
2001:db8:1234:2b00::/56)

Region

VPC C
(10.3.0.0/16 + 
2001:db8:1234:3c00::/56)

AWS Transit 
Gateway

VPC A
(10.0.0.0/16 + 
2001:db8:1234:1a00::/56)

AWS Services

VPN Gateway

Direct Connect POP

Corporate 
data center

AWS 
Device

Customer/
Partner 
Device

cross-connect

Customer/Partner
Network

Private Virtual 
Interface

Public Virtual 
Interface

192.168.0.0/16
2001:db8:5678::/56

Transit Virtual 
Interface

Corporate 
data center

2001:db8:9abc::/56

Direct Connect
Gateway

Direct Connect
Gateway
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AWS Cloud

Region

AWS Transit 
Gateway

Corporate 
data center

AWS Site-to-site VPN 
connection A

AWS Site-to-site VPN 
connection B

Customer 
Gateway

Internet

VPC B
(10.1.0.0/16 + 
2001:db8:1234:2b00 ::/56)

VPC C
(10.3.0.0/16 + 
2001:db8:1234:3c00 ::/56)

VPC A
(10.0.0.0/16 + 
2001:db8:1234:1a00::/56)

192.168.0.0/16
2001:db8:5678::/56



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Scaling application delivery on IPv6

A W S  E L A S T I C  L O A D  B A L A N C E R S
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IPv6 support

Application Load Balancers

Network Load Balancers

Gateway Load Balancer



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Application Load Balancers 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack subnet Dual-stack subnet

Target subnet Target subnet

ALB ENIs 
IPv4 + IPv6

… …

ALB ENIs
IPv4 + IPv6

Targets
- IPv6 -

Targets
- IPv6 -

IGW

Support for IPv6-only 
targets

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses
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Network Load Balancers 

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

Dual-stack NLB 
subnet

Dual-stack NLB subnet

Target subnet Target subnet

NLB ENI
IPv4 + IPv6

NLB ENI
IPv4 + IPv6

Targets
- IPv6 -

Targets
- IPv6 -

IGW

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses
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AWS services IPv6 support
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Amazon EKS

2023

Worker subnet

Amazon VPC 

Worker Node

Primary ENI
PRIMARY IPv4: 10.0.0.20
PRIMARY IPv6: 2001:db8:1234:1a03::100

DELEGATED PREFIX:
2001:db8:1234:1a03:aa::/80
2001:db8:1234:1a03:bb::/80
[…]

Secondary ENI
PRIMARY IPv4: 10.0.0.30
PRIMARY IPv6: 2001:db8:1234:1a03::200

DELEGATED PREFIX:
2001:db8:1234:1a03:cc::/80

2001:db8:1234:1a03:aa::01

2001:db8:1234:1a03:cc::01
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2023

AWS App Mesh

AWS Cloud MapAWS Global Accelerator

Amazon ElastiCache

Amazon RDS AWS DMSAmazon Aurora

Amazon Athena

AWS Secrets Manager

AWS PrivateLink

Gateway Load Balancer Amazon Aurora

19 launches in total
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AWS services IPv6 support
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AWS Network 
Firewall

2023
Availability Zone 2Availability Zone 1

Amazon VPC 
10.0.0.0/16
2001:db8:1234:1a00::/56

Firewall Subnet AZ1
Dual stack/IPv6-only

Firewall Subnet AZ2
Dual stack/IPv6-only

AWS Network Firewall 
Endpoint AZ1 - DS

AWS Network Firewall 
Endpoint AZ2 - DS
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Amazon Route 53 
Resolver Endpoints

2023

IPv4 IPv6 dual stack
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Amazon-provided 
contiguous IPv6 CIDRs

2023



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon-provided 
contiguous IPv6 CIDRs

2023
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Amazon-provided 
contiguous IPv6 CIDRs

2023
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Amazon Athena support IPv6 
for inbound connections

2023
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Amazon VPC CNI now supports 
IPv6 Egress for Pods in IPv4 
enabled Kubernetes Clusters

2023
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https://aws.amazon.com/vpc/ipv6/

on AWS Webpage

https://aws.amazon.com/vpc/ipv6/
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https://docs.aws.amazon.com/general/latest/gr/aws-ipv6-support.html

on AWS Compatibility

https://docs.aws.amazon.com/general/latest/gr/aws-ipv6-support.html


Thank you!
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