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Topics

FD.io Overview

• VPP and CSIT core projects

CSIT Dashboard - csit.fd.io

• Infrastructure

• UI and presentation layer

Usability Examples

• Performance and efficiency comparisons

• Failures, Anomalies and Root Cause Analysis

Discussion

http://csit.fd.io/


FD.io VPP and CSIT
Core Projects in LFN FastData.io

Performance

SDN

VPP runs on COTS hardware:

VPP runs in any environment: bare-metal, VM, containers.
Portability

Allows ability to upscale and downscale.Efficiency

VPP
Vector Packet Processing

CSIT
Continuous System Integration and Testing

Performance testbeds with Xeon, Arm, AMD, Atom HW.

Bare-metal, VM, container test environments.



CDash

AWS S3 storage

• used for all data.

ETL

• from JSON to Parquet.

• running on premise.

AWS beanstalk

• application load balancing.

• EC2 instances (t3a.2xlarge).

• scalability.

Plot.ly Dash

• data dashboard.

• interactive UI.

• loads data frame partitions from S3 
compatible storage.



CDash

17
ETL pipelines

JSON
model

~2.9k
tests daily

~17.5k
tests weekly

~50k
performance tests per release

rls2302

rls2306

2021 ... 130 days ... 2023

sliding window

optimization

8GB RAM



CSIT-Dash
Customizable Views on Performance Data

Performance Trending
• Daily MRR* Data

• Weekly NDR PDR** Data

• Packet Latency

• Telemetry

* MRR – Maximum Receive Rate a.k.a. forwarding rate at maximum offered load
** NDR PDR – Non-Drop Rate (no loss), Partial Drop Rate (non-zero loss <0.5%)



CSIT-Dash
Customizable Views on Performance Data

Release Performance Data
• Iterative and Coverage Data

• Packet Throughput

• Packet Latency

• Results Statistics

• Comparison Tables



CSIT-Dash
Customizable Views on Performance Data

Additional Information
• Test Job Statistics

• Failures and Anomalies

• Documentation



CSIT Benchmark Areas and 
Methodologies

Benchmark Test Areas

• L2 Ethernet Switching
• IPv4, IPv6 Routing
• IPsec, Wireguard with IPv4 Routing
• SRv6 Routing
• Features: ACLs, NAT44-EI/ED, Policer, …
• IPv4, IPv6 Tunnels
• KVM VMs vHost-user
• Docker Container Memif
• Drivers: DPDK, AVF, RDMA, AF_XDP

Test Methodologies

• Packet Throughput and Latency
• Stateful NAT44ed
• Stateful Host-stack
• Speedup Multi-Core
• Soak Tests
• Reconfiguration Tests

Tests Test Topologies

2n–clx
2n–icx
2n–spr
2n–tx2
2n–zn2

3n–icx
3na–spr
3nb–spr
3n–alt
3n–snr
3n–tsh

*Testbed Topology – SUT Processor Model

Performance Testbed Variants*



Performance testing: List of compute platforms

Processor Family Model
Cores

per
Socket

Base 
Frequency 

GHz

L3 Cache 
(LLC) MB

Testbeds NICs

CLX Intel Xeon Cascade 
Lake

8280 28 2.6 38.5 3 x 2n-clx
x710-4p10GE, xxv710-2p25GE, e810-2p100GE, cx5-

2p100GE

ICX Intel Xeon Ice Lake 8358 32 2.6 48
4 x 2n-icx
2 x 3n-icx

xxv710-2p25GE, e810-4p25GE, e810-2p100GE, cx7-2p200GE*
xxv710-2p25GE, e810-4p25GE, e810-2p100GE, cx6-2p200GE*

SPR Intel Sapphire Rapids 8462Y+ 32 2.8 60
2 x 2n-spr

1 x 3na-spr
1 x 3nb-spr

e810-4p25GE, e810-2p100GE, cx7-2p200GE
cx7-2p200GE

e810-4p25GE, e810-2p100GE

ZN2 AMD EPYC Zen2 7532 32 2.4 256 1 x 2n-zn2 x710-4p10GE, xxv710-2p25GE, cx5-2p100GE

TX2 Cavium ThunderX2 
ARMv8.1

CN9975 28 2.0 28 1 x 2n-tx2 xl710-2p40GE

ALT Ampere Altra N1 Q80-30 80 3.0 32 1 x 3n-alt
xl710-2p40GE
cx6-2p200GE*

SNR Intel Atom Snowridge P5362B 24 2.2 27 1 x 3n-snr e810-4p25GE

TSH Huawei TaiShan 2280 hip07-d05 32 2.2 - 1 x 3n-tsh x520-2p10GE, cx4-2p25GE

* Being added



VPP release performance comparison views
Performance: Xeon ICX vs CLX

ICXCLX ICX vs CLX

ICXCLX ICX vs CLX

Comparison VPP v23.02 ICX vs CLX:

Similar views for Xeon SPR vs ICX – results just arrived from VPP v23.06-rc1 pre-release testing.

https://csit.fd.io/comparisons/#eNqNkM0OgjAMx58GLwQDQ4QLB8GrF-MLLKMYkjFmN4j69G6Azh1MTJatH792_VcBB6ahKYO8CkiO0AKCYGDsID2ES1SBXv0LjiZVh3PQVnaD8NBmfKPmmaS0zsKbzAToksgVSWMSkXRrbjTdqAKHd6JF6mgiIsbvURLHVyAygSKJ2S2iU-sq2ICfsTM7S1JbNzuu-RZ71T19ZL-rXIO8qLwCrR_Sx0_n80rk83l_3EuKf6zMULQH_b2Fj8yFmCgfwVPdsV-q5xE2YsC-XKazJuWrxOz4AuxwfTA
https://csit.fd.io/comparisons/#eNqNkMuOwiAUhp-mbgwG6AU3LkbdzqaZF0A8NU1ayhxoM7rw2QfaamVhYkLgXL4_nP9YaEA5OO8SsU-4QKgAQSvwcZJ-raeqBTfnP9j71mE9FoOy7nSEnvsH6p_BmJBMvO8MgEsTG8tTWhCebvyNit0puZwKKotMCLif-CKtdYVyUXJNavVHGKUX4IbBllH1S-RQLQrV4dNCHuZih5Dmx7lfYWvrW4wU2T5inLuamPguy5kQ43n81RqJH2zMU7IF97qEp7OJGGTTQ2TUGnxjdBxhpTtsd9N0IZTN7Co__gPeun2T


Introducing VPP Per Node Metrics

Calls
Clocks
Suspends
Vectors
Vectors/Call

VPP per node metrics collected in CSIT performance tests

Intel platforms: vpp git repo /src/plugins/perfmon/intel/bundle

VPP “show runtime”

NOTE: VPP perfmon is VPP Developer Tool
Heavily dependant on Processor PMU counters

Proceed with caution !

VPP perfmon bundles

inst-and-clock
Calls
Packets
Packets/Call,
Clocks/Packet
Instructions/Packet
IPC

Currently not running in CSIT
Perfmon access to Arm counters requires newer kernel 5.17+ – work in progress …

Arm platforms: vpp git repo /src/plugins/perfmon/bundle/arm/

cache-hierarchy
L1 hit/pkt
L1 miss/pkt
L2 hit/pkt
L2 miss/pkt
L3 hit/pkt
L3 miss/pkt

https://git.fd.io/vpp/tree/src/plugins/perfmon/intel/bundle/inst_and_clock.c
https://git.fd.io/vpp/tree/src/plugins/perfmon/intel/bundle/cache_hit_miss.c


Introducing VPP Telemetry Views

https://csit.fd.io/trending/

https://csit.fd.io/trending/


Performance trending – Throughput and efficiency metrics
Xeon SPR vs ICX vs CLX

Test Measurement VPP Nodes of Interest Node Telemetry

ip4scale200k-rnd MRR ip4-lookup runtime.clocks
inst_and_clock.clocks_per_packet
cache_hierarchy.{l3|l2|l1}_{hit}
cache_hierarchy.{l3|l2|l1}_{miss}

ip6scale200k-rnd MRR ip6-lookup runtime.clocks
inst_and_clock.clocks_per_packet
cache_hierarchy.{l3|l2|l1}_{hit}
cache_hierarchy.{l3|l2|l1}_{miss}

ipsec40tnlsw-aes256gcm MRR esp4-encrypt-tun
esp4-decrypt-tun

runtime.clocks
inst_and_clock.clocks_per_packet
cache_hierarchy.{l3|l1}_{hit}
cache_hierarchy.{l3|l1}_{miss}
runtime.vectors_calls

https://csit.fd.io/trending/#eNrtmNty2jAQhp-G3HTE2JKN6UUumvoR0muPIiu1BvlQSdDSp69snBGmECxqMgPdCw5if-16f8n-GGlTK55pLh9n8dMseZrhROT2bUa-fLIfm6ZBuEJM_kJhEHznuAn5MgzYD0Q3r0g0EVpELyhkiJuiHdmXZlRyHAQrpKoclUq12fDXNlu-NoPULtIUWxc5WdDpqeLUTbBVXchwvVflxHU5-auiJdfiN3dzbEsuzqw_LhSyYSGzbfaifbNJ2ilOmSnYB5t5vOB9mKkb9bFmHi94O2bG6UNVq7K73XHSfqWyr2FDhktecqO27nHQDgV7S9X9FAy8mqt1ZUTJ50zWbKXdZYTjZHicjIyTRedk_YbCiaQvXOrjjdnmO3-KWpvKLoPLrwlBBidIr024M60L9Op65ZTpt-e_FIqavVz9quwLqjrn2bBiu0ukzbxuDsXaDNJRZsSGH4pMYXdknon8YGGOaOTbltrJFidkw8uzLmc_V1nQi-P0cPXf8zK2Xi7By3Ne4jFeJtbLz-DlOS_JCC-X7T0ekv_BTPxPZkYjzIwX1kzw8h0vk3TwN-c8cUWlTUarPOuw1sMta7jKGspW3JyGsMdMfPFMcvHM6IKZdwR0j613lxCevP8bA-fk_d8a7CY34MYANWH_3lBhlBU8KwRXVLFiO5ehHZiTJDknx35y4iePxsqBDkAHoAPQAegwMR2wHx2wHx2wHx2wHx0w0AHoAHQAOgAdrkQH4kcH4kcH4kcH4kcHAnQAOgAdgA5Ah6udLJVCa5-jpaEee-qJpz4arQdEACIAEYAIQMTkx0t-iMCeiMCeiMCeiMCACEAEIAIQAYi43hmTHyKIJyKIJyKIJyIIIAIQAYgARAAi3kNEnD5QKZGoUF3xx50Lz2rNXcZrjuL0D0cqbMo
https://csit.fd.io/trending/#eNrtmNty2jAQhp-G3HTE2BLG9CIXTf0I6bVHkZXag3yoJGjp01c2zghTCF4KmYHuBQexv3a1v4W-GRlba5kaqR4n0dMkfprQuMjc24R9-eQ-1k1DaEWE-kXCIPguaRPKRRiIH4SvX0nRzEm8eCGhINLm7ci9jOBK0iBYEl1lpNS6zUa_ttmylR2k9pEm3_jI0YJez7XkfoKr6kNWmp0qR9bl5a-al9IUv6Wf41ryceH88aFQDAvZTbMT7ZuNk05xzMxCfLCZhwveh5mm0R9r5uGCt2NmlDxUtS67vzuN269c9TVcyEolS2n1xh8H7bAQb6m6n4KBV1O9qmxRyqlQtVgav4xwnIyOk7FTsn6n0FjxF6nM4RW7rrrG89rYyvnr8xvGiKUxMSsbbt3oAr26Xnpl8u35L4XmdidXb_euoKozmQ4rto9fucyrZl9s7CAdF7ZYy32Rzd1Wy9Ii23P8gEa97ZWtbH5ENlyeczn9uUyDXhwl-4_1PS8j5-UCvTzlJR3h5aLdlyH7H8yk_2QmG2FmNHdmopfveBknA-aePv6LytiUV1naHcX9gZw2UqcNF0tpjxMBMJOePZOdPXN2xsw7ghBg690lOC7e_5jDnsWu_8_32T-7Mdhd3IDZbQHqgv2DoSK4yGWaF1JzLfLNVIVuYI-S5JScwuQMJp-NlSMdkA5IB6QD0uHCdKAwOlAYHSiMDhRGB4p0QDogHZAOSIcr0YHB6MBgdGAwOjAYHRjSAemAdEA6IB2udrNUFsZArpaGegrUM6B-NlqPiEBEICIQEYiIi18vwRBBgYigQERQICIoIgIRgYhARCAirnfHBEMEAyKCARHBgIhgiAhEBCICEYGIeA8RUfLAlSJFRepKPm5deNYr6TNecxQlfwDEig2I
https://csit.fd.io/trending/#eNrtm9FyojAUhp_G3uykAwkRvejFdnmE7jUT42lhGoFNol336RdRB3BrJWPWAcmNleYnCR_B_5zMQelcQqxAPE3o8yR8nuAwXZYfE_L9W_lnUxSIZCjlv5HveW-ACx9mvsd_IbZ5RVxuC50jn_qzBfI5Ap2kRZAWCnjg6UyoD1QeL5gClGYaMVCYTt_4Cq2k3I2Bf-zGWK51a8C6pUi2dcvZadR6JoHVJ-xnV7dqUI2Bus61Pv9VshWo9A_UnVRXXit4ybLRyNtj623RaD0gCKNKcQb8AqlC9oD8uXkMHT2NHrJcrqq1j8PdVyYOo5RNGgSsQMtt_WzsDlN-7Kr6l9dC-CjXmU5X8MhFzt9VPQ2_mwx3k5FLssO6wqFgCxDq8xmXV1VdeJIrnZWE6_5VOEOazJBaa39Po2o4qPP3Whn9fPlHIZlu9HXA3RRk-RLi9oigigBBVq0cpNfZ6SlKtzplXKcbOBXppFyGy3j_IDW4f6IRxxWzlwVnZO1Jlqzjj_fYO4hpdHpzvyI6PxLFF4ni0RPFHYjSAGmMx7NG8VVEiRFRt0a_IhpGLeMejCs0rvqyjN6nxyzBeYzd53eoRLt4zJSWRMPxrNH_7zHT6ZHoONbodUSD3sZBQyVKexsHDe931DgO4ownECcpSCZ5sn0Ufnmgz8ZDl-TYTE7M5IGZnHaV311ubrDw7jiftk6hv_HJLSn0N6a4JYVgiPsh1inQIe5hWKTg_HY8fvtFNDgiv70lhUHuB4zIb29JYZB594j89jYUrvdbYua3xMxviZnfEjO_JWZ-S1x-6_Jbl9-6_Nblty6_dX7r_Nblty6_dfmty29dfns3-e2xCGwDXOdSxZwJcbmc7YwaG6mJkTowUlMj9dRIHRqpZ0bqudndMbyZXe-mqwPsXR2gq963HBe5ykrbMZZ7H8J2vOZqVW3Hfr3bfew10amr_rVMNBzi3nCvic5cPbVlonP3pp5lor43cSXqlpMmf-LefrRb9U-jByYESjOUZ_C05_oi11D3aPeIRn8B73OPFg


Performance trending – Throughput and efficiency metrics
VPP IPv6 and IPV4 FIB scale tests

Testbed-Platform Test Measurement VPP Nodes of 
Interest

Telemetry

2n-icx ip6base
ip6scale20k-rnd
ip6scale200k-rnd
ip6scale2m-rnd

MRR ip6-lookup runtime.clocks
cache_hierarchy.{l3|l1}_{hit}
cache_hierarchy.{l3|l1}_{miss}

2n-icx ip4base
ip4scale-2m
ip4scale-2m-rnd

MRR ip4-lookup inst_and_clock.clocks_per_packet
cache_hierarchy.{l3|l1}_{hit}

https://csit.fd.io/trending/#eNrtV01zgjAQ_TX20olDQileeqjlJ9gzE8NaMoaPJsHW_voGxImxUsuMdtThIBD28Xbz9mVnVLqQECsQT6NgOgqnIxLyxFxG_vO9ua3KEpEccfaJsOe9ASkxTLDH3hFdLRAvH1E4mSPMEOi0XpnfnCpAmZQ1CXmpSZJKO4w2UqZrG-nMY_FUArUfmGQ2pEHtZHHLsaiFpBko_gUWajZg48yoYUOYufx6Xe5E2z2GUYM4hXSKUQHE85ZI5skFaejUdWViXqiWVyhldpFKZv8hZBDd5YXMmhlJwvqRijaHCWkQkIGWaztD6yVnW6rmlecoNZZVrnkGYyYKtlS2DHwM1vaVhILOQajDOUwdTalpoXRuFLH8auIjTbCPVKXxZgNNpIUXSwuNXmc_EJLqHbJWoV1AXiQQuynrfgnDXJX7YKUdOso0X8E-SKfGG0nMkz2RDmDEtr0bGOmAueUZmeOPZey14CDa78RvYga1mA-DmN1ihpEzio6fDEZZCnHKQVLJ0vVYYLPQnSekG35LJ6VH327T3ScU4BSOzLhSfSy5xQ-eHDx5Hk_6_aakP0zJwZHndmS_KekPU3Lw5B88af5yUSEQz1GRw9NGhpmswDL2XwXRN2QDAJI
https://csit.fd.io/trending/#eNrtVcFygyAQ_Zr00iEjGmsuOTT1E9IzQ3BTGREpkLTp1xeMHWKaNNNOM5N2PIiu-3i7PB5qbKOBGBCzUTofZfNRnPHCDaPk_tbdNkqhWCLOXhGOoieIFYYpjtgzopsV4mqC7iZLhBkCW_rIXUtqANVae5L4wZMUa9tjDBlVbkPmZJ2ApxpomOCKhZQFs1el305ArTStwfA3CFC3gJBnTo2QwqzPb7dqL9utMctbxG9IZxgVENdXpF7X0V8TUMvi-kT0XV1ayDS_kY2u28McZ_6Riq6GS1kQUIPV23DYfcjZB1X7KuopNebSWEJlQZhoWDVuR0MUaKIoq8Ca0Bn-wcxu9-NM0CUIc7wT1227oLIxVjrdQkkzTZCNcYLM2uLdMttMB2-qAM0fF58Qmto9sk7HfYBsCiD9kn5XhWNeq0OwLZ05CsKLA0mOYPqUTi3yUpGoA6f5oaBfCZB6ASb_TYAs730YzvuUUVYCKTloqlm5HYvEBfakOU_DB0cOjryMI_H3HIkHRw6OPO9I92OnQiAuUSNhtpNhodcQGI9Haf4OFQYs6w


Failures, Anomalies and Root Cause Analysis

Link Comment

Test cases failure All test cases affected by an infra issue.

Test suites failure Reduction in test cases executed can be caused by failure in suite setups.

Anomalies and testbeds Different testbeds of the same type show unequal performance, depending on NIC and driver.

Anomalies and RSS Random RSS generates noise. Peformance change depends on testbed type and scale.

Scaling and anomalies Comparing scalability of a test, includes a transient regression and failures.

https://csit.fd.io/stats/#eNrLyk-yTS7OLNEtKyjQLUgtStPNyC8uKS5JTM7WTUnMzKnUzU0sLkkt0jXK081MrgAAr2QRwQ
https://csit.fd.io/stats/#eNrLyk-yTS7OLNEtKyjQLUgtStPNLSrSTUnMzKnUzU0sLkkt0jXK081MrgAARCEPPg
https://csit.fd.io/trending/#eNrdU8sOgjAQ_Bq8mE1oFfHiQeQ_TCmLEnnUthLw6y3EZCFEbyTGSzfNzM7sTlpja41ng8XBCyIvjDwe5qk7vM1x7UqjFPAKctkC8_0LcsVwz3x5h1SlNyg47LYJMAlor-7WykQYhFLrXoKfeon0YSd6hKhrR8hnF2oQGgV1FJwQi2bkMh6GOJkWJZr8iUR0wxMuXRIEMTlVt50aoe8Nw3hgfIuNB8M-bduEzAfRZAuENvP4p8gWemhzk98OLYhXVa3L4ZsG8Qt1NP59
https://csit.fd.io/trending/#eNrVksEKwjAQRL-mXmShiY314sHa_5CYrhq06ZqNSv16axVSD4IHQbwkkJnsTB7h0HhcMR7miSqSvEhkbqtuSSaLcbediWDigJ0HqbYoSeBMSnOEiqo9GN9SaEAoMVuDMIBhZymzxGhEmqbBHfgC3claM4J1ATSyVNOtqaH2_p4il_eU6hReIqNCuzYqb4tEv_ao44VHv6gG5EHQ523jhI3XNbK9YhzTvz46TMdzIJrX9NDSQH1CyMve8T342f-Qz36KXZUj1_i6__uqvAGyd950
https://csit.fd.io/trending/#eNrdls8KwjAMxp9mXiRga-tOHtS9h9QuOmGbpa2y-fRWETIPA_9MwV5aypcm6cePUOcPFtcOy3kil0m6THi6z8OSTBfjsJ2MAV6DLhtgk8kOuWG6kXKmwOaVgpLDTGyAaUBfhFOjN8ohVNZeU_DVNUV-9A_5SDFFS0p_FbqgLCq6UXJSPLpOlW4zFLO1qkK3PyMFhuZJ18EJkph-zO5b01HvL0yzW8RAtpk8dtvuL_zMNhEhbeL7tIkIaRMD0Hau-Q9mW0-V_51tL9r2Jm1_ZNsgtIkIaRPfp01ESNuzs01mo_pgq9v_TWYXHi2a6g


CSIT Resources

• Technical Papers

• SPR 2Tbps IPsec (2023)
• https://networkbuilders.intel.com/solutionslibrary/intel-avx-512-high-performance-ipsec-with-4th-gen-intel-xeon-scalable-processor-technology-guide

• “Benchmarking Software Data Planes Intel® Xeon® Skylake vs. Broadwell” (2019)
• https://www.lfnetworking.org/wp-content/uploads/sites/55/2019/03/benchmarking_sw_data_planes_skx_bdx_mar07_2019.pdf

• “Benchmarking and Analysis of Software Data Planes” (2017)
• https://fd.io/docs/whitepapers/performance_analysis_sw_data_planes_dec21_2017.pdf

• Technology Demonstrator Video Clips

• “VPP: A Terabit Secure Network Data-plane” (Intel Xeon Icelake 07-APR-2021)
• https://www.youtube.com/watch?v=ipQQmjzE_g0

• “FD.io: A Universal Terabit Network Dataplane" (Intel Xeon Skylake, 11-JUL-2017)
• https://www.youtube.com/watch?v=aLJ0XLeV3V4

• FD.io Presentations

• https://wiki.fd.io/view/Presentations

• Other FD.io Materials

• https://fd.io/

• https://fd.io/latest/whitepapers/

https://networkbuilders.intel.com/solutionslibrary/intel-avx-512-high-performance-ipsec-with-4th-gen-intel-xeon-scalable-processor-technology-guide
https://www.lfnetworking.org/wp-content/uploads/sites/55/2019/03/benchmarking_sw_data_planes_skx_bdx_mar07_2019.pdf
https://fd.io/docs/whitepapers/performance_analysis_sw_data_planes_dec21_2017.pdf
https://www.youtube.com/watch?v=ipQQmjzE_g0
https://www.youtube.com/watch?v=aLJ0XLeV3V4
https://wiki.fd.io/view/Presentations
https://fd.io/
https://fd.io/latest/whitepapers/


CSIT Resources

• Project

• Wiki pages: https://wiki.fd.io/view/CSIT

• Meetings: https://wiki.fd.io/view/CSIT/Meeting

• Mailing list: csit-dev@lists.fd.io

• CDash

• Dashboard: https://csit.fd.io

• Old Release Reports

• Wiki: https://wiki.fd.io/view/CSIT#Test_Reports

• Source Code

• Git repo: https://git.fd.io/csit

• Github mirror: https://github.com/FDio/csit

• Gerrit reviews: https://gerrit.fd.io

• Standalone libraries

• Speeding up binary search using shorter measurements: https://pypi.org/project/MLRsearch/

• Locating changes in time series by grouping results: https://pypi.org/project/jumpavg/

https://wiki.fd.io/view/CSIT
https://wiki.fd.io/view/CSIT/Meeting
mailto:csit-dev@lists.fd.io
https://csit.fd.io
https://wiki.fd.io/view/CSIT#Test_Reports
https://git.fd.io/csit
https://github.com/FDio/csit
https://gerrit.fd.io/
https://pypi.org/project/MLRsearch/
https://pypi.org/project/jumpavg/


Q&A


