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Resources 
supporting the 
data featured in 
the MDDR



Unprecedented relentless 
assault

4,000 password attacks blocked per 
second on average over the past year.

156,000 business email compromise 
attempts observed daily

1,700 DDoS attacks per day mitigated

Tracking and monitoring 14 DDoS-for-
hire sites

23% annual rise in the cases 
processed by the Microsoft Security 
Response Center and Security 
Operations Center teams.

In the time it takes you to 
read this sentence…

…we’ll have defended against 

7,320 individual password 

attacks. And by the time you 

finish this sentence, a bot will 

have attempted to spoof a multi-

factor authentication request.



Microsoft’s 
Threat actors
taxonomy

Microsoft shifts to a new threat actor naming taxonomy | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2023/04/18/microsoft-shifts-to-a-new-threat-actor-naming-taxonomy/


• Keyplug malware

October Activity overview 

• Mint Sandstorm delivers 
Peppermint to targets of 
interest

• Storm-0589 seeks access to 
personal data

• Russian threat actors and 
Seashell Blizzard destructive 
attack evolutions in Ukraine 
show dwindling use and 
sophistication

• Onyx Sleet exploits vulnerable 
VMWare Horizon servers

• Pearl Sleet deploys Kim Jong 
Un visit to Russia themed lure 
served on OneDrive

Chinese activity group 
threats

Iranian activity group 
threats

Russian activity group 
threats

North Korean activity 
group threats

Microsoft Threat Intelligence

Financially motivated 
threats

• Qakbot distributor Storm-0464 
shifts to DarkGate and IcedID

Microsoft Defender 
for Office 

• Prolific adversary-in-the-middle 
phishing actor Storm-0485

Attack surface 
intelligence

• SharePoint Server
• Cacti
• Juniper JunOS
• JetBrains TeamCity
• WS_FTP Server
• Exim Mail Server
• Confluence

Open-source 
intelligence 

• Telecom targeting
• Remcos RAT
• Ransomware update
• Linux FDM



Cybercriminals are leveraging the 
cybercrime-as-a-service ecosystem to 
launch phishing, identity, and 
distributed denial of service (DDoS) 
attacks at scale. Simultaneously, they 
are increasingly bypassing multifactor 
authentication and other security 
measures to conduct targeted attacks.

Key developments

The State 
of 
Cybercrim
e

Ransomware operators are shifting heavily 
toward hands on keyboard attacks, using 
living‑off‑the‑ land techniques and remote 
encryption to conceal their tracks, and 
exfiltrating data to add pressure to their ransom 
demands. And cybercriminals
are improving their ability to impersonate or 
compromise legitimate third parties, making it 
even harder for users to identify fraud until it’s too 
late.



What we’re seeing in targeted 
attack notifications

Based on the notifications shared with customers, 
these are the top threats identified by Microsoft 
Defender Experts this year:

Successful identity attacks

Ransomware encounters

Targeted phishing attempts leading 
to device or user compromise

Business email compromise



Key developments

Nation 
State 
Threats
After last year’s flurry of high-profile 
cyberattacks, nation-state cyber actors 
this year pivoted away from high- 
volume destructive attacks and 
instead directed the bulk of their 
activity toward cyber espionage.
As nation-state threat actors continue to grow in 
sophistication, they have been increasingly 
used by governments to understand the plans 
of other
nations, transnational bodies, and non-governmental 
organizations. Critical infrastructure also remains a 
popular target, with threat actors employing stealthier 
techniques to establish persistence and evade 
detection, as is the education sector. At the same 
time, some governments have used cyber-enabled 
influence campaigns to manipulate public opinion at 
home and abroad. Cyber operations are expanding 
globally, with increased activity in Latin America, sub-
Saharan Africa, and the Middle East due to 
heightened Iranian activity.



A growing focus on 
critical infrastructure 



Unknown Ukraine-
focused group 12%

Seashell Blizzard 
(Russia) 11%

Mint Sandstorm (I-
ran) 11%

Cadet Blizzard 
(Russia) 6%

Forest Blizzard 
(Russia) 5%

Secret Blizzard 
(Russia) 5%

Diamond Sleet 
(North Korea) 3%

Aqua Blizzard 
(Russia) 3%Other 45%

United Kingdom 
41%

Italy 11%

France 9%

Switzerland 9%

Poland 7%

Azerbaijan 5%

Belgium 5%

Denmark 5%

Finland 5%
Sweden 5%

Europe
January – March 2023

Think tanks and government institutions 
were the top targets for all major nation 
state actors likely for intelligence 
collection on government policy.

While the United Kingdom is always among 
the most targeted in Europe, targeting of  
defense industrial base and critical 
infrastructure from multiple state actors 
thrust France and Italy into the top tier this 
quarter. 

Russian actors primarily affiliated with the GRU 
conducted the most intrusions in Europe, 
focused on gaining or redeveloping accesses 
into NATO members' networks. 

Most 
targeted 
sectors*

Most 
targeted 
countries

Most active 
actors

Think tanks/NGOs 
27%

Other 15%

Government 15%

Education 13%

Defense Industry 
7%

IT 7%

Finance 5%

Energy 4%

Health 4%Communications 
4%



The emerging threat 
posed by
cyber mercenaries

Cyberspace is an increasingly 
contested area for conflict and 
strategic rivalries among states. 

However, the development and 
maintenance of offensive cyber 
capabilities is costly and labor-
intensive, demanding skills many 
countries lack or cannot maintain.



The Diamond Model 

ADVERSARY

Bad actor/organization 
responsible for cyber-attack

Law Enforcement

INFRASTRUCTURE

Physical or logical 
communication structures used 
by adversary to deliver a 
capability and effect results from 
the victim

Our opportunity

INTERNET PROTOCOL
(IP) ADDRESSES

DOMAINS

EMAIL ADDRESSES

CLOUD STORAGE HOP-THROUGH POINTS

SERVERS

IOT DEVICESMERCHANT 
ACCOUNTS

OTHERVIRTUAL MACHINESPHONE NUMBERS SOCIAL MEDIACRYPTO WALLETS CRYPTO DOMAINS

URLS

SOURCE: The Diamond Model of Intrusion Analysis

VICTIM

Target of the adversary and 
against whom vulnerabilities and 
exposures are exploited and 
capabilities used

Partner with cybercrime
victim advocacy groups

CAPABILITY

Tools and techniques used by 
adversary to affect a cyber-attack

Built-in security in our
Products and Services



Human Operated Espionage Human Operated Ransomware

Similarities of human operated campaigns

Human Attack Operators
Flexibility - Attacks are not pre-programmed,  attack operators adjust as needed

Get In

Get Around

Get Objective

Focus on Stealth
Expensive and sophisticated

Focus on Effectiveness
Cheap and Fast

Mission Objective

Focus on specific goal (often nation state 
objective). Selectively target critical 
assets and information

Profit Objective

Monetize by selling access back to 
rightful owner. Target any critical asset 
and information



• Opportunistic ransomware and extortion operations in 
addition to credential-gathering campaigns likely in support 
of espionage

• Industrial Spy to Underground ransomware

• June 2023: Phishing campaign delivering the SignJoin 
backdoor

• Targeted defense and government entities in Europe 
and North America with lures related to the Ukrainian 
World Congress

• Emails led to exploitation via the CVE-2023-36884 zero-
day vulnerability

Financial and espionage motives
Storm-0978

DEV

Storm-0978 attacks reveal financial and espionage motives | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2023/07/11/storm-0978-attacks-reveal-financial-and-espionage-motives/


What is the optimal ransomware 
resiliency state?

The foundational five

1. Modern authentication with phish-resistant credentials 

2. Least privileged access applied to the entire technology stack 

3. Threat-and-risk-free environments

4. Posture management for compliance and the health 
of devices, services, and assets

5. Automatic cloud backup and file-syncing for user 
and business-critical data 

Ransomware attackers 
are motivated by easy 
profits, so adding to 
their cost via 
security hardening is 
key in disrupting the 
cybercriminal 
economy.

A call to action



October 2022, Log4j vulnerability was exploited in the Apache 
Tomcat engine to gain initial access to VMWare Horizon 
servers

Onyx Sleet took advantage of opportunistic targets from the 
Log4j vulnerability with the intent of returning for further 
operations

The actor used these compromised servers to conduct 
discovery and reconnaissance activities

Onyx Sleet has also shown interest in taking advantage of 
online gambling websites. This could represent an auxiliary 
motive for financial gain, either on behalf of the operator or its 
sponsor.

Financial and espionage motives
Onyx Sleet
Formerly PLUTONIUM

North Korea

PowerShell command to stop Defender monitoring

Regadd command to store credentials

Discovery commands captured in info.dat

Procdump.gif from C2 IP to deliver proc.exe

Multiple North Korean threat actors exploiting the TeamCity CVE-2023-42793 vulnerability | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2023/10/18/multiple-north-korean-threat-actors-exploiting-the-teamcity-cve-2023-42793-vulnerability/




Monitoring Global Threats: Microsoft :: Threat Intelligence Blog

https://www.microsoft.com/en-us/wdsi/threats/
https://www.microsoft.com/en-us/security/blog/topic/threat-intelligence/?sort-by=newest-oldest&date=any
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Trojan:Win32/Wacatac.H!ml
https://msrc-blog.microsoft.com/
https://www.microsoft.com/en-us/wdsi/threats/
https://www.microsoft.com/en-us/wdsi/threats/
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Adware:Win32/DealPly!MSR
https://msrc.microsoft.com/blog/2023/10/microsofts-response-to-open-source-vulnerabilities-cve-2023-4863-and-cve-2023-5217/
https://www.microsoft.com/en-us/security/blog/2023/10/03/defending-new-vectors-threat-actors-attempt-sql-server-to-cloud-lateral-movement/
https://www.microsoft.com/en-us/security/blog/2023/09/14/peach-sandstorm-password-spray-campaigns-enable-intelligence-collection-at-high-value-targets/
https://www.microsoft.com/en-us/security/blog/2023/09/14/uncursing-the-ncurses-memory-corruption-vulnerabilities-found-in-library/




Thank You
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