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ABSTRACT

Recent years have witnessed growing consolidation of web oper-
ations. For example, the majority of web traffic now originates
from a few organizations, and even micro-websites often choose
to host on large pre-existing cloud infrastructures. In response to
this, the “Decentralized Web” attempts to distribute ownership and
operation of web services more evenly. This paper describes the
design and implementation of the largest and most widely used
Decentralized Web platform — the InterPlanetary File System (IPFS)
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WHAT IS IPFS?




What is IPFS? .

In Words -

IPES stands for the InterPlanetary
File System

The IPFS stack 1s a suite of specifications and tools
that share two key characteristics

b 1) Content Addressing using CIDs
g 2) Transport Agnosticity

L

[1] IPFS Specs https://specs.ipfs.tech/ IPFS is not a blockchalin.
[2] IPFS Docs https://docs.ipfs.tech/concepts/implementations/



What 1s IPFS?
In Numbers

10+ implementations
Operational since 2015
~300k nodes / week
~3M users / day
~120M requests / day
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[1] Probelab https://probelab.io/
[2] IPFS Docs https://docs.ipfs.tech/concepts/ipfs-implementations/






Design .

Content Addressing _—

L

Simplistically: IPFS uses the hash of the content stored
In the system as its content identifier (CID)

bafybeigdyrzt5sfp7udm7hu76uh7y26nf3efuylgabf3oclgtqy55fbzdi



Design

Content Addressing _—

In practice: there 1s much more sophistication in the
structure of a CID

bafybeigdyrzt5sfp7udm7hu76uh7y26nf3efuylqabf3oclgtqy55fbzdi

”: -<mu1tibase>(cid—version | multicodec || multihash)

L



Design

Content Addressing

Advantages

Decouples content from hosts

Data integrity

Deduplication

Alleviate backbone addiction
Challenges

Access Control

Discoverability



Design

Peer to Peer Network Structure o

IPFS uses a Kademlia-based DHT for the P2P network’s structure
It enables the system to be open and permissionless
Two types of records:

Provider-Records: CID - PeerlID

Peer-Records: PeerID - Network Addresses

>
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Content Lifecycle




Design

Content Lifecycle




Design

Content Lifecycle -
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Content Lifecycle ~




Design

Content Lifecycle

CID




Design g

Content Lifecycle ~

CID
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Content Lifecycle
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Content Lifecycle
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Content Lifecycle

CID
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EVALUATION



Evaluation

Methodologies s

Three complementary methodologies covering the
operational spectrum:

Crawls: Continuous crawling and monitoring
Probes: Performance measurements through controlled nodes

Logs: Infrastructure usage log analysis (not in this presentation)

/



Evaluation ;

Context -

The network Is a moving target
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[1] Network Crawls with Nebula: https://github.com/dennis-tra/nebula



Evaluation

Crawls
Continuous Network Monitoring

Full network crawls 4 AS. Distribution ~ 464k IP-Addresses
every 30m > 150 Countries
9.5k crawls § > 2700 ASs

Monitors uptime

10° 10! 102 102 104
Autonomous System Rank

“The Cloud Strikes Back: Investigating the Decentralization of IPFS™ — Balduf et al., IMC '23

[1] Network Crawls with Nebula: https://github.com/dennis-tra/nebula



Evaluation

Peer Churn

Influences several network-wide DHT parameters like
record replication or routing table refresh rate

— all (34,924)

10 12 14 16 18 20 22 24
Uptime in Hours

O 2 4 6 8 10 12 14 16 18 20 22 24
Uptime in Hours

[1] https://github.com/plprobelab/network-measurements/blob/master/reports/2023/calendar-week-43/ipfs/README.md#churn



Evaluation
Probes
Controlled Network Nodes /.\ \
DHT Servers publish new CIDs D
DHT Servers communicate the —J :
CIDs to the clients .. DHT lus_west_1
DHT Clients request the CIDs .
The request process Is repeated

from several geographic locations | +%eu central 1
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Evaluation

Probes

Controlled Network Nodes

DHT Servers publish new CIDs , 1
DHT Servers communicate the
CIDs to the clients DHT lus west_1

af south l;

DHT Clients request the CIDs

The request process Is repeated

from several geographic locations . +%eu central 1

ey Prss
N oy o am s ==



Evaluation

Probes

s 5\
\‘
¢
’
, sa_east_1 .
/ me south 1
/ \
R t ’ ‘
epeat ... : :
/ \
! \
I
N
D‘ I I l us west 1
g I N N
af south 1, I
\ !
\ /
\ /
\ /
\ /
\ /
\
S
«
Y .~ eu central 1
N- —f

oo o am s -

ap souteast 2



Evaluation
Probes
=
Repeat ... 1

... more than 3k CIDs published
... more than 14k CIDs retrieved

'us_west_l
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Evaluation

DHT Lookup Latency

80% of requests from EU resolve in < 500ms

—— af_south_1 ; ap-southeast 2 eu_central_1 me_south_1 sa_east_1 — us_west_1
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Evaluation ;

DHT Publication Latency -
Orders of magnitude larger than the lookup latency
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Evaluation

Cliffhanger —

More detailed analysis in our paper:
IPFS Network Design Details

Public Gateway Usage Log analysis
Cloud Provider Dependence
Geographical Distribution of network Participants

Lookup performance compared to HTTPS — “Request Stretch”



WHERE TO GO
FROM HERE?




Where to go from here?

Datasets —

Use our datasets!

Network Crawls

batybeigkawbwjxa325rhul5vodzxb5uot73neszqeb6477/n1lzziws5k50734

Probe Performance Data

batybeid711734k4rqg271g45nceqgdakdpetavébcujgiymévchbml24tk2t4

Infrastructure Usage Logs
batybeiftyvcar3vh7zua3xakxkb2hbppodgiubt3rkpsggcth7n7axxnsa
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Where to go from here?

Reading Recommendations

Content Censorship in the InterPlanetary File System

Srivatsan Sridhar*, Onur Ascigil’, Navin Keizer¥, Frangois Genon?
Sébastien Pierre?, Yiannis Psaras!, Etienne Riviere!, Michat Kré1®

*Stanford University

Abstract—The InterPlanetary File System (IPFS) is currently
the largest decentralized storage solution in operation, with
thousands of active participants and millions of daily content
transfers. IPFS is used as remote data storage for numerous
blockchain-based smart contracts, Non-Fungible Tokens (NFT),
and decentralized applications.

We present a content censorship attack that can be executed
with minimal effort and cost, and that prevents the retrieval of
any chosen content in the IPFS network. The attack exploits
a conceptual issue in a core component of IPFS, the Kademlia
Distributed Hash Table (DHT), which is used to resolve content

fLancaster University YUniversity College London
1ICTEAM, UCLouvain, Belgium §City, University of London

Il Protocol Labs

send their requests for data. The design of IPFS results from
decades of research on how to build efficient P2P systems [24],
[49]. It uses resolution based on a Distributed Hash Table
(DHT) combined with Bitswap, a flooding-based, unstructured
search mechanism. Similarly to systems such as Gnutella [59],
downloaders use Bitswap to establish connections to random
peers in the network and send them content queries. Bitswap
acts as a lightweight cache and speeds up the retrieval of
popular content, but cannot provide discovery guarantees, in
particular for newer or less popular data.

@ @ ] v 3618257.3624797.pdf
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The Cloud Strikes Back: Investigating the Decentralization of IPFS
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Where to go from here?

ProbelLab
Visit
Probelab: https://probelab.io

Weekly Reports at
https://stats.ipfs.network/

Future Work

Content availability, severe
network conditions, content

routing latency, broaden focus
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‘ ProbelLab

IPFS KPIs

IPFS DHT

IPFS Gateways
Website Monitoring
IPNI

Tools & Data
About & Contact
Weekly Reports -

Discuss -+
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probelab.io

£ 8

PP '(”Jfb La

w

Introduction

The Protocol Benchmarking & Optimization Team (ProbelLab) is on a mission to measure the
performance of Web3.0 network protocols, benchmark protocols against target performance
milestones and propose improvements to their core design principles.

We focus on understanding the mechanics of internal network protocols, as well as how they
interact with other parts of the system. Our expertise lies in network-layer protocols, and we are
particularly active in the IPFS and Filecoin space, though our work is not limited to that. We dive
deep into the protocol as an independent entity and investigate the exogenous factors that influence
its performance.

Our team specializes in cross-protocol interoperation and network architecture, works to identify
potential bottlenecks and inefficiencies in the system and provide solutions, accordingly.

Some of our recent major projects include:

» Performance Benefit of Hydra nodes in the IPFS DHT
» libp2p NAT Hole Punching Success Rate
» The IPFS DHT Routing Table Health

» The IPFS DHT Provider Record Liveness

On this page
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@dennis-tra on GitHub
@dtrautwein.eu on Bluesky
https://dtrautwein.eu on the Web
dennis@protocol.ai via Email

Thank you!
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Evaluation

DHT Lookup Latency

80% of requests from EU/NA resolve in < 500ms

af _south_1 eu_central_l sa_east_1
ap-southeast_2 me_south_1 us_west_1

3 5
DHT Walks Duration in s




Evaluation

DHT Lookup Latency

Constant 1s lookup delay

—— af_south_1 ; ap-southeast 2 eu_central_1 — me_south_1 sa_east_1 — us_west_1
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Evaluation ;
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[1] Network Crawls with Nebula: https://github.com/dennis-tra/nebula
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IPFS Ecosystem
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Design Fundamentals

Content Addressing

Example of a CIDv1:
bafybeigdyrzt5sfp7udm7hu76uh7y26nf3efuylqabf3oclgtqy55fbzdi

U

<multibase>(cid-version || multicodec | multihash)
M——oo

v dag-pb sha2-256 32 bytes SHA256 hash
00000001 01110000 00010010 00100000110010010...

CID-VersionMulticodecMulticodec Length  Actual Hash
g —

Multihash



Crawler Results

Cloud
° Infrastructure!
ErO\"dgr At least on providers whose IP addresses are public.
ependency

Very small minority of nodes hosted on centralised cloud

Table 3: Percentage of nodes hosted on cloud providers. The
table shows the top ten and selected cloud providers.

Provider IP Addresses [P Address Share
Contabo GmbH 2038 0.44 %
Amazon AWS 1792 0.39 %
Microsoft Azure/Coporation 1536 0.33 %
Digital Ocean 836 0.18 %
Hetzner Online 592 0.13 %
GZ Systems 346 <0.10 %
OVH 341 <0.10 %
Google Cloud 286 <0.10 %
Tencent Cloud 258 <0.10 %
Choopa, LLC. Cloud 244 <0.10 %
Alibaba Cloud 180 <0.10 %
CloudFlare Inc 140 <0.10 %
Oracle Cloud 27 <0.10 %
IBM Cloud 9 <0.10 %
235 Other Cloud Providers 2017 0.43 %
Non-Cloud 453,661 97.71 %
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Design Fundamentals o=
Peer Addressing
Network Layer Transport Layer P2P Overlay
e e e i
/ip4/1.2.3.4 | /tcp/3333 |  /p2p/QmZywQ14. ..
e — S — e —
o Protocol & Address Protocol & Port PeerID



Metrics & Statistics

Agent Version
Uptake
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