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Border Gateway Protocol (BGP)

• Each network resource owner (e.g., VT) announces its IP prefixes to the rest of 
routers, so that they can learn the path towards VT.

• However, it has NONE of security consideration such as authorization
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Resource PKI 
(Public Key Infrastructure)
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• Public Key Infrastructure framework designed to secure Internet’s routing 
structure; specifically BGP (developed starting in 2008)

• Currently more than 40% of IP spaces are verifiable with RPKI 
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RPKI Structure: ROA
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RPKI Structure: ROV
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Two questions

• How network operators use RPKI to “claim” their IP addresses? [IMC’19]

• How network operators also use RPKI to “filter” invalid BGP announcements?
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Answering this question is “relatively” 
straightforward



Two questions

• How network operators use RPKI to “claim” their IP addresses? [IMC’19]

• How network operators also use RPKI to “filter” invalid BGP announcements?
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Would it be easy..?



Previous approaches
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• Control-plane based methods: like CCR’18

• Data-plane based methods: like DSN’18, TMA’21



Previous approaches
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Challenges

• C1: We need more invalid prefixes to make the measurement robust

• C2: We need more vantage points to cover more ASes
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RoVista: 
Measuring and understanding the ROV status

• C1: We need more invalid prefixes to make the measurement robust

    Use in-the-wild invalid prefixes

• C2: We need more vantage points to cover more ASes

    Use IP-ID side channel
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“In-the-wild” invalid prefix

• 0.7% of the RPKI-covered prefixes are 
invalid
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RoVista: 
Measuring and understanding the ROV status

• C1: We need more invalid prefixes to make the measurement robust

    Use in-the-wild invalid prefixes

• C2: We need more vantage points to cover more ASes

    Use IP-ID side channel
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IP-ID side channel

• IP-ID Side-channel technique, which allows to infer the connectivity between two 
hosts (e.g., whether one host can receive a packet from other host)
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IP-ID
• IP ID was first introduced by RFC 791

• originally designed to assist packet fragmentation and reassembly by assigning an unique identifier for each packet

• How to assign IPID?

• Global counter

• increments the IP-ID by 1 unit whenever it sends a new packet regardless of the destination IP address

• Local counter

• manages a unique counter for each destination IP address 

• Random counter

• …
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IP-ID Side-Channel
Basic Idea

20

Target: host under 
invalid prefix

Reflector: host with 
global counter

Measurement 

Client

SYN

SYN/ACK 

1. Spoofed

SYN

2. SYN+ACK

3. RST

SYN

SYN/ACK 

SYN

SYN/ACK 

Record IP-ID



IP-ID Side-Channel
Possible Scenarios
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IP-ID Side-Channel
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IP-ID Side-Channel
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IP-ID Side-Channel
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RoVista: 

Measuring and understanding the ROV status

• C1: We need more invalid prefixes to make the measurement robust


    Use in-the-wild invalid prefixes


• C2: We need more vantage points to cover more ASes


    Use IP-ID side channel
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ROV Scores

• In order to infer the ROV status. we calculate the percentage of target that all 
reflectors under the same AS cannot reach to, which will be the ROV Score of 
that AS

• But, high ROV score does not mean “ROV deployment”
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Experiments
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Measurement 
Period 12/24/2021 ~ now

# of ASes 28K

# of countries 231

We have released our results at https://rovista.netsecurelab.org/ with APIs



Cross-validation
Comparison with the official sources
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Survey: 31 ASes Post : 40 ASesPersonal communication: 10 ASes



Current ROV status
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• ROV deployment is increasing over the last 2 years

• But, still not enough to secure the Internet



Current ROV status
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• Large network are more likely to deploy ROV

• Tier-1 ASes are doing a good job 
Rank ASN ISP ROV Score Rank ASN ISP ROV Score

1 3356 Level 3 100 15 12956 Telefonica Global Solutions 100

2 1299 Telia 100 18 701 Verizon 94

3 174 Cogent Communications 100 21 7018 AT&T 100

4 3257 GTT Communications 100 22 3320 Deutsche Telekom AG 0

6 2914 NTT America 100 31 6830 Liberty Global B.V. 100

8 6461 Zayo Bandwidth 100 32 1239 Sprint 100

9 6453 TATA Communications 100 36 209 CenturyLink Communications 100

10 3491 PCCW Global 100 72 2828 Verizon 94

14 5511 Orange 100



Case-Study: 
Collateral Benefits of ROV 
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Limitations & Conclusion

• We present ROVista, a new platform to measure the protection of ROV

• With 2 years running, we successfully measure the ROV status of more than 
28,000 ASes

• We publish all dataset and source codes in: rovista.netsecurelab.org

• There’s a need of future study to distinguish ROV deployment and ROV 
protection in a larger scale
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http://rovista.netsecurelab.org


Questions
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Previous approaches
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Collateral damage

35



AS Rank vs ROV score
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