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YANG Grouping for UDP Clients and UDP Servers

e Based on UDP-notif draft feedback
o Interest on having a dedicated draft for generic groupings

® Definition of Generic Groupings for UDP clients and servers
o UDP client
o UDP DTLS client
o UDP server
o UDP DTLS server

® To be used standalone or in combination with other protocol stacks
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module: ietf-udp-client

grouping udp-client-grouping:
+-- remote-address inet:ip-address-no-zone
+-- remote-port inet:port-number

Observations:

- IP-address defined as ip-address-no-zone (feedback on UDP-notif)
- DTLS container based on “ietf-tls-client” generic grouping

- DTLS container supports DTLS 1.3 (DTLS 1.2 is removed)

- “feature dtls13” is defined within this YANG module

module: ietf-udp-client

grouping udp-dtls-client-grouping:
+-- remote-address inet:ip-address-no-zone
+-- remote-port inet:port-number
+-- dtls! {dtls13}?

+-- client-identity!

+-- (auth-type)
+--:(certificate) {client-ident-x5089-cert}?
| +-- certificate
| +-- (local-or-keystore)

+--:(raw-pubiié-key) {client-ident-raw-public-key}?
| +-- raw-private-key
| +-- (local-or-keystore)

+--:(tls12-psk)
{client-ident-tls12-psk,not tlsc:client-ident-tls12-psk}?

| +-- tls12-psk
| +-- (local-or-keystore)
| | .
| +-- id? string
+--:(tls13-epsk) {client-ident-tls13-epsk}?

+-- tls13-epsk

+-- (local-or-keystore)

+-- external-identity string
+-- hash

| tlscmn:epsk-supported-hash

+-- context? string
+-- target-protocol? uint16
+-- target-kdf? uint16

+-- server-authentication

+-- ca-certs! {server-auth-x509-cert}?

+-- (local-or-truststore)
+--:(local) {local-definitions-supported}?
| +-- local-definition

+--:(truststore)
{central-truststore-supported, certificates}?
+-- truststore-reference? ts:certificate-bag-ref
+-- ee-certs! {server-auth-x509-cert}?
+-- (local-or-truststore)
+--:(local) {local-definitions-supported}?
| +-- local-definition

| 500
+--:(truststore)
{central-truststore-supported, certificates}?
+-- truststore-reference? ts:certificate-bag-ref
+-- raw-public-keys! {server-auth-raw-public-key}?
+-- (local-or-truststore)
+--:(local) {local-definitions-supported}?
| +-- local-definition

+——:(trusféfore)
{central-truststore-supported, public-keys}?
+-- truststore-reference? ts:public-key-bag-ref

+-- tls12-psks? empty
{server-auth-tls12-psk, not tlsc:server-auth-tls12-psk}?
+-- tls13-epsks? empty {server-auth-tls13-epsk}?

+-- hello-params {tlscmn:hello-params}?
+-- tls-versions
| +-- tls-version* identityref
+-- cipher-suites

+-- cipher-suite*  identityref
+-- keepalives {tls-client-keepalives}?
+-- peer-allowed-to-send? empty
+-- test-peer-aliveness!

+-- max-wait? uint16

+-- max-attempts? uint8
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module: ietf-udp-server

grouping udp-dtls-server-grouping:
+-- local-address inet:ip-address-no-zone
+-- local-port inet:port-number
+-- dtls! {dtls13}?
+-- server—identigy
B +-- (auth-type
module: letf‘Udp‘Server +--:(certificate) {server-ident-x509-cert}?
| +-- cerfificate )
5 5 | +-- (local-or-keystore
grouping udp—server—grouplng: |

+——:(raw—pri§é£e—key) {server-ident-raw-public-key}?

+-- local-address inet:ip-address-no-zone T o ey
+-- local-port inet:port-number \ +-- (local-or-keystore)

+——:(tls12—p§k5
{server-ident-t1ls12-psk,not tlss:server-ident-tls12-psk}?
|  +-- tls12-psk
| +-- (local-or-keystore)
| |
| +-- id_hint? string
+--:(tls13-epsk) {server-ident-tls13-epsk}?
. +-- tls13-epsk
Observa'“ons: +-- (local-or-keystore)
|
+-- external-identity string
+-- hash
. . . | tlscmn:epsk-supported-hash
- IP-address defined as ip-address-no-zone (feedback on UDP-notif) rocontexty string
= arget prggocol. u1ntlg
+-- target-kdf? uint

H “: 4 H H +-- client-authentication! {client-auth-supported}?
- DTLS container based on “ietf-tls-server” generic grouping et (oA tansauthe oS cart e o
+-- (lo?al—or;tzuststcre% )
. . +--:(local) {local-definitions-supported}?
- DTLS container supports DTLS 1.3 (DTLS 1.2 is removed) |+ Local-definition
“ ” +--:(truststore) -
1 1 1 1 1 tral-t tst = ted, tificat 2
- “feature dtls13” is defined within this YANG module +-- trustatorerefarence?  foicertificate-bag.rer
+-- ee-certs! {client-auth-x509-cert}?
+-- (local-or-truststore)
+--:(local) {local-definitions-supported}?
| +-- local-definition
| o
+--:(truststore)
{central-truststore-supported,certificates}?
+-- truststore-reference? ts:certificate-bag-ref
+-- raw-public-keys! {client-auth-raw-public-key}?
+-- (local-or-truststore)
+--:(local) {local-definitions-supported}?
| +-- local-definition

| ..
+--:(truststore)
{central-truststore-supported, public-keys}?
+-- truststore-reference? ts:public-key-bag-ref
+-- tls12-psks? empty
{client-auth-tls12-psk,not tlss:client-auth-tls12-psk}?
+-- tls13-epsks? empty {client-auth-tls13-epsk}?
+-- hello-params {tlscmn:hello-params}?
+-- tls-versions
| +-- tls-version* identityref
+-- cipher-suites
+-- cipher-suite* identityref
+-- keepalives {tls-server-keepalives}?
+-- peer-allowed-to-send? empty
+-- test-peer-aliveness!
+-- max-wait? uint16
+-- max-attempts? uint8
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® Request more feedback from the WG
e Will send the draft to QUIC WG
e Working group adoption



