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Agenda

• Why are we here?

• Where are we?

• Where do we go next?



Why are we here?



Browse to

a website

Social 

Engineerig

Open

attachment

Click a URL 
Exploitation

& Installation
Command

& Control 

User account 

is compromised

Brute force account or use

stolen account credentials

Attacker attempts 

lateral movement 

Privileged account 

compromised

Domain

compromised

Attacker accesses 

sensitive data

Exfiltrate data

Anatomy of an attack

Attacker collects

reconnaissance &

configuration data

Attacker exploits protocol 

technical design or 

implementation issues



Browse to

a website

Social 

Engineering

Open

attachment

Click a URL 
Exploitation

& Installation
Command

& Control 

User account 

is compromised

Brute force account or use

stolen account credentials

Attacker attempts 

lateral movement 

Privileged account 

compromised

Domain

compromised

Attacker accesses 

sensitive data

Exfiltrate data

Mind the Gap – Where Attackers (often) Enter
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Cross-Device Flow Social Engineering Exploit
Authorization 
Server

Endpoint

1. Get a Code

3. Scan or enter a Code, click 
on link

4. Authenticate/Authorize

5. Retrieve Tokens

1234

Attacker Controlled Device
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Authorization Device
(Authenticate/Authorize)

Click here to sync 
your messages

2. Change Context

Attack Pattern Summary: Exploit the Unauthenticated Channel
Initiate the session, retrieve code (QR code, user code)
Use social engineering to change context and persuade user to authorize session (illicit consent grant)
Bypasses multi-factor authentication (don’t need to harvest credentials)



Mitigation Framework



Where are we?
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Cross-Device Flows: Security Best Current Practice

https://datatracker.ietf.org/doc/draft-ietf-oauth-cross-device-security/



What’s New: Cross-Device Session Transfer Pattern

Feedback at OSW
• Two of the examples did not cleanly 

map to the general patterns 
described.
• Example A5/B5 and A7/B7

• User starts flow on authorization 
device, not consumption device.

• QR code is scanned to transfer a 
session not request authorization

• Cross-Device Session Phishing

• Example: OpenID4VCI pre-auth code

• Thanks to Marco Pernpruner and 
Giada Sciarretta



What’s New: 2 new mitigations, 1 Rename

New mitigations
• User Education

• Request Binding with Out-of-Band Data

New name
• Authenticate-then-Initiate



What’s New: 2 new exploits observed in the wild

Fake Helpdesk Consent Request Overload



What’s New: SHOULD, RECOMMENDED and MAY

• Discussed at IETF 117

• Several “should, may, recommended”, no “SHOULD, MAY or RECOMMENDED”
• Applies to the Authorization Server, Resource Server or Client 

• Why change
• Provide clear guidance to implementors

• Emphasise importance of mitigations

• Make conformance\adoption meaningful



What’s New: Editorial updates

• Editorial scrub 

•Adopted the OpenID Foundation terminology from CIBA

•Acknowledgements
• Marco Pernpruner

• Giada Sciarretta 

• Maryam Mehrnezhad



Where do we go Next?



Open Issues



Next Steps

•Update Formal Analysis section (December)

•WG Last Call before IETF 119?



Questions?
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