
CDNs & States

Nick Merrill
University of California, Berkeley
Center for Long-Term Cybersecurity

1



● As a percentage of internet traffic...
○ Google: 21%
○ Netflix: 9%
○ Meta: 15%
○ Akamai: 15-20%

● Most internet traffic comes from offnets!
● Though its death is overhyped, the Tier-1 network is much less 

relevant than it used to be.
○ ...though policymakers don’t know that yet (Merrill & Narechania, 2022)

Look ma, no Tier-1!
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https://scholarship.law.duke.edu/dlj_online/101/


● The internet is both the cause and effect of geopolitics (Douzet, 
2014).

○ China’s “Great Bottleneck” (Zhu et al., 2020)
○ Iran’s selective international censorship (Salmation et al., 2021)
○ Eastern Ukraine’s dependency on Russia (Limonier et al., 2021)

● How do CDNs fit into this picture?

So... how do states think about CDNs?
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https://www.cairn.info/revue-herodote-2014-1-page-3.htm
https://www.cairn.info/revue-herodote-2014-1-page-3.htm
https://dl.acm.org/doi/abs/10.1145/3379479
https://academic.oup.com/cybersecurity/article/7/1/tyab018/6353268
https://firstmonday.org/ojs/index.php/fm/article/view/11700


1. How do states want the internet to be (and why)?
2. How do CDNs want the internet to be (and why)?

We know a good amount about (1), but less about (2), and almost nothing 
about the relationship between 1 and 2.

Why care?

Narrowing the question
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David Clark. Control Point Analysis. 2012. 5



Merrill, Pulse Centralization Dashboard, Internet Society. 6

https://pulse.internetsociety.org/concentration


Source: IEEE Spectrum. 7

https://spectrum.ieee.org/the-real-story-of-stuxnet


● Understand CDNS’ decision-making from IETF mailing list data
a. Decision-Dialogue-Act Analysis on IETF datasets (Karan et al., 2023)
b. ten Oever, N., Milan, S., & Beraldo, D. (2020). Studying Discourse in Internet Governance through 

Mailing-list Analysis. In D. L. Cogburn, L. DeNardis, N. S. Levinson, & F. Musiani (Eds.), Research 
Methods in Internet Governance. Cambridge, MA: MIT Press.

● Compare those findings with best-available information about state desires
a. U.S. agencies?

i. State Department DRL?
b. E.U. agencies?

i. ???
c. Others?

i. ????
● Understand points of (1) alignment (2) friction

A research agenda
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https://aclanthology.org/2023.findings-acl.378/
https://direct.mit.edu/books/oa-monograph/4936/chapter/625914/Studying-Discourse-in-Internet-Governance-through
https://direct.mit.edu/books/oa-monograph/4936/chapter/625914/Studying-Discourse-in-Internet-Governance-through

