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We all know RATS1

1Birkholz et al., Remote ATtestation procedureS (RATS) Architecture, 2023.
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But is RATS sufficient for CC (e.g., SGX)?2

2www.sgaxe.com
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More recently TDX3

3Wired, Intel Let Google Cloud Hack Its New Secure Chips and Found 10 Bugs, 2023.
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Architecturally-defined Attestation in CC4

Verifier Attester

Attestation challenge

4Sardar and Fetzer, Confidential Computing and Related Technologies : A Review, 2021.
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Architecturally-defined Attestation in CC4

Verifier Attester

Attestation challenge

Evidence

Secrets or sensitive data

4Sardar and Fetzer, Confidential Computing and Related Technologies : A Review, 2021.
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Contributions

• Most detailed formal model of Intel TDX attestation, including

• Certificate chain
• Verifier steps
• Initialization phase
• Variable measurements

• Formal proof of insecurity of Intel’s claimed TCB

• First formal analysis of Arm CCA attestation
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TDX Model
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Request SEAMREPORT

TDREPORT (tdr)

  Quote= QuoteHeader || QuoteBody || AKsig || AKcert || PCKcert || ICAcert || rootcert
 

Verification result (true/false)

  Quote

  Quote

17

AKsig=sign (AK, QuoteHeader || QuoteBody)

Check hashes tcbh=hash(tcbi) & tdih=hash(tdi)?

rdata=hash(pubTDK || challenge)

rtyp || tdih || rdata

Request Quote

12
Call EVERIFYREPORT2

Verify report

15

3
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smr=rms || tcbi
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event TDXMsentTDR (tdiClaims)
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Challenge: Complicated designs with vague and outdated
specs and very little support5

5https://community.intel.com/t5/Intel-Software-Guard-Extensions/index-1-in-tdxtcbcomponents/m-p/1520194
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Properties

Verifier Attester

Attestation challenge

Evidence

Secrets or sensitive data

• Sanity checks

• Integrity of Evidence

• Freshness of Evidence

• Confidentiality/Secrecy of attestation-related keys

• Attester Authentication
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TCB Claimed by Intel6
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6Intel, Intel ® Trust Domain Extensions, 2021.
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Verification Summary in ProVerif7

Integrity Freshness Confidentiality Authentication

Intel’s claimed × × × ×
Our proposed ✓ ✓ ✓ ×

7Blanchet, Cheval, and Cortier, “ProVerif with lemmas, induction, fast subsumption, and much more”, 2022.
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Take-home

• Identified grey areas in RATS (e.g., Endorsements)

• can be more precise! Thanks to Dave for pursuing this!

• Need for systematic design of attestation protocols
• Open questions

• How to verify the Verifier?
• How to verify the runtime configurations?
• Is RATS architecture better than split architecture?

Trusted until formally verified!
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Next steps

• TEEP WG

• Found a problem8 in FV of TEEP during hackathon
• Integrate RA with TEEP

• UFMRG: Sample problem
• TLS WG

• Attested TLS
https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/

8https://github.com/tetsuya-okuda-hco/public-teep-formal-verif/issues/1
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Call to Action

• Bring your expertise:
https://github.com/CCC-Attestation/formal-spec-TEE

• Additional information: link here

• Paper on formal verification coming soon
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