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Background & Proposal 
In SRv6 networks, the stateless SRv6 Service Function Chain (SFC) solution is implemented by 

sequentially arranging the specified Service Function (SF) into the SRv6 path. 

During the deployment, we found that the SFC solution still has some reliability issues: 

How to improve the reliability of SFC? 

• SFF redundant backup. Can solve Fault 2 and 3. 

• SF redundant backup. Can solve Fault 1 and 3. 

• SF bypass forwarding. Can solve Fault 1 and 3. 

• Fault 1: SF fault 

• Fault 2: SFF fault 

• Fault 3: Link failure or unreachable 
routing between SFF and SF 

Any of the above faults will cause the 

service message to be discarded. 



SFF Redundant Backup Protection Method 
  Overview 

• Deploy primary and backup SFFs for SF. SF is connected to both SFFs simultaneously.. 

• Normally, the messages are forwarded through the primary SFF (SFF-1) along path A->B->SF->B->D-
>E. 

• When there is a fault between SFF-1 and SF, SFF-1 forwards the message to backup SFF (SFF-2), 
which then forwards the message to SF. 

    The new forwarding path is A->B->C->SF->C->D->E. 
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SFF Redundant Backup Protection Method 
 Static SR Proxy 

• Configuration on SFF-1 and SFF-2 

• The mapping relationship cache entries for SRH and virtual interface. 

• The primary static proxy SID (X1) and backup static proxy SID (X2). 

• Process flow 

• When SFF1 detects the fault between SFF-1 and SF, SFF-1 first removes the SRv6 header of the message, then encapsulates a new 
SRv6 header, and finally forwards the updated message to SFF-2. 

• Option 1: Through the SRv6 TE path to SFF-2, SID[0] is backup static proxy SID. 

• Option 2: Through the SRv6 BE path to SFF-2, the IPv6 DA is backup static proxy SID. 

• After receiving the message, SFF-2 removes the outer IPv6 header and SRH, and forwards the payload to SF. 

End SID=E1 

End.DT4 SID=E2 

User 
Network 

User 
Network 

B 
SFF-1 

D E 

SF 

C 
SFF-2 

A 
Classifier 

① 

② 

③ 

④ 

⑥ 

Primary static  

    proxy SID=X1 

Backup static  

    proxy SID=X2 

SRH SID list: 

   (E2,E1,D,X1) 

DA= X1 

SRH(SL=3) 
(E2,E1, D,X1) 

Payload 

Payload 

Payload 

DA= C 

SRH(SL=1) 
(X2,C) 

Payload 

DA= D 

SRH(SL=2) 
(E2,E1,D,X1) 

Payload 

DA= E1 

SRH(SL=1) 
(E2,E1,D,X1) 

Payload 

⑤ 

Primary static  

    proxy SID=X1 

Backup static  

    proxy SID=X2 

SRH SID list: 

   (E2,E1,D,X1) 

③’ 

DA= X2 

Payload 

(Option 1) 
(Option 2) 



SFF Redundant Backup Protection Method 
 Dynamic SR Proxy 

Because the mapping relationship cache is dynamically generated based on the SRH of the message, SFF-1 cannot remove 
the SRH and needs to send it to SFF-2. 

• When SFF1 detects that the route from SFF1 to SF is unreachable,  

• Option 1: SFF-1 replaces the IPv6 DA to backup dynamic proxy SID. 

• Option 2: SFF-1 adds another SRv6 header to the message. The SID[0] is backup dynamic proxy SID. 

• After receiving the message, SFF-2 removes the outer IPv6 header(s), sends the payload to SF, and records the mapping 
relationship between SRH and the interface connecting SF. 
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SFF Redundant Backup Protection Method 
 Masquerading SR Proxy 

• When SFF1 detects that the route from SFF1 to SF is unreachable, 

• Option 1: SFF-1 replaces the IPv6 DA with the backup masquerading proxy SID. 

• Option 2: SFF-1 adds another SRv6 header to the message. The SID[0] is backup masquerading proxy SID. 

• After receiving the message, SFF-2 removes the outer IPv6 header(s), changes the DA to SID[0], sends the payload to SF, 
and records the mapping relationship between the inner SRH and the interface connecting SF. 
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SF Redundant Backup Protection Method 
  Overview 

• There are primary and backup SFs connected to SFF(s). 

• Normally, service messages are processed by the primary SF (SF-1),  and the forwarding path is        
A->B->SF-1->B->D->E. 

• When there is a fault between SFF-1 and SF-1, SFF-1 will bypass SF-1 and forwards the message to 
backup SF (SF-2) connected to SFF-2 for service processing.  

   The bypass forwarding path is A->B->C->SF-2->C->D->E. 

   SFF-1 and SFF-2 can be the same device or two devices. 
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SF Redundant Backup Protection Method 
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  Static SR Proxy 

• Configuration 

• Config the mapping relationship cache entries for SRH and virtual interface on SFF-1 and SFF-2. 

• Specify SFF-2 as the bypass protection node on SFF-1. 

• Configure the bypass static proxy SID corresponding to the backup SF on SFF-2. 

• Process flow 

• When SFF1 detects that the route from SFF-1 to SF-1 is unreachable, SFF-1 first removes the SRv6 header of the message, then 
encapsulates new SRv6 header, and finally forwards the updated message to SFF-2. 

• Option 1: Through the SRv6 TE path to SFF-2, SID[0] is bypass static proxy SID. 

• Option 2: Through the SRv6 BE path to SFF-2, the IPv6 DA is bypass static proxy SID. 

• After receiving the message, SFF-2 removes the IPv6 header, and sends the payload to SF-2. 
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SF Redundant Backup Protection Method 

User 
Network 

User 
Network 

B 
SFF-1 

SF-1 

C 
SFF-2 

A 
Classifier 

SF-2 

D E 

 Dynamic SR Proxy 

• When SFF1 detects that the route from SFF-1 to SF-1 is unreachable,  

• Option 1: SFF-1 replaces the IPv6 DA to bypass dynamic proxy SID. 

• Option 2: SFF-1 adds another SRv6 header to the message. The SID[0] is the bypass dynamic proxy SID. 

• After receiving the message, SFF-2 removes the outer IPv6 header(s), and sends the payload to SF-2. 
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SF Redundant Backup Protection Method 
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 Masquerading SR Proxy 

• When SFF1 detects that the route from SFF-1 to SF-1 is unreachable,  

• Option 1: SFF-1 replaces the IPv6 DA to bypass masquerading proxy SID. 

• Option 2: SFF-1 adds another SRv6 header to the message. The SID[0] is the bypass masquerading proxy SID. 

• After receiving the message, SFF-2 removes the outer IPv6 header(s), changes the DA to SID[0], and sends the payload to 
SF-2. 
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SF Bypass forwarding Method 
When SFF detects that the route from SFF to SF is unreachable, it skips the service function 
processing and directly forwards packets to downstream nodes according to SRH SID list. 
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Next Steps 

•Any questions or comments are welcomed 

•Seeking for feedback 


