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AuthKEM and AuthKEM-PSK

KEM-based, signature-free
handshake authentication for TLS
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Previously on AuthKEM...

e Origin: KEMTLS (ACM CCS 2020) and KEMTLS-PDK (ESORICS 2021)

o Academic works that proposed KEM-based authentication + KEM ephemeral key exchange
o We did our homework: we have proofs (pen-and-paper) and models in Tamarin (ESORICS 2022)
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Previously on AuthKEM...

e Origin: KEMTLS (ACM CCS 2020) and KEMTLS-PDK (ESORICS 2021)

o Academic works that proposed KEM-based authentication + KEM ephemeral key exchange
o We did our homework: we have proofs (pen-and-paper) and models in Tamarin (ESORICS 2022)

e We wrote a draft: AuthKEM-00 (July 2021)

o The handshake authentication parts from KEMTLS (“Auth via KEM”)
o Way too long and complicated
o Got some valuable feedback
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Previously on AuthKEM...

e Origin: KEMTLS (ACM CCS 2020) and KEMTLS-PDK (ESORICS 2021)

o Academic works that proposed KEM-based authentication + KEM ephemeral key exchange

o We did our homework: we have proofs (pen-and-paper) and models in Tamarin (ESORICS 2022)
e We wrote a draft: AuthKEM-00 (July 2021)

o The handshake authentication parts from KEMTLS (“Auth via KEM”)
o Way too long and complicated
o Got some valuable feedback

e We updated the draft: AuthKEM-01 (March 2022)
o Presented the AuthKEM Abridged companion FAQ
o https://thomwiggers.nl/docs/authkem-abridged/
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“ We found that the use of KEM for authentication resulted in a speed

Increase of 25 ms, a saving of 71%.
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The road ahead for AuthKEM
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The road ahead for AuthKEM

e A few weeks ago: Split the draft into two proposals

o AuthKEM-02 (“KEM public keys in certificates”)
o AuthKEM-PSK-00 (“KEM-based resumption”)
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The road ahead for AuthKEM

e A few weeks ago: Split the draft into two proposals

o AuthKEM-02 (“KEM public keys in certificates”)
o AuthKEM-PSK-00 (“KEM-based resumption”)

e Greatly improved their presentation and added a comparison/motivation section to
AuthKEM
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The road ahead for AuthKEM

e A few weeks ago: Split the draft into two proposals

o AuthKEM-02 (“KEM public keys in certificates”)
o AuthKEM-PSK-00 (“KEM-based resumption”)

e Greatly improved their presentation and added a comparison/motivation section to
AuthKEM

e Today: briefly explain the update and ask for comments and support
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The road ahead for AuthKEM

e A few weeks ago: Split the draft into two proposals

o AuthKEM-02 (“KEM public keys in certificates”)
o AuthKEM-PSK-00 (“KEM-based resumption”)

e Greatly improved their presentation and added a comparison/motivation section to
AuthKEM

e Today: briefly explain the update and ask for comments and support

e Soon':adoptone or both?
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Splitting AuthKEM
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Splitting AuthKEM

KEM authentication for TLS
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Splitting AuthKEM

KEM authentication for TLS

e Use KEM public key for handshake auth
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Splitting AuthKEM

KEM authentication for TLS

e Use KEM public key for handshake auth
e Save lots of handshake traffic
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Splitting AuthKEM

KEM authentication for TLS

e Use KEM public key for handshake auth
e Save lots of handshake traffic
e Intended for “full” TLS handshakes
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Splitting AuthKEM

KEM authentication for TLS

Use KEM public key for handshake auth
Save lots of handshake traffic

Intended for “full” TLS handshakes
Expected savings very significant for
non-desktop applications
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Splitting AuthKEM

KEM authentication for TLS

Use KEM public key for handshake auth
Save lots of handshake traffic

Intended for “full” TLS handshakes
Expected savings very significant for
non-desktop applications

e Combines well with Merkle Tree Certs /
abridged certificates
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Splitting AuthKEM

KEM authentication for TLS KEM-based PSK-style handshakes
e Use KEM public key for handshake auth
e Save lots of handshake traffic
e Intended for “full” TLS handshakes
e Expected savings very significant for

non-desktop applications
e Combines well with Merkle Tree Certs /
abridged certificates
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Splitting AuthKEM
KEM authentication for TLS KEM-based PSK-style handshakes
e Use KEM public key for handshake auth ® UseKEM ciphertextinstead of PSK
e Save lots of handshake traffic
e Intended for “full” TLS handshakes
e Expected savings very significant for

non-desktop applications
e Combines well with Merkle Tree Certs /
abridged certificates
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Splitting AuthKEM

KEM authentication for TLS

Use KEM public key for handshake auth
Save lots of handshake traffic

Intended for “full” TLS handshakes
Expected savings very significant for
non-desktop applications

e Combines well with Merkle Tree Certs /
abridged certificates

.- PaGHIELD

KEM-based PSK-style handshakes

e Use KEM ciphertext instead of PSK
e KEM public keys are less sensitive than PSKs
(storage, device provisioning)
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Splitting AuthKEM

KEM authentication for TLS

Use KEM public key for handshake auth
Save lots of handshake traffic

Intended for “full” TLS handshakes
Expected savings very significant for
non-desktop applications

e Combines well with Merkle Tree Certs /
abridged certificates

.- PaGHIELD

KEM-based PSK-style handshakes

e Use KEM ciphertext instead of PSK

e KEM public keys are less sensitive than PSKs
(storage, device provisioning)

e KEM public keys probably have fewer tracking
Issues than opaque session tickets
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Splitting AuthKEM

KEM authentication for TLS KEM-based PSK-style handshakes
e Use KEM public key for handshake auth ® Use KEM ciphertext instead of PSK
e Save lots of handshake traffic e KEM public keys are less sensitive than PSKs
e Intended for “full” TLS handshakes (storage, quice provisioning) |
e Expected savings very significant for e KEM public keys probably have fewer tracking

Issues than opaque session tickets

non-desktop applications s
e Cache an AuthKEM certificate

e Combines well with Merkle Tree Certs /
abridged certificates
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github.com/kemtls/

IETF 118 - TLS wg — AuthKEM.

Now what?
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github.com/kemtls/

Now what?

e Please submityour love, support, PRs, and comments on the mailing list
o In particular: “I would like to use..”

© Example: PQShield thinks both of these protocols could be interesting for our customers.
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. PRSHIELD

Why use AuthKEM instead of HS sighatures?

Client Server
ClientHello
+ key share
+ signature algorithms
———————— >
ServerHello
+ key share
<EncryptedExtensions>
SEEES St <Certificate: kem pk>
<KEMEncapsulation> -------- >
{Finished} @ -—-———- >
[Application Data] --—-—-—-——-- >

GET /cat.gif HTTP/1.1

[Application Data]
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Why use AuthKEM instead of HS sighatures?

Client Server
e Reduce bandwidth impact Clienthelle
o Replace handshake pk/signature by KEM b ey shace
o eg. replace Dilithium-2 by Kyber-768: 3732 — 2272 bytes + signature algorithms
(-39%) for handshake authentication e >
o Note: Falcon is not suitable for online signatures! ServerHello
o But: combining AuthKEM with Falcon for offline signatures is + key_share
possible <EncryptedExtensions>
= Using AuthKEM can reuse the KEM implementation from D SEEEIELSUENECE LT (22>
Key exchange _
= sodon’t need Kyber AND Dilithium AND Falcon <KEMEncapsulation>  -—------- g
. . . . {Finished} @ -—-———- >
implementations = reduces code size/complexity [Application Data] —-——--—- g

GET /cat.gif HTTP/1.1

Cmmmm {Finished}
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Why use AuthKEM instead of HS sighatures?

e Reduce bandwidth impact
o Replace handshake pk/signature by KEM
o eg. replace Dilithium-2 by Kyber-768: 3732 — 2272 bytes
(-39%) for handshake authentication
o Note: Falcon is not suitable for online signatures!
o But:combining AuthKEM with Falcon for offline signatures is
possible
s Using AuthKEM can reuse the KEM implementation from
key exchange
= sodon't need Kyber AND Dilithium AND Falcon
implementations = reduces code size/complexity

e Reduce code size / hardware area
o Allows re-use of (hardened?) KEM implementation for auth

Client Server

ClientHello
+ key share
+ signature algorithms

ServerHello
+ key share
<EncryptedExtensions>

SEEES St <Certificate: kem pk>
<KEMEncapsulation> -------- >
{Finished} @ -—-———- >
[Application Data] ---—-—-—--- >

GET /cat.gif HTTP/1.1
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Why use AuthKEM instead of HS sighatures?

e Reduce bandwidth impact
o Replace handshake pk/signature by KEM
o eg. replace Dilithium-2 by Kyber-768: 3732 — 2272 bytes
(-39%) for handshake authentication
o Note: Falcon is not suitable for online signatures!
o But:combining AuthKEM with Falcon for offline signatures is
possible

s Using AuthKEM can reuse the KEM implementation from
key exchange

= sodon't need Kyber AND Dilithium AND Falcon
implementations = reduces code size/complexity

e Reduce code size / hardware area
o Allows re-use of (hardened?) KEM implementation for auth

e Kyberdecaps is a lot faster than Dilithium
signature generation

Client Server

ClientHello
+ key share
+ signature algorithms

ServerHello
+ key share
<EncryptedExtensions>

SEEES St <Certificate: kem pk>
<KEMEncapsulation> -------- >
{Finished} @ -—-———- >
[Application Data] --—-—-—-——-- >

GET /cat.gif HTTP/1.1

[Application Data]
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[ Table 1.5: Comparison of handshake size and time until the client receives a
response from the server (30.9 ms, 1000 Mbps), between unilater
ally authenticated post-quantum TLS 1.3 and KEMTLS instances atfes

Time until response (ms)

No
int.

94.8
94.4

95.8
94.5

94.8
94.5

A%

-0.4 %
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S Y
Y SR
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B: HS Auth B (<EMTLS 28.0% gygg 18I
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Dilithium-2, T, 2365
Falcon-512 * %t 4 S il ’ i
G Handsshake sizes are shown without (‘no int’) and with mtermebllate
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SCTs or O'CSP are notincluded.
Source Synthetlc benchmarks-in Chapter 13 of “Post-Quantum TLS?, ThorrTW1ggers PhD
thesis (tb appea’r) .
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What doesn’t AuthKEM solve
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What doesn’t AuthKEM solve

e Web PKI has too many signatures

AuthKEM can only replace the online signature

Certificate chain / SCT / OCSP Staples remain a challenge

AuthKEM leaves only offline signatures, so might make Falcon easier to use

Also, AuthKEM combines well with Merkle Tree Certificates / draft-ietf-tls-cert-abridge-00
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What doesn’t AuthKEM solve

e Web PKI has too many signatures

AuthKEM can only replace the online signature

Certificate chain / SCT / OCSP Staples remain a challenge

AuthKEM leaves only offline signatures, so might make Falcon easier to use

Also, AuthKEM combines well with Merkle Tree Certificates / draft-ietf-tls-cert-abridge-00

o O O O

e Servercan no longer send application data in first reply
o Generally at most a banner or insensitive configuration information
o HTTP/2 could use a server-side ALPN equivalent
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What doesn’t AuthKEM solve

e Web PKI has too many signatures

AuthKEM can only replace the online signature

Certificate chain / SCT / OCSP Staples remain a challenge

AuthKEM leaves only offline signatures, so might make Falcon easier to use

Also, AuthKEM combines well with Merkle Tree Certificates / draft-ietf-tls-cert-abridge-00

o O O O

e Servercan no longer send application data in first reply
o Generally at most a banner or insensitive configuration information
o HTTP/2 could use a server-side ALPN equivalent
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What doesn’t AuthKEM solve

e Web PKI has too many signatures
o AuthKEM can only replace the online signature
o Certificate chain / SCT / OCSP Staples remain a challenge
o AuthKEM leaves only offline signatures, so might make Falcon easier to use
o Also, AuthKEM combines well with Merkle Tree Certificates / draft-ietf-tls-cert-abridge-00

e Servercan no longer send application data in first reply
o Generally at most a banner or insensitive configuration information
o HTTP/2 could use a server-side ALPN equivalent

e Client authentication in AuthKEM requires a full additional round-trip
o Client certificate can not be sent before receiving server certificate
o KEM authentication requires receiving and processing a response to client certificate message
O Client authentication seems irrelevant to the human-facing Web [Birghan & Van der Merwe 2022]
o Machine-to-machine services using mTLS might be able to mitigate via AuthKEM-PSK
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What doesn’t AuthKEM solve

e Web PKI has too many signatures
o AuthKEM can only replace the online signature
o Certificate chain / SCT / OCSP Staples remain a challenge
o AuthKEM leaves only offline signatures, so might make Falcon easier to use
o Also, AuthKEM combines well with Merkle Tree Certificates / draft-ietf-tls-cert-abridge-00

e Servercan no longer send application data in first reply
o Generally at most a banner or insensitive configuration information
o HTTP/2 could use a server-side ALPN equivalent

e Client authentication in AuthKEM requires a full additional round-trip
o Client certificate can not be sent before receiving server certificate
o KEM authentication requires receiving and processing a response to client certificate message
O Client authentication seems irrelevant to the human-facing Web [Birghan & Van der Merwe 2022]
o Machine-to-machine services using mTLS might be able to mitigate via AuthKEM-PSK

e Web browsers seem less sensitive to the code size / bandwidth / complexity
arguments than some other environments
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AuthKEM-PSK

. PRSHIELD

Client Server
Knows server’s authkem-psk pk

A ClientHello
+ key share
+ stored auth key (ciphertext)
+ signature algorithms
+ early auth*
+ early data*

\
\
\
\
\ _
| (Certificatet*)
| (Application Data*) = -------- > ServerHello *
\ + key share |
\ + stored auth key | Key
\ + early auth* | Exch,
\ + early data* | Auth &
\ {EncryptedExtensions} | Server
\ {KEMEncapsulation*} | Params
\ <——————— {Finished} v
\ <———————= [Application Data*]
| (EndOfEarlyData)
v {Finished} = ——=—————- >
[Application Datal <—————— > [Application Data]
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AuthKEM-PSK

e Use a KEM public key to abbreviate the TLS
handshake

Client
Knows server’s authkem-psk pk

Key * ClientHello

Exch key share
& stored auth key (ciphertext)
Auth

early auth¥*
early data*
(Certificate¥*)
(Application Data*) = -------

+

+

+ signature algorithms
. _

+

O
R -
(EndOfEarlyData)
v {Finished}  ———————-
[Application Data] Lmm—————

2 o o 3 _'
i
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=> ServerHello

. PRSHIELD

Server

A

+ key share

|
+ stored auth key | Key
+ early auth* | Exch,
+ early data* | Auth &
{EncryptedExtensions} | Server
{KEMEncapsulation*} | Params
— {Finished} v

- [Application Data*]

> [Application Datal]
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AuthKEM-PSK

Client Server
e Use a KEM public key to abbreviate the TLS fows servests authkenTpsi pk
handshake Key * ClientHello
. . . Exch | + key share
e Send aciphertextin the ClientHello message & | + stored_auth key (ciphertext)
Auth | + signature algorithms

| + early auth*
| + early data*
| (Certificatet*)
| (Application Data*) = -------- > ServerHello
\ + key share
\ + stored auth key
\ + early auth*
\ + early data*
\ {EncryptedExtensions}
\ {KEMEncapsulation*}
\ <——————— {Finished}
\ <——————— [Application Data*]
| (EndOfEarlyData)
v {Finished} = ——=—————- >

[Application Datal <—————— > [Application Data]
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Key
Exch,
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Server
Params
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AuthKEM-PSK

Client Server
e Use a KEM public key to abbreviate the TLS fous serverfs anthienpsk pk
Key » ClientHello
handShake i . Exch | + key share
e Send a ciphertextin the ClientHello message & | + stored auth key (ciphertext)
. . . 5 (20 . . Auth | + signature algorithms
e Potentially allow sending client certificate in first | + early_auth
| + early data*
message | (Certificatet*)
| (Application Data*) = -------- > ServerHello *
\ + key share |
\ + stored auth key | Key
\ + early auth* | Exch,
\ + early data* | Auth &
\ {EncryptedExtensions} | Server
\ {KEMEncapsulation*} | Params
\ <——————— {Finished} v
\ <——————— [Application Data*]
| (EndOfEarlyData)
v {Finished} = ——=—————- >
[Application Datal <——————= > [Application Data]
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AuthKEM-PSK

Client Server
e Use a KEM public key to abbreviate the TLS KEONS SEEVSE!s auERESITREK P
handshake Key # ClientHello
. . . Exch | + key share
e Send aciphertextin the ClientHello message & | + stored auth key (ciphertext)
. . . 5 (20 . . Auth | + signature algorithms
e Potentially allow sending client certificate in first | + early_auth
| + early data*
message \ (CertifIcate*)
°® Selected TODO |temS | (Application Data*) = -------- > ServerHello *
: \ + key share |
o Should we try to integrate into PSK or set up a different | + stored auth key | Key
. \ + early auth* | Exch,
extension (currently)? | - el ot [ M &
= Seeappendix / Issue #25 | (EncryptedExtensions} | Server
o Should/how do we handle early data / “early authentication” | S ey e
exacﬁjy \ <——————— [Application Data*]
| (EndOfEarlyData)
v {Finished} = ——=—————- >
[Application Datal <——————=
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AuthKEM-PSK

Client Server
e Use a KEM public key to abbreviate the TLS KEONS SEEVSE!s auERESITREK P
handshake Key # ClientHello
o . . Exch | + key share
e Send aciphertextin the ClientHello message & | + stored auth key (ciphertext)
. . . 5 (20 . . Auth | + signature algorithms
e Potentially allow sending client certificate in first | + early_auth
+ rly data*
message (czitiifzzcth*)
(Application Data*) = -------- > ServerHello

e Selected TODO items:

o Should we try to integrate into PSK or set up a different

|
|
|
\ + key share
|
: |
extension (currently)? |
|
|
|
|
|

+ stored auth key
+ early auth* Exch,
+ early data* Auth &

|

| Key

|

|
{EncryptedExtensions} | Server

|
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= Seeappendix /Issue #25

« . . » {KEMEncapsulation*} Params
o Should/how do we handle early data / “early authentication P p{Finished}
exacﬁjy <——————— [Application Data*]
(EndOfEarlyData)
5 . . « v v {Finished} = ——=—————- >
e Cryptographic side note: handshake is “fresh”,
[Application Datal <—————— >

unlike PSK resumptions!
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Why AuthKEM-PSK

e Suitable for those places where you would use pre-shared symmetric keys
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Why AuthKEM-PSK

e Suitable for those places where you would use pre-shared symmetric keys

e No pre-shared symmetric key headaches

o E.g. all loT devices can be set up with the same KEM public key
o If KEM public key is extracted from a device, you're fine
= Recall: symmetric PSK compromise allows server/client MITM and full impersonation
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Why AuthKEM-PSK

e Suitable for those places where you would use pre-shared symmetric keys

e No pre-shared symmetric key headaches

o E.g. all loT devices can be set up with the same KEM public key
o If KEM public key is extracted from a device, you're fine
= Recall: symmetric PSK compromise allows server/client MITM and full impersonation

e |[f “early authentication” is used, we get a 1-RTT mutually KEM-authenticated handshake
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Why AuthKEM-PSK

e Suitable for those places where you would use pre-shared symmetric keys

e No pre-shared symmetric key headaches

o E.g. all loT devices can be set up with the same KEM public key
o If KEM public key is extracted from a device, you're fine
= Recall: symmetric PSK compromise allows server/client MITM and full impersonation

e |[f “early authentication” is used, we get a 1-RTT mutually KEM-authenticated handshake

e Avoid transmitting big (post-quantum) certificates
o And avoid signature verification (code) altogether
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Why AuthKEM-PSK

e Suitable for those places where you would use pre-shared symmetric keys

e No pre-shared symmetric key headaches

o E.g. all loT devices can be set up with the same KEM public key
o If KEM public key is extracted from a device, you're fine
= Recall: symmetric PSK compromise allows server/client MITM and full impersonation

e |[f “early authentication” is used, we get a 1-RTT mutually KEM-authenticated handshake

e Avoid transmitting big (post-quantum) certificates
o And avoid signature verification (code) altogether

We think AuthKEM-PSK allows all sorts of interesting setups in (possibly extremely restricted)
embedded or loT applications ‘
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