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The
project

Specification:
* draft-ietf-bmwg-network-tester-cfg-04

Client side:
* Test script - rfc2544-benchmark.py (Python)

Device side:

* Software - YANG/NETCONF server instrumentation code (C)

* Firmware - (Verilog)

* Hardware - off-the-shelf FPGA module Ultra96 + 6x SFP+ network programmability
kit shield ( KiCAD, Walk-through, OSHWA UIDs NO000005, NO0000Q6)

* Pre-silicon gate level simulation with cocotb/iverilog as alternative to target
hardware



https://datatracker.ietf.org/doc/html/draft-ietf-bmwg-network-tester-cfg-04
https://github.com/vlvassilev/rfc2544-benchmark/blob/master/rfc2544-benchmark
https://sourceforge.net/p/yuma123/git/ci/master/tree/example-modules/ietf-traffic-generator
https://github.com/vlvassilev/network-interconnect-tester-cores/tree/master/lib/hw/lsi/cores/traffic_generator_gmii
https://github.com/vlvassilev/spark
https://www.hackster.io/lightside-instruments/network-programmability-kit-for-ultra96-07435c
https://certification.oshwa.org/no000005.html
https://certification.oshwa.org/no000006.html



https://certification.oshwa.org/no000005.html



https://certification.oshwa.org/no000005.html



https://certification.oshwa.org/no000005.html

YANG tree diagram of the models

The following slide contains the complete YANG tree diagram
of the ietf-traffic-generator.yang and ietf-traffic-analyzer.yang modules



module: ietf-traffic-analyzer module:

augment /if:interfaces/if:interface:
+--rw traffic-analyzer!

+--rw testframe-filter! {testframe-filter}?
| +--rw type identityref
| +--rw mask? string
| +--rw data? string
+--rw capture {capture}?
| +--rw start-trigger

| +--rw (start-trigger)?
+--:(frame-index)

I

| | +--rw frame-index? uint64
| +--:(testframe-index)

| +--rw testframe-index? uint64
+--rw stop-trigger

+--rw (stop-trigger)?
+--:(when-full)
+--rw when-full?  empty

|
I
|
I
I
I
I
|
I
+

--ro state
+--ro pkts? yang:counter64
+--ro octets? yang:counter64
+--ro idle-octets? yang:counter64 {idle-octets-counter}?
+--ro errors? yang:counter64
+--ro testframe-stats
| +--ro testframe-pkts? yang:counter64
+--ro sequence-errors? yang:counter64
+--ro payload-errors? yang:counter64

+--ro latency
+--ro samples? uint64

|
I
|
I
I
| +--ro max? uint64
I
|
+

+--ro min? uint64

+--r0 average? uint64

+--ro latest? uint64

--ro capture {capture}?
+--ro frame* [sequence-number]

+--ro sequence-number uinté4

+--ro timestamp? yang:date-and-time
+--ro length? uint32

+--ro data? string

ietf-traffic-generator

augment /if:interfaces/if:interface:
+--rw traffic-generator
+--rw (type)?

| +--:(single-stream)

| | +--rw testframe-type? identit
| | +--rw frame-size uint32
| | +--rw frame-data? string
| | +--rw interframe-gap uint32
| | +--rw interburst-gap? uint32
| | +--rw frames-per-burst? uint32
| | +--rw modifiers

| | +--rw modifier* [id]

| | +--rw id uint32
| | +--rw action identi
| | +--rw offset uint32
| | +--rw mask string
| | +--rw repetitions uint32
| +--:(multi-stream)

| +--rw streams

| +--rw stream* [id]

| +--rw id

| +--rw testframe-type?

| +--rw frame-size

| +--rw frame-data?

| +--rw interframe-gap

| +--rw interburst-gap?

| +--rw frames-per-burst?

| +--rw frames-per-stream

| +--rw interstream-gap

| +--rw modifiers

| +--rw modifier* [id]

| +--rw id

| +--rw action

| +--rw offset

| +--rw mask

| +--rw repetitions

+--rw realtime-epoch?
yang:date-and-time {realtime-epoch}?
+--rw total-frames?

yref

tyref

uint32
identityref
uint32
string
uint32
uint32
uint32
uint32
uint32

uint32
identityref
uint32
string
uint32



Design and implementation

NETCONF Server (Model (YANG), Implementation Generator module (C), Analyzer module (C))

TRAFFIC-GENERATOR-SW (C) TRAFFIC-ANALYZER-SW (C)
| |
Socket API Socket API
| N |
Kernel Sync ->{RTCLOCK}(Verilog) Kernel
| PPS / | \ |
DMA DMA
| [AXI] | [AXI]
MAC TRAFFIC-GENERATOR-HW (C,Verilog) MAC TRAFFIC-ANALYZER-HW (C,Veriloq)
N/ | |
\ / | |
GMII_MUX Fom oo -t
| [GMII] | [GMII]
PHY PHY
| |
SFP+ TX SFP+ RX
| |
> e e oo >-+

* - underlined text has links to repositories


https://datatracker.ietf.org/doc/html/draft-ietf-bmwg-network-tester-cfg-02
https://github.com/vlvassilev/yuma123/blob/master/example-modules/ietf-traffic-generator/ietf-traffic-generator.c
https://github.com/vlvassilev/yuma123/blob/master/example-modules/ietf-traffic-analyzer/ietf-traffic-analyzer.c
https://github.com/vlvassilev/yuma123/blob/master/example-modules/ietf-traffic-generator/traffic-generator.c
https://github.com/vlvassilev/yuma123/blob/master/example-modules/ietf-traffic-generator/traffic-analyzer.c
https://github.com/vlvassilev/network-interconnect-tester-cores/blob/master/lib/hw/lsi/cores/rtclock/hdl/rtclock.v
https://github.com/vlvassilev/network-interconnect-tester-cores/blob/master/lib/sw/lsi/cores/traffic-generator-gmii/traffic-generator-gmii.c
https://github.com/vlvassilev/network-interconnect-tester-cores/blob/master/lib/hw/lsi/cores/traffic_generator_gmii/hdl/traffic_generator_gmii.v
https://github.com/lightside-instruments/network-interconnect-tester-cores/blob/master/lib/sw/lsi/cores/traffic-analyzer-gmii/traffic-analyzer-gmii.c
https://github.com/vlvassilev/network-interconnect-tester-cores/blob/master/lib/hw/lsi/cores/traffic_analyzer_gmii/hdl/traffic_analyzer_gmii.v

Some management transaction examples follow:

1. Configuration of 64 octet packet stream with dynamic timestamps
with minial interframe gap on a traffic generator

2. Configuration of testframe filter with bitfield matching
3. Get counters and status information from the traffic anazlizer

* Notice the use of automated command line serialization with yangcli



1. Configure traffic generation:

yangcli user@192.168.4.145> create /interfaces/interface[name="'ethQ']/traffic-generator -- frame-size=64 interframe-gap=20 \
testframe-type=dynamic \
frame-data=123456789ABCDEF01234567808004500002E000000000A112CBCC0000201C0000202C0200007001A00000\
00102030405060708090A0BOCODOEOF10119CD50EOF

<edit-config xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<candidate/>
</target>
<default-operation>merge</default-operation>
<test-option>set</test-option>
<config>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>ethO0</name>
<traffic-generator
xmins:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="create"
xmlns="urn:ietf:params:xml:ns:yang:ietf-traffic-generator">
<testframe-type
xmlns:nttg="urn:ietf:params:xml:ns:yang:ietf-traffic-generator">nttg:dynamic</testframe-type>
<frame-size>64</frame-size>
<frame-data>123456789ABCDEF01234567808004500002E000000000A112CBCC0000201C
0000202C0200007001A0000000102030405060708090A0BOCODOEOF10119CD50EOF</frame-data>
<interframe-gap>20</interframe-gap>
</traffic-generator>
</interface>
</interfaces>
</config>
</edit-config>



2. Configure test frame filter:

yangcli user@192.168.4.145> create /interfaces/interface[name="'eth1']/traffic-analyzer/testframe-
filter

-- type=bit-field-match data="123456789ABCDEF012345678"
mask="000000000000FFFFFFFFFFFF"

<edit-config xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<candidate/>
</target>
<default-operation>merge</default-operation>
<test-option>set</test-option>
<config>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>ethl</name>
<traffic-analyzer xmins="urn:ietf:params:xml:ns:yang:ietf-traffic-analyzer">
<testframe-filter
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="create">
<type
xmins:ntta="urn:ietf:params:xml:ns:yang:ietf-traffic-analyzer">ntta:bit-field-match</type>
<mask>000000000000FFFFFFFFFFFF</mask>
<data>123456789ABCDEF012345678</data>
<ftestframe-filter>
</traffic-analyzer>
</interface>
</interfaces>
</config>
</edit-config>



3. Get status information:

<rpc-reply xmins="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
yangcli USGI’@ 192.168.4.145> <:1i:]vu:refrafziz>xmlns="um:|etf:params:xml:ns:yang:|etf—|nterfaces">
xget /interfaces/interface/traffic-analyzer/state <name>ethl</name>
<traffic-analyzer xmins="urn:ietf:params:xml:ns:yang:ietf-traffic-analyzer">
. " <state>
<get xmIns="urn:ietf;params:xml:ns:netconf:base:1.0"> <pkts>43200851</pkts>
<filter type="xpath" <octets>2764854464</octets>
g . . " <octets-idle>562950384</octets-idle>
select="/interfaces/interface/traffic-analyzer/state"/> <bad-cre-octets>0</bad-cre-octets>
</get> <bad-crc-pkts>0</bad-cre-pkis>

<bad-preamble-octets>0</bad-preamble-octets>
<bad-preamble-pkts>0</bad-preamble-pkts>
<octets-total>3630210805</octets-total>
<testframe-stats>
<pkts>43200851</pkts>
<sequence-errors>0</sequence-errors>
<latency>
<samples>43200851</samples>
<min-sec>0</min-sec>
<min>832</min>
<max-sec>0</max-sec>
<max>864</max>
<last-sec>0</last-sec>
<last>864</last>
</latency>
</testframe-stats>
<capture>
<timestamp>
<nsec>902536272</nsec>
</timestamp>
<sequence-number>43200851</sequence-number>
<data>555555555555D5123456789ABCDEF01234567808004500002E000000000A112CBCC0000201
C0000202C0200007001A000000000000029331520000000005E735CB98F0345964C7</data>
</capture>
</state>
</traffic-analyzer>
</interface>
</interfaces>
</data>
</rpc-reply>


mailto:user@192.168.4.145

Tasks

* Implement -04 updates. Bitwise mask filter for testframes.

* Validate with pre-silicon test environment.



Model defined pre-silicon testing environment

YANG/NETCONF client
rfc2544-benchmark.py,
yangcll, etc.

<edit-config>...</edlt-config>
<commit/=

Alternatives:
* UVM, UVVM
* Cadence/Spirent

YANG/NETCONF server
netconfd

reg-write

simulation
cocotb/iverilog

sim-run 1000 ns
sim-finish




Results:

We managed to run a RFC2544 benchmark against a netconfd server
iImplementing the model by controling a gate-level simulation of the synthesizble
traffic-generator-gmii and traffic-analyzer-gmii cores in cocotb
sim_time_ns=1565330 (!!! Notice that we used bogus 10 Kb Ethernet speed to
actually simulate the dataplane in realtime).

We published the results in a branch :

* Waveform trace (cocotb/iverilog gate-level generated)
* Report (with verbose NETCONF transaction)

Short RFC2544 report and some random screenshots complete this presentation.


https://github.com/vlvassilev/network-interconnect-tester-cores/compare/0.52-simreport

vladimir@xps: ~/lsifcode/network-interconnect-tester-cores-... Q x [+ vladimir@xps: ~

pps= @, pps=0, pps2=0
tic : time= 104000, sec= 9, nsec= 72, sec_next_ |edit-transaction 82703: operation replace on session 1 by y123@127.0.8.1
pps= @, pps=0, pps2=0 at 2024-03-20T14:47:09Z on target 'running'
116.80ns INFO cocotb.tester_loop.S_AXI Write complete addr: ox0 data: /if:interfaces/if:interface[if:name='eth1']
000000c prot: AxiProt.NONSECURE resp: AxiResp.OKAY length: 4 traffic_analyzer_io_dictdelete:
116.80ns INFO cocotb.tester_loop.S_AXI Read start addr: ©x00000 X —
@0c prot: AxiProt.NONSECURE length: 4 ntta:traffic-analyzer { -
tic : time= 112000, sec= 0, nsec= 80, sec_next_ } @ O ® B o~ -
pps= @, pps=0, pps2=0 ses: session 1 shut by remote peer Eﬂ =
driving bus ... session 1 closed = CustomShape 3
tic : time= 120000, sec= @, nsec= 88, sec_next_ |ses: session 2 shut by remote peer = CustomShape 5 Ee
pps= 0, pps=0, pps2=0 Session 2 closed”C sh s itht )
tic : time= 128000, sec= 8, nsec= 96, sec_next_ |Shutting down the netconfd server J ape > (Image with transparency, o
pps= 0, pps=0, pps2=0 = CustomShape 6
tic : time= 136000, sec= 9, nsec= 164, sec_next_ |vladimir@xps:~$ netconfd --superuser=y123 --module=ietf-traffic-generator --modu | glide3
pps= 9, pps=0, pps2=0 le=ietf-traffic-analyzer --no-startup 02
tic : time= 144000, sec= 8, nsec= 112, sec_next_ [starting netconfd... CustomShape 1
pPps= 0, pps=0, pps2=0 Copyright (c) 2008-2012, Andy Bilerman, All Rights Reserved. CustomShape 2 <A
150.00ns INFO cocotb.tester_loop.5_AXI Read complete addr: @x00 |copyright (c) 2013-2022, Vladimir Vassilev, ALl Rights Reserved. CustomShape 3
00008c prot: AxiProt.NONSECURE resp: AxiResp.OKAY data: ed cb a9 87 N B
OK. Current value at REG_FLIP_ADDR is OxXEDCBA987 as expected agt: Startup configuration skipped due te no-startup CLI option ustomshape
Listening ... ¥ shape 5 (Image with transparency)
Accepting ... Running netconfd server (2.14-8) shape 6 (Image) Q
E Devi id ~ & Slide4
evice siae:
* Soft YANG/NETCONF [  vladimir@xps: ~/Isifcode/network-interconnect-tester-cores-... MR shape 1(image)
oftware - Ladimire T1st/code/ network. int otest Lt/Systens/sinulati MR shape 2 (Image with transparency)
* i - - vliadimir@xps:~/1lsi/code/network-interconnect-tester-cores-git/systems/simulation i
6| o= . Firmware erilog) s B/rfc2544-benchmark/rfc2544-benchmark --config=config.xml --dst-node=tester® - B shape 3 (image with transparency)
= Hardware - off-the-shelf FP{-dst-node-interface=eth1 --src-node=tester® --src-node-interface=eth® --dst-mac- %] slides
kit shield ( KiCAD Wa|k_throudaddress:"7&):83:05:EC:20:10" --src-mac-address="70:B3:D5:EC:20:11" --dst-ipv4-add = ; .
- - ( KiCAD, - ress="192.166.1.145" --src-ipv4-udp-port=49184 --src-ipv4-address="192.168.0.145 " srapeglExtiiameimaciety)
7 Pre-silicon gate level simula]” --frame-size=64 --trial-time=2 --speed=10800 | tee rfc2544-benchmark-report-ve o" Shape 2 (Text Frame ‘module: ...")
A R - .
hardware rbose.txt | grep ~# | tee rfc2544-benchmark-report.txt (%] slide6
8= Shape 1 (Text Frame 'Tasks')
8 = B= shape 2 (Text Frame "* Implem...")
%] slide7
I= Shape 1 (Text Frame 'yangcli ...")
= [L] slides
8= shape 1(Text Frame 'yangcli ...")
%] slides
10] 8= shape 1(Text Frame '<rpcrep...')
i 8= shape 2 (Text Frame 'yangcli
[ slide 10
"=
=
: ietF119-bmwf-network-interconnect-tester-model-00 ~
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Receiving ... Warning: 'latency' has child node 'last-sec'. Using anyxml
Received: write 0x20000010 0x00000001 Warning: 'latency' has no child node 'last'. Using anyxml
Warning: 'capture' has no child node 'timestamp®'. Using anyxml
address=0x20000010, offset=0x00000018 Warning: 'capture' has no child node 'sequence-number'. Using anyxml
1565290.00ns INFO cocotb.tester_loop.S_AXI_TA Write start addr: ©x200 |Warning: 'capture' has no child node 'data'. Using anyxml
00010 prot: AxiProt.NONSECURE data: &1 60 00 00 edit-transaction 83000: operation delete on session 2 by y123@127.0.0.1 E
tic : time= 1565296000, sec= 0, nsec= 1565264, sec_next_ at 2824-83-20T14:56:05Z on target 'candidate’ -
pps= 0, pps=0, pps2=0 data: /if:interfaces/if:interface[if:name='eth1']/ntta:traffic-analyzer © @ o QH - Eﬂ ~
driving bus ... =
driving bus ... edit-transaction 83001: operation delete on session 1 by y123@127.0.0.1 ¥ CustomShape 3
tic : time= 1565304000, sec= @, nsec= 1565272, sec_next_ at 2024-03-20T14:56:85Z on target 'running’ CustomShape 5 e
pps= 0, pps=0, pps2=0 data: /if:interfaces/if:interface[if:name='eth1l']/ntta:traffic-analyzer ) .
tic : time= 1565312000, sec= ®, nsec= 1565280, sec_next_ R shape 5 (Image with transparency) B
pps= 0, pps=0, pps2=0 edit-transaction 83001: operation replace on session 1 by y123@127.0.6.1 CustemShape 6
tic : time= 1565320000, sec= @, nsec= 1565288, sec_next_ at 2024-83-20T14:56:05Z on target 'running' slide 3
pps= 0, pps=0, pps2=0 data: /if:interfaces/if:interface[if:name='eth1'] 0
tic : time= 1565328000, sec= @, nsec= 1565296, sec_next_ [traffic_analyzer io dictdelete: CustomShape 1
pps= @, pps=0, pps2=0 CustomShape 2 @
1565330.00ns INFO cocotb.tester_loop.S_AXI_TA Write complete addr: ox ntta:traffic-analyzer { CustomShape 3
20000010 prot: AxiProt.NONSECURE resp: AxiResp.OKAY length: 4
Receiving ... ses: session 1 shut by remote peer Customshape 4 B
Received: Session 1 closed ¥ shape 5 (Image with transparency)
Accepting ... ses: session 2 shut by remote peer Shape 6 (Image) [+ ]
Session 2 closed
5 Devi d ~ & Slide4
. cevice side: [  vladimir@xps: ~/Isifcode/network-interconnect-tester-cores-... MR shape 1(image)
Software-YANG/NETCONF 416 B (min=g s ) 25/ 29 [g Shape 2 (Image with transparency)
B = - ns (min=8 ns, max=8 ns) ...
- Firmware - (Verilog) #17 8 ns (min-s ns: max=8 ns) ... 29 / 29 R shape 3 (Image with transparency)
- * Hardware - off-the-shelf FP(x18 8 ns (min=8 ns, max=8 ns) ... 29 / 29 L] slides
H H H > #1929 8 ns (min=8 ns, max=8 ns) ... 29 / 29 . .t
kItShIe‘llEl (M,Walkthrou 420 8 ns (min=8 ns, max=8 ns) ... 29 / 29 I= Shape 1 (Text Frame ‘'module: ...")
7 * Pre-silicon gate level simulatj#result: 8.000000 nanoseconds B Shape 2 (Text Frame ‘module: ...)
hardware #===Frame loss rate=== [&] slide6
#1 100% rate, 0% loss, (100.000000% rate actual), 14.880952 pps (14.880952 pps a 1= sh 1 (Text F "Tasks'
ctual), 20 octets interframe gap ... 29 / 29 = BESyll(Taxtirameliasks)
8 : #2 90% rate, 0% loss, (89.361702% rate actual), 13.392857 pps (13.297872 pps act B shape 2 (Text Frame "* Implem...")
ual), 3@ octets interframe gap ... 26 / 26 %] slide7
#===Back to back frames=== = g 1 (Text F z I
#1 2 back-to-back frames ... 2 / 2 = mpel(Text Frame:yangci=..)
= #2 4 back-to-back frames ... 4 / 4 [L] slides
#3 8 back-to-back frames ... 8 / 8 Bm shape 1 (Text Frame 'vangcli ...")
#4 14 back-to-back frames ... 14 | 14 .
#The back to back search is limited to bursts below 1 second. (%] slides
[#Result: >= 14 I= Shape 1 (Text Frame '<rpcrep...")
#===System recovery=== 8= shape 2 (Text Frame 'yangcli ...")
#TODO A
e —Resetoce [ slide 10
vliadimir@xps:~/1si/code/network-interconnect-tester-cores-git/systems/simulation
ietF119-bmwf-network-interconnect-tester-model-00 ~
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Activities GTKWave mars 20 16:22:19
GTKWave - sim_build/tester_loop.fst

“« en ¥ 4 40

File Edit Search Time Markers View Help
- =] { P From: c o: C Marker: 2 ns | Cursor: 123800 ns

Signals Wa

S AXI AWADD R [ 3 1 . 0 ] - HXKHXHKK 16000010 16660016 10000010 10000816 10000010
.
S AXI WDATA [ 3 1 " 0 ] ey HHNH BOBABBA3 | BOBEOBEE BOPEOBE3 |BEEEEEEE BOBEOBE3 | BOBAEOOE BOBAEOA3 |BOBEOBEE BOPEOBE3 | BOBEOBAE
.
C 0 n t ro -l_ re g [ 3 1 : 0 ] - 00000000 000EEEE3 |P00R00AG 00000063 |0EOOR0OE 0000E803 (P00R00O0 00000003 |B0OR0OAD 00000003 |PO0OE0RO

gmll_d [7 . 0] = 00 00 (] 00 —oo
gmii ens=
resetns=

nsec[29:0]=
testframe matchs=
sequence num[63:0]=
pkts reg[63:0]= ——
octets reg[63:0]-= S—

t es t f rame p kt s [ 63 : 0 ] B00600EOBEOBEAS5T BBEEOPEOBEOBAETS

Filter:

Append Insert Replace




Activities

File Edit

Filter:

Append

GTKWave

Search Time

Insert

Markers View Help

m|._ —-| “ ., From:

Replace

Signals

S AXI ACLK=

S AXI AWADDR[31:0]-=
S AXI WDATA[31:0]-=

clk=

control reg[31:0]=

gmii d[7:0]=

gmii ens=

resetn=

nsec[29:0]=
testframe matchs=
sequence num[63:0]=
pkts reg[63:0]-=
octets reg[63:0]=

testframe pkts[63:0]

mars 20 16:22:39 &

GTKWave - sim_build/tester_loop.fst

=

KRN

XOORRNA

00000000

000003

0000000000000000

GLEGEEEERE R

GLEGEEEEREE L]

06B6EEEAEEHEODE




Activities 7 GTKwave mars 20 16:22:55 & en ¥ 4 4B
GTKWave - sim_build/tester_loop.fst
File Edit S v View Help
u_j u‘j & o From:

Time
S AXI ACLK=
S AXI AWADDR[31:0]- G —
S AXI WDATA[31:0]- K —
clk
control reg[31:0]- & .
gmii d[7:0]
gmii _en
resetns=

Type Signals

n Se C [ 29 . 0 ] + |BBEBEBS+ 0BBABS+ |POBBES+ | POBEES+ |AEOOBS+ PORASS+ |BOAB85+ BOBEBS+ |PEOBBS+ |BOOE86+ BODOBE+ |PEOBSE+ 4
.

testframe match
sequence num [ 63:0 ] 3600000030000050
P kt 5_ reg [ 63:0 ] 060B0B00B00000
octet S reg [ 63:0 ] seeceeseaeecease

testframe pkts[63:0] -«

Append Insert Replace




The End
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