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Background: Problem in TLS

• No validation of security state of endpoint software and platform
• Need a more comprehensive set of security metrics in some use cases,

e.g., CC

• Very complex: at least 15 different exploits
• Is all complexity (e.g., of key schedule) justified?
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Approach
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Validation Framework
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Validation Result
A trace has been found.

Honest Process Attacker

Beginning of process TestKeySch

~M = Success

~M_1 = Success

~M_2 = Failure

~M_3 = Success

~M_4 = Failure

~M_5 = Failure

~M_6 = Failure

~M_7 = Failure

~M_8 = Failure

~M_9 = Failure

~M_10 = Failure

~M_11 = Failure

~M_12 = Failure

{240}event test

~M_13 = Failure

The attacker has the message ~M_2 = Failure
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TLS Key Schedule
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Issue 11

1https://github.com/Inria-Prosecco/reftls/issues/7
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Issue 22

2https://github.com/Inria-Prosecco/reftls/issues/6
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TLS WG3

3https://mailarchive.ietf.org/arch/msg/tls/ZGmyHwTYh2iPwPrirj_rkSTYhDo/
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